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Retro Hunt to test
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THE SANDBOX



Running a Sample

Submitting malware to cuckoo



Submitting multiple samples to cuckoo



Running Multiple Samples at once

Behind the scenes on the sandbox



Running Multiple Samples at once (Results)

Viewing results in the web interface



Running Multiple Samples at once (Results)

Viewing a VM running malware



REVISITING 
WEB SCRAPING



Scrape and auto-submit malware
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Modified cuckooscraper script



ANALYSIS
PASSIVE DNS, DOMAIN AND IP LOOKUPS
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Sending data to MISP  

to discover connections
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FORCE-DIRECTED GRAPH : EMOTET IPS AND DOMAINS
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ENRICHED WITH PASSIVE DNS
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OTHER STUFF



PHISHING
REACTIVE > PROACTIVE



PHISHING
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? WHERE IS IT ?



Amazing animation on automating phishing email analysis



Automating phishing analysis





TAKING ACTION
Visibility (ThreatNote/MISP) 
Create YARA Rules 
Create IDS Rules 
Block Lists 
Intelligence for Research 
Be the threat provider
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