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Here's how visitors behave on our website!
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Video of User-Analysis

Durlhg Web Browsing




Video of Behavioral Analysis

Anomaly Detection

of a Crowd

Identification of pedestrians, events or observations which do not
conform to an expected pattern or movement of other pedestrians in a crowd.
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DETECTION METHODS

* People
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* Based on Signatures
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IDS

#alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"ET
WEB_SERVER PHP Generic Remote File Include Attempt (HTTP)";
flow:to_server,established; content:".php"; nocase;

n,
’

reference:url,doc.emergingthreats.net/2009151; classtype:web-application-
attack; sid:2009151; rev:7;)
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IDS

* Not Really Predictive
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ANTIVIRUS

AVG PC TuneUp 2014

Keep your PC in tip-top
condition - always!

¥LAVG
PC TuneUp

Your trial period has expired!
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ANTIVIRUS

 Signatures for Known Threats
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WHAT WE’RE WORKING WITH
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Date
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16

Time

Record Type Internal IP At External IP A Action

7:59:56 A
7:56:28 A
7.58:59 A
7:58:28 A
7:58:25 A
7:58:20 A
7:56:14 A
7:55:58 A
7:55:37 A
7:55:05 S|y
7:5505 SRV
7:54:24 A
7:53:56 A
75334 A
75334 A
7:53:33 A
7:53:33 A
7:53:33 A
75333 A
7:53:32 A
7:53:32 A
7:53:18 A
7:53:04 SRV
7:53:04 SRV
7:52:46 SRV

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

96.91.38.193 Allowed
96.91.38.152 Allowed
108.212.122 Aliowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.192 Allowed
96.91.38.193 Allowed
108.212.122 Allowed
96.91.38.193 Allowed

owed

93 Allowed

+38.193 Allowed
6.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Alliowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91,38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed

Destination Categories

meodddon-ab Business Services

ej.crpassport.com

tools.google. Search Engines,Software/Technology

www.micros Software/Technology, Business Services

www.google Search Engines

ncodd43 n-ab Business Services

ncodd3 n-ab Business Services

teredo.ipvs ftware/Technology,Business Services
are/Technology, Business Services

efault-first-site-name._sites.dc._msdcs.econtrols.us

chentte
96.91.38.193 Allowed @ \ :
96.91,38.193 Allen a _tep.de,_msdes.econtrols, us
T\ &
lowed

SSPOrt.com

econtrols.us
upgrade.bitd Software/Technology, Business Services
upgrade.bitd Software/Technology,Business Services
upgrade.bitd Software/Technology, Business Services
upgrade bitd Software/Technology, Business Services
upgrade.bitd Software/Technology, Business Services
upgrade.bitd Software/Technology,Business Services
upgrade. bitd Software/Technology, Business Services
upgrade.bitd Software/Technology, Business Services
ncod43 n-ab Business Services
_karberos._tcp.cc, _msocs.econtrols,us
_kerberos._tep.default-first-site-name._sites.de._msdcs. econtrols.us

ketberos. teo.de. msdes exocontrols.com
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Expresson

Protoce
0 30 - 4519}
00 499 -8 .
4 GET 7 WTTR/LLL
0 80 - 4Nt &
10, 00.31.902 58 TCP segment o
102 SRS s L o 20108 . A s
04 tytes on wire 3 bytes cagtures (328 bi
I, s Hevlett? 1 : 108102 14T Ia0), DSt W : 3P0 (00e51 20106931 70)
Iaternet Protocol Version 4, Src: 30.10.01.18) (39.10.21.19)), : LAB5.225.245 (192.185.225.248)
Traesaission Control Protacel, Src Port) 49191 (49191), Dst Ports 88 (B9), Seq: 8, Len: @

abs I N g L]
b4 M f 1f
027 0 50 e 25 4 L
Mt mu L)
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ADDCAONS |
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"cs_host
"nal®.
"nalo.
"nal®.
"nald.
"nal0.
"nal®.
"nal®.
"nal®.
.salesforce.com
salesforce.com

salesforce.com
cnlesfarce

"nal®

"nald.

"nal.
"na10

salesforce.com
salesforce.com
salesforce.com

salesforce.c
salesforce.c
salesforce.
salesf
sal

93‘31""

e.com","/", ,PROXIED
,"/", ,PROXIED
, /", ,PROXIED
," /", ,PROXIED

com

, 'cs_uri_path","cs_uri_quer
," /", ,PROXIED
,"/", ,PROXIED
, /", ,PROXIED

ROXIED
*PROXIED
/™  PROXIED
"/" . PROXIED

"/" g

/0 PROXTEDN

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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1472145600 pagead.l.doubleclick.net. A 300 216.58.212.130 216.239.38.10 doubleclick.net.

1472145600 tctirefactory.com. MX 86400 aspmx2.googlemail.com. 65.61.188.4 tctirefactory.com.
1472145600 tctirefactory.com. MX 86400 altl.aspmx.l.google.com. 65.61.188.4 tctirefactory.com.
1472145600 tctirefactory.com. MX 86400 aspmx3.googlemail.com. 65.61.188.4 tctirefactory.com.
1472145600 tctirefactory.com. MX 86400 alt2.aspmx.l.google.com. 65.61.188.4 tctirefactory.com.
1472145600 tctirefactory.com. MX 86400 mx.1.google.com. 65.61.188.4 tctirefactory.com.
1472145600 xp.itunes-apple.com.akadns.net. CNAME -ingestion -service-mr22.itunes.apple.com. 184.85.248.128 akadns.net.
1472145600 s.youtube.com. CNAME 3600 video 216 239.36.10  youtube.com.
1472145600 mt-ingestion-service-mr22.itunes-apple.cc 17.110.234.28 2.22.230.130 akadns.net.
1472145600 mt-ingestion-service-mr22.itunes-apple.com. 17.110.232.46 2.22.230.130 akadns.net.
1472145600 mt-ingestion-service-mr22.itunes-apple.com.akadns. 17.110.234.27 2.22.230.130 akadns.net.
1472145600 mt-ingestion-service-mr22.itunes-apple.com. akadns.ne 17.110.232.45 2.22.230.130 akadns.net.
1472145600 ns-1114.awsdns-11.org. A 172800 205.251.196.90 ZQ awsdns-11.org.
1472145600 geo.vortex.data.microsoft.com.akadns.net. CNAME .data.microsoft.com.akadns.net. 84.53.139.129 akadns.net.
1472145600 www . googleadservices.com. CNAME 300 pagead.1. doublech 216.239.32.10 googleadservices.com.
1472145600 sna-kantata.ru. A 3600 141.8.195.73 78.140.198.146 sn a X
1472145600 mx1.alt-comision.ru. A 600 178.208.83.91 91.134.50.205 al ision.ru.
1472145600 p42-ckdevice-current.edge.icloud.apple-dns.net. A 30 17.248.150.106 205.251.195.252 icloud.apple-dns.net.
1472145600 1b2-543841419.us-east-1.elb.amazonaws.com. A 60 52.202.211.163 205.251.196.95 us-east-1.elb.amazonaws.com.
1472145600 1b2-543841419.us-east-1.elb.amazonaws.com. A 60 52.204.135.45 205.251.196.95 us-east-1.elb.amazonaws.com.
1472145600 mail.airband.net. A 300 67.225.220.14 207.34.46.25 airband.net.
1472145600 origin.guzzoni-apple.com.akadns.net. CNAME 300 mu21p@2sa.guzzoni-apple.com.akadns.net. 2.22.230.130 akadns.net.
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.

Home
X

A

Date
10/28/16
10/28/16
10/28/16

10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16
10/28/16

TAMOINE

Insert

Calibri (Body)

B | I

fx

y

C

Page Layout

12

Formulas

A~

Data

Aw

Record Type Internal IP AcExternal IP A Action

7:59:56 A
7:59:28 A
7:58:59 A

:28 A

25,
2
;1
:58 A

7: SS 37A
7:55:05 SRV
7:55:05 SRV
7:54:24 A
7:53:56 A
7:53:34 A
7:53:34 A
7:53:33 A
7:53:33 A
7:53:33 A
7:53:33 A
7:53:32 A
7:53:32 A
7:53:18 A
7:53:04 SRV
7:53:04 SRV
7:52:46 SRV
7:52:46 SRV
7:52:46 A
7:52:34 A
7:50:00 A
7:49:59 A
7:49:58 A
7:49:50 A
7:49:20 A

FA0.AC A

13 logs.csv +

N/A
N/A
N/A
N/A

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

ATA

96.91.38.193 Allowed
96.91.38.193 Allowed
108.212.122 Allowed

96. 91 38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 All d

Review

logs

View
General v

= &
$ %

— ¢ Wrap Text

Conditional Format
Formatting as Table

g H
Categories
Business Services

Destination
ncod43.n-able.com
ej.crpassport.com
tools.google.com
www.microsoft.com

Search Engines,Software/Technology
Software/echnology,Business @rvices

SIS T

ogy,Business Services
_kerberos._tcp.default-first-site-name._sites.dc._msdcs.econtrols.us
_kerberos._tcp.dc._msdcs.econtrols.us
ej.crpassport.com
econtrols.us
upgrade. bitdefend

r.com Software/Technology,Business Services

96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 All d

upgrade.bitdefender.com
upgrade.bitdefender.com
upgrade.bitdefender.com
upgrade.bitdefender.com

Software/Technology,Business Services
Software/Technology,Business Services
Software/Technology,Business Services
Software/Technology,Business Services

96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
96.91.38.193 Allowed
108.212.122 Allowed
96.91.38.193 Allowed

TR0 T I ANIALAA

upgrade.bitdefender.com
upgrade.bitdefender.com
upgrade.bitdefender.com
ncod43.n-able.com
_kerberos._tcp.dc._msdcs.econtrols.us
_kerberos._tcp.default-first-site-name._sites.dc._msdcs.econtrols.us
_kerberos._tcp.dc._msdcs.expcontrols.com
_kerberos._tcp.default-first-site-name._sites.dc._msdcs.expcontrols.com
mex09.emailsrvr.com Webmail
ncod43.n-able.com Business Services
secure.autodiscover.emailsrvr.com Webmail
autodiscover.emailsrvr.com Webmail

expcontrols.com
www.microsoft.com

ej.crpassport.com
bacada laill aaisenrn R

Software/Technology,Business Services
Software/Technology,Business Services
Software/Technology,Business Services
Business Services

Software/Technology,Business Services

Cabbiiincn lar e T Py

Lot

- X .

$¢mn .
e
Cell

Styles

Insert Delete Format

Excel




FINDING NORMAL

e How Do You Find It?

e
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comserver.global.mspa.n-able.com
gv.symcd.com
adadvisor.net

- adadvisor.pet ° ° ®
Video:ofa Suspicious domain
gk m l:)
d.agkn.com
d.agkn.com -
su.addthis.com In IO S
su.addthis.com g
su.addthis.com
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk . com
seg-server-ilb.global.prodl.sharethis.net
t.sharethis.com
sb.scorecardresearch.com
seg.sharethis.com
1.sharethis.com
analytics.localytics.com
wfbs-svc-nabu-aal.trendmicro.com
shared.iad.appboy.com
wfbssvcSl.icrc.trendmicro. com
staticxx. facebook.com
script.crazyegg.com
script.crazyegg.com




2016-09-22 22:55:05.2 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsdl.ca.comcast.net.49062: 4644 2/0/0 (NAME ssl-google-analytics.l.google.com., A 216.58.194.168 (102)

2016-09-22 22:55:08.739970 IP resolverl.opendns.com.domain > c-73-202-157-15.hsd1.ca.comcast.net.51339: 32438 4/0/0 CNAME cdn.turner.com.edgekey.net., CNAME e2546.dsced.okamaiedge.net., AAAA 2001:418:142b:280::9f2, AAAA 2001:4
18:142b:299: 9\‘2 (167)

2016-09-22 22:55:08.923499 IP resolverl.opendns.com.domain > c-73-202-157-15.hsdl.ca.comcast.net.21617: 26983 3/0/0 CNAME cdn.turner.com.edgekey.net., (NAME e2546.dsce4.akamaiedge.net., A 23.34.169.228 (127)

2016-09-22 22:55:30.036644 IP resolverl.opendns.com.domain > c-73-202-157-15.hsd1.ca.comcast.net.33385: 19281 3/0/0 (NAME white.ish.instogram.com., CNAME instagram.cl0r.facebook.com., AAAA 2003:2880:f213:c4:face:b0dc:0:43fe (1
27

2016-09-22 22:55:30.073406 IP resolverl.opendns.com.domain > c-73-202-157-15.hsdl.ca,comcast.net.16977: 43171 3/0/0 (NAME white.ish.instagrom.com., CNAME instagram.c10r.facebook.com., A 31.13,77.52 (115)

2016-09-22 22:55:40.111082 IP google-public-dns-a.google.com.domain > c-73-202-157-15.hsd1.ca.comcast.net.52058: 16191 1/0/0 A 216.58.217.196 (48)

2016-09-22 22:55:40.115764 IP google-public-dns-a.google.com.domain > ¢-73-202-157-15.hsdl.co.comcast.net.52058: 45111 1/0/0 AAAA 2607:f8b@:4005:807::2004 (60)

2016-09-22 22:56:34.737197 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsdl.ca.comcast.net.24735: 26544 13/0/0 (NAME 1b.geo.office365.com., (NAME outlook.office365.com.g.office365.com., CNAME outlook-namwest.office365.co
m., AAAA 2001:111:400:7020::2, AAAA 2001:111:F400:2d74::2, AAAA 2001:111:f400:4821::2, AAAA 2001:111:f400:505a::2, AAAA 2001:111:f400:2c5e::2, AAMZoOl 111:f400:1420::2, AAAA 2¢01:111: mo«m 12, AAAA 2001:111:f400:f3d3::2
, AMAA 2603:1036:404:69::2, AAAA 2001:111:f400:528b::2 (408)

2016-09-22 22:56:34.759200 IP resolverl.opendns.com.domain > c-73-202-157-15.hsdl.ca.comcast.net.10948: 25934 12/0/0 CNAME 1b.geo.office365.com., CNAME outlook.office365.com.g.office365.com., CNAME outlook-namwest2.office365.c
om., A 132.245.46.130, A 132.245.47.66, A 132.245.56.146, A 40.97.142.234, A 132.245.71.2, A 132.245.73.194, A 132.245.75.114, A 132.245.92.242, A 132.245.82.50 (273)

2016-09-22 22:56:34.844883 IP resolverl.opendns.com.domain > c-73-202-157-15.hsdl.ca.comcast.net.40131: 53540 0/0/0 (38)

2016-09-22 22:56:34.864445 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsd1.ca.comcast.net.11446: 2946 1/0/0 A 72.163.8.7 (54)

2016-09-22 22:56:42.821722 IP google-public-dns-a.google.com.domain > c¢-73-202-157-15.hsdl.co.comcast.net.41588: 63511 1/€/0 A 216.58.217.196 (43)

2016-09-22 22:56:42.826382 IP google-public-dns-a.google.com.domain > c-73-202-157-15.hsd1.ca.comcast.net.41588: 18168 1/0/0 AAAA 2607:f8b0:4005:807::2004 (60)

2016-09-22 22:57:36.931936 IP resolverl.opendns.com.domain > c-73-202-157-15.hsdl.ca,comcast.net,12528: 25205 1/1/0 (NAME opi.v,dropbox.com. (137)

2016-09-22 22:57:36.950147 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsdl.ca.comcast.net.20426: 21516 3/0/0 CNAME api.v.dropbox.com., A 108.160.172.237, A 108.160.172.205 (85)

2016-09-22 22:57:45.683778 1P google- publ\c -dns-a.google.com. donain > ¢-73- 202 157-15.hsd1.ca.comcast . net. 55995 32643 1/0/0 A 216.58. 195 228 (48)

2016-09-22 22:57:45. > o o omcas 0/0

2016-09-22 58: 5.1 > 0 . omcas ¢

2016-09-22 > 2 . omcas:

2016-09-22 58:40. > 0 : as

2016-09-22 21058:40.3 3 > “comcas :0v0: [ )
2016-09-22 22:59:51.054016 IP google-public -dns-a.google.com. domin > ¢-73-202-157- !5 hsdl.ca.comcast. net 60760 32649 1/0/0 A 216 S8. 195 228 (48)

2016-09-22 22:59:51.058684 IP google-public-dns-a.google.com.domain > c-73-202-157-15.hsd1.ca.comcast.net.60760: 24886 1/0/0 AAAA 2607:f8b0:4005:808: :2004 (60)

2016-09-22 23:00:12.743037 IP google-public-dns-a.google.com.domain > ¢-73-202-157-15.hsdl.co.comcost.net.39986: 62413 2/0/@ (NAME googlehosted.l.googleusercontent.com., A 216.58.194.193 (88)

2016-09-22 23:00:12.765773 IP google-public-dns-a.google.com.domain > c-73-202-157-15.hsdl.ca.comcast.net.39986: 48679 2/0/0 (NAME googlehosted.l.googleusercontent.com., AAAA 2607:F8b0:4005:808::2001 (100)

2016-09-22 23:00:26.007846 IP resolverl.opendns.com.domain > c-73-202-157-15.hsdl.ca.comcast.net.48195: 31653 1/1/0 (NAME ec2-54-241-32-2.us-west-1.compute.omazonaws.com. (176)

2016-09-22 23:00:26.029479 IP resolverl.opendns.com.domain > c-73-202-157-15.hsdl.ca.comcast.net.31902: 41839 2/0/@ CNAME ec2-54-241-32-5.us-west-1._compute.omozonaws.com., A 54.241.32.5 (111)

2016-09-22 23:00:26.991719 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsd1.ca.comcast.net.36577: 33224 2/1/0 CNAME guardian.map.fastly.net., CNAME prod.guardian.mop.fastlylb.net. (193)

2016-09-22 23:00:27.012840 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsd1.ca.comcast.net.4991: 64371 3/0/0 (NAME guardian.map.fastly.net., CNAME prod.guardian.map.fastlylb.net., A 151.101.41.111 (135)

2016-09-22 23:00:27.088700 IP resolverl.opendns.com.domain > c-73-202-157-15.hsdl.ca.comcast.net.48134: 9145 2/1/0 (NAME mobile-opps,guordionopis.com.global.prod.fostly.net., (NAME prod.a.ssl,.globol. fostlylb,net, (226)
2016-09-22 23:00:27.109685 IP resolverl.opendns.com.domain > c-73-202-157-15.hsd1.ca.comcast.net.33348: 43133 3/0/0 (NAME mobile-opps.guardianapis.com.global.prod. fastly.net., CNAME prod.a.ssl.global.fastlylb.net., A 151.101.4
0.249 (168)

2016-09-22 23:00:27.259973 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsdl.ca.comcast.net.50Q47: 4816 4/1/0 (NAME cdn-traffic-director.krxd.net., (NAME cdn-fastly.krxd.net., (NAME cdn-fastly.krxd.net.c.global-ssl.fastly
.net., CNAME prod.c.ssl.global.fastlylb.net. (259)

2016-09-22 23:00:27.285813 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsdl.ca.comcast.net.57931: 41937 5/0/0 (NAME cdn-traffic-director.krxd.net., (NAME cdn-fastly.kexd.net., CNAME cdn-fastly.krxd.net.c.global-ssl.fastl
y.net., CNAME prod.c.ssl.global.fastlylb.net., A 151.101.40.175 (201)

2016-09-22 23:00:27.701533 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsdl.ca.comcast.net.15364: 52766 1/1/@ (NAME theguardian.com.ssl.dl.sc.omtrdc.net. (166)

2016-09-22 23:00:27.729268 IP resolverl,opendns.com.domain > ¢-73-202-157-15.hsdl.ca.comcast.net.15359: 21454 2/0/0 CNAME theguordion.com.ssl.dl.sc.omtrdc.net., A 66.235.136.195 (111)

2016-09-22 23:00:42.486728 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsd1.ca.comcast.net.39022: 64832 1/0/0 AAAA 2607:f8b0:4005:807::200e (65)

2016-09-22 23:00:42.526826 IP resolverl.opendns.com.domain > c-73-202-157-15.hsdl.ca.comcast.net.64395: 62907 1/0/0 A 216.58.195.78 (53)

2016-09-22 23:00:53.805347 IP google-public-dns-a.google.com.domain > ¢-73-202-157-15.hsd1.ca.comcast.net.33273: 1013 1/0/0 A 216.58.194.196 (438)

2016-09-22 23:09:53.809602 IP google-public-dns-a.google.com.domain > c-73-202-157-15.hsd1.ca.comcast.net.33273: 44211 1/0/0 AAAA 2607:f8b0:4005:801::2004 (60)

2016-09-22 23:01:07.096676 IP resolverl.opendns.com.domain > c-73-202-157-15.hsd1.ca.comcast.net.21176: 33918 1/1/0 (NAME android.l.google.com. (138)

2016-09-22 23:01:07.162773 IP resolverl.opendns.com.domain > c-73-202-157-15.hsd1.ca.comcast.net.62355: 865 2/0/0 CNAME android.l.google.com., A 216.58.195.78 (84)

2016-09-22 23:01:07.847450 IP resolverl.opendns.com.domain > c-73-202-157-15.hsdl.ca.comcast.net.15833: 2999 2/0/0 (NAME googleapis.l.google.com., AAAA 2607:f8b0:4005:804::2000 (98)

2016-09-22 23:01:07.859860 IP resolverl.opendns.com.domain > c-73-202-157-15.hsdl.ca.comcast.net,65324: 60161 2/0/0 (NAME googleopis,l.google.com., AAAA 2607:f8b0:4095:807::200a (106)

2016-09-22 23:01:07.878729 IP resolverl.opendns.com.domain > c-73-202-157-15.hsdl.ca.comcast.net.32663: 64100 6/0/0 CNAME googleopis.l.google.com., A 216.58.195.234, A 172.217.5.106, A 216.58.194.170, A 216.58.195.74, A 216.58

.194.202 (150)

2016-09-22 23:01:07.902883 IP resolverl.opendns.com.domain > c-73-
2016-09-22 23:01:29.075304 IP resolverl.opendns.com.domain > ¢-73-
2016-09-22 23:01:29.101026 IP resolverl,opendns,com.domain > c-73-.
72.47, A 54.236.215.162, A 52.1.62.13, A 54.208.76.171, A 52.20.2
2016-09-22 23:01:35.703399 IP resolverl.opendns.com.domain > ¢-73-

202-157-15.hsdl.ca.comcast.net.25600: 22747 5/0/0 CNAME googleapis.l.google.com., A 216.58.194.170, A 216.58.195.74, A 216.58.194.202, A 172.217.5.106 (142)
202-157- 15 hsdl.co,comcast,net ,61234: 55261 1/1/0 (NAME production-mobile-1b-1918289095.us-egst-1,elb,amazonows.com. (192)
202-157-15.hsd1.ca.comcast.net.45772: 29888 9/0/0 (NAME production-mobile-1b-1918289095.us-east-1.elb.amazonaws .com., A 52.200.86.130, A 54.88.112.29, A 107.23.
34.99, A 54.209.35.55 (235)

202-157-15. hsd
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star-mini.c10r.facebook.com
star.c10r.facebook.com
www.facebook.com
0-edge-chat.facebook.com
atlas.c10r.facebook.com
connect.facebook.net
maqtt.c10r.facebook.com
staticxx.facebook.com
z-m.c10r.facebook.com

71
33
12
11
10
10
10

THERIE.AuMb:

liverail.c10r.face
api.facebook.com
error.facebook.com
graph.facebook.com
m.facebook.com
1-edge-chat.facebook.com
5-edge-chat.facebook.com
b-api.facebook.com
b-graph.facebook.com
edge-maqtt.facebook.com
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Graphing popular
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Remove 'Normal’

e
BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC Cisco




A

360yield.com
4finance.com
accuweather.com
addoox.net
adforgecdn.com
adingo.jp
adition.com
adjust.com
adlucent.com
admantx.com
adtechjp.com
aim.com
akamai.com
alfdt.com
amcnetworks.com
americanexpress.com
americangrit.com
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masterbrand.com mathads.com
mdswanson.com medicaresupplement.co

Manually analyzing a
small set of domains

N B NSNS N

msftncsi.com mshcan.com myfonts.net
Myvzw.Com Newsinc.com nexage.com
nextadvisor.com norcraftcompanies.com
notanpest.net obtrk.xyz office.net




mathads.com
mdswanson.com medicaresupplement.com

metanetwork.net mhthemes.com
ministerials.com
mom.me

monarchads.com mrsteam.com
msftncsi.com mshcdn.com
myvzw.com

notanpest.net obtrk.xyz




medicaresupplement.com

ministerials.com
mom.me

msftncsi.com
MyVvzZw.Com

notanpest.net obtrk.xyz




medicaresupp

ministerials.com
mom.me

msftncsi.com
MyVvzZw.Com

notanpest.net obtrk.xyz




ministerials.com
mom.me

msftncsi.com
MyVvzZw.Com

notanpest.net obtrk.xyz




msftncsi.com
MyVvzZw.Com

notanpest.net obtrk.xyz




msftncsi.com
MyVvzZw.Com

notanpest.net obtrk.xyz




msftncsi.com
MyVvzZw.Com

notanpest.net obtrk.xyz




msftncsr.com
MyVvzZw.Com

notanpest.net obtrk.xyz




msftncsi.¢’
myvzw.com

notanpest.net obtrk.xyz




—FREEHEATreSHRRIEreRi-eam:

ministerials.com




—FREEHEATreSHRRIEreRi-eam:

ministerials.com

TASPA-Re
msftncsi.com

MyVvzZw.Ccom

notanpest.net obtrk Xyz




ministerials.com

A Latest detected URLs

Latest URLs hosted in this domain detected by at least one URL scanner or malicious URL dataset.

1/61 2014-12-05 01:07:21 http




ministerials.com

Ministerial5 - SonicWALL Security Center

software.sonicwall.com/applications/app/index.asp?ev=appd...app...Ministerial5 ~
Application: Ministerial5. This domain used by an advertising company that is part of a network of sites,

cookies, and other technologies used to track you, what ..




—FREEHEATreSHRRIEreRi-eam:

ministerials.com
NoatalaaWaatal

msftncsi.com
MyVvzZw.Com

notanpest.net obtrk.xyz




—FREEHEATreSHRRIEreRi-eam:

. ol
RS-

msftncsi.com
MyVvzZw.Com

notanpest.net obtrk.xyz




What is www.msftncsi.com? - Knowledge eXchange
httpb Ifkx.cloudingenium.com/microsoft/servers/windows.../what-is-www-msftncsi-co... v

This is because the url www.msftncsi.com is generally used by Windows machines to
verity that there is network conneclivity. A Windows

msftncsi.com
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msftncsi.com
MyVvzZw.Com
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TR

FASHAES-CET™
MyVvzZw.Com

notanpest.net obtrk.xyz




B 12-20-2011, 12:58 AM

(Stephen)
Owner of the net for a day

that is verizon phones network.

Someone maybe using that LTE to spam @

myvzw.com
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FASHAES-CET™
MyVvzZw.Com
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FAsHEest-ee™
PR RN =L ERA
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Domain > obtrk.xyz | Threatcrowd.org Open Source Threat Intelligence
https://www.threatcrowd.org/domain.php?domain=obtrk.xyz v

Domain > obtrk.xyz. x Welcome! Right click nodes and scroll the mouse to navigate the graph. Is this
malicious? Yes No. Whois Details. Property, Value.

obtrk.xyz




obtrk.xyz

£ Passive DNS replication

VirusTotal's passive DNS only stores address records. This domain has been seen to resolve to the following IP addresses.
2016-08-186

A Latest undetected files that embed this domain in their strings

Latest files that are not detected by any antivirus solution and embed URL pattern strings with the domain provided

SR { Ao . [T Ol M 1 -1 Q0

obtrk.xyz
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notanpest.net obtrk.xyz
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notanpest.net




Malwr - Malware Analysis by Cuckoo Sandbox
https //malwr.com/.. ;NDAx\AWNkZJNmODhINDgwMthMTFIZmeZDFJMTg4O

y WinHtipRequest.5)', u'method". U'GET', u'host’. u'notanpest.net’, u'version': u'1.1', u'path'.
u'/0d2fo’, u'data": U'GET /0d2fo HTTP/1.1\r\nAccept: .

budget_xlIs_f20e62f27.zip - Free Automated Malware Analysis Service ...
https IIwww.hybrid-analysis.com/.. /8381c35df0196b92c02790237d766620231ab5688<:...

0 ( NET CLR 3.0.30729; Media Center PC 6.0, .NET4.0C,; . ..... http://notanpest.net/
2"g mvsj, malicious, 2/68, 10/25/2016 10:40:56, - Abb(](,ldt(:(.

File Details - Free Automated Malware Analysis Service - powered by ...

https IIwww.hybrid-analysis.com/.../4b6aea83a2bc928383b9209c0c72dbef2a48071146...
| day ago - Endpoint, Method/Response, URL/Code, Data. 67.171.65.64:80 (notanpest.net), GET,
/68ehx, GET /68ehx HTTP/1.1 Connection: Keep-Alive ...

notanpest.net




alwr - Malware Analysis by Cuckoo Sandbox
https //malwr.com/.. ;NDAx\AWNkZJNmODhINDgwMthMTFIZmeZDFJMTg4O
v WinHtipRequest.5)', u'method". U'GET', u'host’: u'notanpest.net’, u'version': u'1.1', u'ps
u'/0d2fo’, u ~GET /0d2fo HTTP/1.1\r\nAccept: .

budgelxiS_f20e62f27.zip - Free Automated Malware Analysis ice ...

httpe7/www.hybrid-analysis.com/.. /8381c35df0196b92c02790237d766620231ab5688<:...
¥a | ( NET CLR 3.0.30729; Media Center PC 6.0, .NET4.0C, . ..... http://notanpest.net/
3cgimvs), malicious, 2/68, 10/25/2016 10:40:56, -. A':y!t-(](,ldt(:(.

File Details - Free Automated Malware Analysis Service - powered by ...
ps.//www.hybrid-analysis.com/.../4b6aeaB83a2bc928383b9209c0c72dbef2a48071146...

1 d3xago - Endpoint, Method/Response, URL/Code, Data. 67.171.65.64:80 (notanpest.net),

/6Behx, G [68ehx HTTP/1.1 Connection: Keep-Alive ...

notanpest.net




Steals private information from local Internet browsers

Collects information to fingerprint the system (MachineGuid, DigitalProductid, SystemBiosDate)

Installs itself for autorun at Windows startup

notanpest.net




A Latest detected URLs

Latest URLs hosted in this domain detected by at least one URL scanner or malicious URL dataset.
2016-10-25 23:18:36 nhtip://notanpest.net

2016-10-25 15:22:53 htip://notanpest.net/68ehx

2016-10-25 15:22:43 http://notanpest.net/3cgimvs)

2016-10-25 15:22:34 htip://notanpest.net/0d2fo

2016-10-25 15:22:28 http://notanpest.net/214t44m0

notanpest.net




notanpest.net




That Process is...
Really Tedious




Tiring

* Requires Expertise

e
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The Solution?

e
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AUTOMATION

Program Ourselves out of a Job

afea]n
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What do we Automate?

* Visualization

e
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Auto-Clean Logs and Network Streams

It's all different

e
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Auto-Clean Logs and Network Streams
* DNS
2017-01-18T11:21:44-05:00 daemon prod named[16648]: info client 10.36.64.10#35225 (ww.ges.ca): query: ww.ges.ca IN A +EDC £10.210.210.352

2017-05-02 08:56:44 ,webservices.prime.com,A,208.91.197.21

e
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Auto-Clean Logs and Network Streams

* Active Directory

Subject:

Security ID:
Account Name:

Account Domain:

Logon ID:

Logon Type:

SYSTEM
DCO3%

AD
0x1b2623ae

3

This event is generated when a logon session is destroyed. It may be positively cori
the Logon ID value. Logon IDs are only unique between reboots on the same computer
Audit Success,10/26/2016 10:15:37 AM,Microsoft-Windows-Security-Auditing,4624,Logon

gged on.

Subject:

Security ID:
Account Name:

Account Domain:

Logon ID:

Logon Type:

New Logon:

Security ID:
Account Name:

Account Domain:

Logon ID:
Logon GUID:

NULL SID

0x0

3

SYSTEM
DCO3%

AD
0x1b2623ae

{44F7D735-74A2-6B4C-0AE3-9969F562CFBO}

BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC
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Auto-Clean Logs and Network Streams

* System

Sep 12 07:
Sep 12 07:
Sep 12 07:
Sep 12 07:
Sep 12 07:
Sep 12 07:
Sep 12 08:
Sep 12 08:
Sep 12 08:
Sep 12 08:
Sep 12 08:
Sep 12 08:
Sep 12 09:
Sep 12 09:
Sep 12 09:

:39:
09:
09:
101
17:
39:
39:
29:
09:
17:
17:
39:
39:
09:
09:
15:

17

01
01
01

01
01
01
01
01
o1
01
o1
o1
01
01
43

evol
evol
evol
evol
evol
evol
evol
evol
evol
evol
evol
evol
evol
evol
evol
evol

CRON[17316]:
CRON[17340]:
CRON[17340]:
CRON[17364]:
CRON[17364]:
CRON[17369]:
CRON[17369]:
CRON[17393]:
CRON[17393]:
CRON[17415]:
CRON[17415]:
CRON[17420]:
CRON[17420]:
CRON[17444]:
CRON[17444]:
sshd[17466] :

pam_unix(cron:
pam_unix(cron:
pam_unix(cron:
pam_unix(cron:
pam_unix(cron:
pam_unix(cron:
pam_unix(cron:
pam_unix(cron:
pam_unix(cron:
pam_unix(cron:
pam_unix(cron:
pam_unix(cron:
pam_unix(cron:
pam_unix(cron:
pam_unix(cron:

session):
session):
session):
session):
session):
session):
session):
session):
session):
session):
session):
session):
session):
session):
session):

session
session
session
session
session
session
session
session
session
session
session
session
session
session
session

closed
opened
closed
opened
closed
opened
closed
opened
closed
opened
closed
opened
closed
opened
closed

for
for
for
for
for
for
for
for
for
for
for
for
for
for
for

Bad protocol version identification 'GET /

BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC

user
user
user
user
user
user
user
user
user
user
user
user
user
user
user

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

HTTP/1.1'

by (uid=0)
by (uid=0)
by (uid=0)
by (uid=0)
by (uid=0)
by (uid=0)

by (uid=0)

from 94.136.145.178 port 40776
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Auto-Clean Logs and Network Streams

« HTTP

absentfaith.com:443 207.46.13.161 - - [09/May/2017:06:49:25 -0700] “"GET / HTTP/1.1" 200 21632 “"-" "Mozilla/5.0 (compatible; bingbot/2.0; +http://www.bing.com/bingbot.htm)"

absentfaith.com:80 34.202.166.20 - - [09/May/2017:06:50:32 -0700] "HEAD /wp-login.php HTTP/1.1" 301 175 "-" "Mozilla/5.0 (Windows; U; ndows NT 5.1; en-us; rv:1.7.12) Gecko/20050919 Firefox/1.0.7"
65.19.134.142:80 180.76.15.23 - - [09/May/2017:06:58:25 -0700] "GET /robots.txt HTTP/1.1" 301 443 "-" "Mozilla/5.0 (Windows NT 5.1; rv:6.0.2) Gecko/20100101 Firefox/6.0.2"

65.19.134,142:80 180.76.15.26 - - [09/May/2017:06:58:26 -0700] "GET /robots.txt HTTP/1.1" 301 443 "-" "Mozilla/5.0 (Windows NT 5.1; rv: 0.2) Gecko/20100101 Firefox/6.0.2"

65.19.134,142:80 180.76.15.5 - - [09/May/2017:06:59:06 -0700] "GET / HTTP/1.1" 301 423 "-" "Mozilla/5.0 (compatible; Baiduspider/2.0; +http://www.baidu.com/search/spider.html)"

evol13.com:443 180.76.15.30 - - [09/May/2017:06:59:07 -0700] "GET / HTTP/1.1" 200 3476 "-" "Mozilla/5.0 (compatible; Baiduspider/2.0; +http://ww.baidu.com/search/spider.html)"

absentfaith.com:443 180.76.15.23 - - [09/May/2017:07:10:08 -0700] "GET /?m=20010718 HTTP/1.1" 200 36797 "-" "Mozilla/5.0 (compatible; Baiduspider/2.0; +http://www.baidu.com/search/spider.html)"
absentfaith.com:443 66.249.79.123 - - [09/May/2017:07:10:21 -0700] "GET /robots.txt HTTP/1.1" 404 3631 "-" "Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)"
absentfaith.com:443 66. 249 79.123 - - [09/May/2017:07:10:21 -0700] "GET /?m=200506 HTTP/1.1" 200 7734 "-" "Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)"

jpyorre.com:80 180.76.15.162 - - [09/May/2017:07:12:19 -0700] "GET / HTTP/1.1" 301 427 "-" "Mozilla/5.0 (compatible; Baiduspider/2.0; +http://www.baidu.com/search/spider.html)"
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Auto-Process

The manual way needs to go away
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Edit View Insert Format Tools Data Window @ Help

@ = (J 100% @) Mar23 14:04 Q &

New Workbook #N @) Workbook3
New from Template... (3P T,.A . [l E -
225 = |@E Q- CPU

Open... #0 &

Open URL... 030 artArt Formulas Data Review A R Process Name % CPU CPU Time Threads Idle Wake Ups PID  User

Open Recent p Rumbe Formet Cotts Themes % Microsoft Excel 2.21 14 8 33704 josh

v o] M. [ . . O
Close BW = EFME. :
v % I Conditional > o > Aa~

Save S Formatting Styles Actions hemes £«

Save As...

Save as Web Page

Save Layout e} ™ ™)

Import...

Share

Reduce File Size...

Web Page Preview

Restrict Permissions >

Page Setup...

Print Area >

Print... ®P

Properties...
System: ) CPU LOAD Threads
User: 4.84% Processes:
Idle: 91.48%

A

to add.txt

%]

more links.txt



Auto-Process

* Use what makes sense to you
«(Excel

e
CISCO
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Auto-Process

* Use what makes sense to you

R

e
CISCO
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Auto-Process

* Use what makes sense to you

« Python
Matplot, Pandas, Plotly, D3, C3, etc...

e
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Tools (Open Source)

* pyasn (offline ASN lookup)

afra]e
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Tools (Open Source)

* pyasn (offline ASN lookup)

Macbook-Pro-Home:app josh$ python tester.py 1000.txt
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Tools (Open Source)

e NetworkX

e
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Macbook-Pro-Home:app josh$ |

e
BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC Cisco




Tools (Paid)

* OpenDNS Investigate

e
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New Tab
investigate.opendns.com|

U investigate.res.opendns.com/ Visit
U Investigate — hut e

U Investigate — htt Ve

U Investigate — https:/jinvestigate

Y

{3 multiple requests to investigate at DuckDuckGo
{3 investigate api documentation at DuckDuckGo
U Investigate — it nvestigate

Investigate

U Investigate

e
BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC Cisco




Tools (Paid)

e VirusTotal

e
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Connecting.

virustotal.com

e
BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC Cisco




Find ways to remove 'normal’

* Creating a Baseline
« Count things and remove 'Popular’

e
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Find ways to remove 'normal’

 Start with data from OpenDNS
* Approx 3% of the internet
* How do you find normal?

e Can you find normal?
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1. bash

evoll3:logs josh$ wc -1 2016-08-25-17-20.myzPMsal
664938 2016-08-25-17-20.myzPMsal
evoll3:logs josh$ |

Video of Raw Log File




Let's Try Anyway

* Count how many times a domain is queried

e
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,s1.mohito.com,A,360,78.24.161.76

!

,hotspotcostablanca.ath.cx,A,060,81

9 Minutes




wc -1 2016-08-25-17-20.myzPMsal
664,938 2016-08-25-17-20.myzPMsal




2016-08-25-17-20.myzPMsaJ
clean_data_opendnsquerylog.py

normal_traffic.txt

suspicious_traffic.txt

e
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'Normal' Traffic

clients.l.google.com
www.google.com

|youtube-ui.|.google.com
www-google-analytics.l.google.com
sb.l.google.com

ytimg.l.google.com
safebrowsing.cache.l.google.com

gstaticadssl.l.google.com
plus.google.com

plus.l.google.com

play.l.google.com
video-stats.l.google.com
gateway.push-apple.com.akadns.net
2.android.pool.ntp.org
www3.l.google.com
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'Suspicious' Traffic

test.url.dnsdun.com
elb039497-690954886.us-east-1.elb.amazonaws.com
images.infospace.com

pervert.engdecision.com
rS5---sn-25ge7nlz.googlevideoc.com
recon.bleacherreport.com

winestyle.ru
g23.queuevd.vk.com
tf-Ib-5xcuvnk75jgj3bkuhuddqg7tli-1336305397 . eu-west-1.elb.amazonaws.com
rl.sn-3¢27In7k.googlevideo.com
elb040935-2033726180.us-east-1.elb.amazonaws.com

customers.anpdm.com

exmail-eul.chevron.com

men.ru

Ww w w w wwwwwwwwww
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More 'Suspicious' Traffic

mail.exotissimo.com
www.erlerlab.com
r2---sn-oapm-guhe.gvtl.com
weltweitkochen.de
appear.ro
a-pcisg01sl04.insnw.net
webl.arh.noaa.gov
Idaviesmorris.orangehome.co.uk
www.electriks.co.uk
app.vconnect.com
sonahay.com

r6---sn-Shnednez.googlevideo.com
rajshreesugars.com

L 2 T e e e e o e e I = = =
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2016/03/30 16:49 BLACK ACTIVE malware2 Dropper locKy
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H3BunnTe, CHT HAXOANTCSH HA PEKOHCTPYKIHH

Hauwm xonrasTei:
Teacdon: &(7172) 613-145
PecnyGomxz Kazaxcrag, 010000
r. Actasa, pajios Axvars!, (pados Higrycrpeassoco napxa)
vaua 101, ysacrox 67
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Find ways to remove 'normal’

* Creating a Baseline

« Use a "Top Domains' list

e
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duckduckgo.com

Switch to DuckDuckGo and
take back your privacy!

Video of Top Domain Lists




Find ways to remove 'normal’

* Creating a Baseline

« Use a "Top Domains' list

top_domains - []
open('top-1m.csv','r') td:
line td:

line = line.stripQ)
line = line.split(',")
top_domains.append(line[1])

e
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Find ways to remove 'normal’

* Creating a Baseline

« Use a "Top Domains' list

open(input_file, 'r') Fe

line £:

domain = line.strip() # get rid of extra blank lines
domain top_domains:
writefile open('in_toplm.txt','a']
writefile.write(domain)
writefile.write('\n")
writefile.close()

writefile = open('not_in_toplm.txt','a")
writefile.write(domain)
writefile.write('\n")

writefile.close() thia

CISCO
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Find ways to remove 'normal’

* Creating a Baseline

« Use a "Top Domains' list

e
BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC Cisco




Find ways to remove 'normal’

* Creating a Baseline

« Use a "Top Domains' list

in_toplm.txt not_in_toplm.txt %
10195 googLe.Co.uK 611 1m.dk
16194 google.co.za 612 1gole.net
16195 613
16196 .com.ar 614 1hes.ir
16197 -au 615  lhomegift.com
16198 .br 616 1lhost.gr
16199 cy 617  1host.kz
16200 eg 618  listok.ru
16201 gh 619  1jm98.com
16202 gr 620 1jourlsurprise.com
16203 hk 621 1ka.ru
16204 -Jm 622  1kapper.nl
16205 -kh 623 1key.nl
16206 kw 624  1kino.com
16207 mt 625  1kish.com
16208 mx 626 1klang.de
16209 ng 627 1klik.hr
16210 pk 628  1kssport.com
16211 google. com.ru a2a 1TiviimMA20 ~am
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Categorization

e Third Party Service

e
CISCO
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Categorization

* You may need to use multiple third parties

e
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Looking at the Bandwidth

| Random data from multiple sources |\

e
BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC Cisco



Narrow the Focus




DNS: One Organization

wc -1 dnsqueries.txt
19801469 dnsqueries.txt

e
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DNS: One Organization

19-May-2015 01:14:36.782

g

19-May-2015 18:30:29.366

e
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA Cisco




Video of Log File



DNS: One Organization

B all_dateanddomain.txt

e
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DNS: One Organization

cat all_dateanddomain.txt | grep -v directv > slightlycleaned.txt

wc -1 slightlycleaned.txt
493351 slightlycleaned. txt

afea]n
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DNS: One Organization

WC -1 mindomains.txt
1320 mindomains.txt

e
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DNS: One Organization

2 GB File: Taking forever

In [*]: with open('dnsqueries.txt', 'r') as f:
df v2 = map(lambda x: Data(x), f.readlines())

Python 98.1  11:59.14 E 1 13465 josh

e
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Streaming Data
* Ran this on a system at home:

IS hooked up to a network tap watching traffic

e
between the routers internet port and the cable modem

afea]n
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It looks like this:

12:56:37.854306 IP 73.202.157.15.53018 >
208.67.222.222.53: 46044+ A? apple.com. (27)
E:e7..@.Q.. T e

B 0 A v v i apple.com.....

12:56:37.854517 IP 73.202.157.15.2461 >
208.67.222.222.53: 18586+ A? calendar.google.com. (37)
Essfsi@:@iaalsasalis ;3

De=uXH:nnanmaunsan calendar.google.com.....
12:56:37.854681 IP 73.202.157.15.25959 >
208.67.222.222.53: 17850+ A? 1-courier.push.apple.com.
(42)

EoePii@u@isaliassaCosiogs eV Baviann vanias 1-
courier.push.apple.com.....

12:56:37.854906 IP 73.202.157.15.15125 >
208.67.222.222.53: 63415+ A? 14-1lv13-pdl.vimeocdn.com.
(42)



It looks like this:

12:56:37.854306 IP 73.202.157.15.53018 >
208.67.222.222.53: 46044+ A? apple.com. (27)
Ee0700@a@ienlenceCinnes
Sc#Weeeesssssseasapple.com.....

12:56:37.854517 1IP 73.202.157.15.2461 >
208.67.222.222.53: 18586+ A? calendar.google.com. (37)
EiifAii@i@iialisiaCis .o

R | [ —— 1 calendar.google.com.....
12:56:37.854681 IP 73.202.157.15.25959 >
208.67.222.222.53: 17850+ A? l1l-courier.push.apple.com.
(42)

) @@ sale e Da2VaEacinnieaamas 1-
courier.pus h ; ple.com....

14250 37 854906 IP 73.202. 157 1. 15125 >
208.67.222.222.53: 63415+ A? 14-1v1i3-pdl.vimeocdn.com,
(42)



2016-10-01 06:44:37.757943

213.248,136.201

2016-09-24 20:49:40.088250

198-23-246-106-host.colocrossing.c

2016-09-26 03:49:22.371722

unspecified.mtw.ru

2016-09-24 03:48:43.992155

185.70.187.212.50961

2016-09-24 05:48:26.268283

hosted-by.2sync.co.36004

2016-09-25 23:48:12.961130

5.128.19.178.abo.tutor.fr

2016-09-30 04:52:23.139389

-gw.e-macro.ne.jp

2016-09-30 01:07:03.869564
'7201 6-09-29 06:30:58.196625
| 2016-09-24 22:36:10.109266
| 2016-09-27 22:53:03,382517
L201 6-09-27 18:08:32.607464

v

secure.plusmatrixdesign.c
$310028.ip-188-165-195.eu.48009
| 208-58-201-162.¢3-0,brae-ubr1.Inh-brae.md.cab...

195.242.67.20

broadband-77-37-249-161.nationalcablenetworks.ru |

2016-09-26 19:54:09.605774

Ki-ftc-mrdns1.ihug.net

2016-09-27 23:29:51.476885

208.99.191.136

2016-09-28 01:09:34.937425

resolveri.privateinternetaccess.c

2016-09-27 10:16:02.064874

s-1.fidelityaccess.net

2016-09-28 01:35:47.819020

201.143.135.175.dsl.dyn.teinor.net

2016-09-27 18:55:43.041106

124.107.19.227 .pidt.net

2016-09-24 17:36:03.782716

static-dsi-161.87-197-159 telecom.sk




Requests







Comparing Activity
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Thursday

Time Series from 09-22

At a Die Antwoord concert
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Friday

Time Series from 09-23

At work




Saturday

Time Series from 09-24
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Time Series from 09-25
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Time Series from 09-26
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Tuesday

Time Series from 09-27
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Wednesday

Time Series from 09-28
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Thursday

fime Series from 09-29

e
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Time Series from 09-30

e
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Saturday

lime Series from 10-01

Not a lot of traffic alialn
: CISCO
) e




Saturday

lime Series from 10-01

Went out of town alialn
: CISCO
) e




Time Series from 10-02

and ’'m home

e
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Time Series from 10-03

e
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Tuesday

Fime Series from 10-04

e
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Tuesday
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e
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Time Series from Jan29
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Save to a workable whatever

* Python -> MongoDB
* Influx DB -> Grafana

e LogStash -> ElasticSearch -> Kibana

e
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Visualization

e Grafana
e Kibana

e Custom (Flask, D3, Plotly)

e
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Grafana via InfluxDB (great for ongoing Timeseries)

Data Sources |+ Add datasource

INFLUXDB INFLUXDB INFLUXDB

all_data defaur domains_in_to... domains_not_i...
http://localhost:8086 http://localhost:8080 http://localhost:8080



Grafana via InfluxDB (great for ongoing Timeseries)

All Data
30
25 i
20 |
15 | l\ {
10 I | | | —— | |
| | I \ I l | ‘ 1 | ||
5 ) ‘ . : ‘ . | { | / .‘ J JA_LI\A_A/L‘L—LP\ M—LA_A_J.IM_V\
OL_MA_\ ‘ \JJ_LA_LLLJL\‘_ALL&/ \_ A MJ ' LA 1l (DY ‘ \
n 24 7 210 213 216 219 22 225 228 3 6 39 £GP ns 318 321 324 327 330 an a5 a8 am ana an7
== dns.count
Domains in the Top 1 Million list
25
20
15 ‘ |
10 ‘ { ‘ ‘ : ‘ | |
Mttt b g bt o
o “_LJH.MLLLL JALWLM T Y M A_M_/ w A AiLiuA\u_kl _j.x b\_‘J/ _WLA'L _A_AA_AJ | J N x/u P | A/Lu/\ iMV\/UL_lLJ.u\LA \
n 24 7 210 213 216 219 22 225 228 33 36 319 312 315 318 3721 324 327 3730 an a5 a8 am ana an7

== dns.count

Domains Not in the Top 1 Million list

B ] P\
\ ,
s—| | \ |
OL‘LL_LJ\ /L\_J_L/J \'J Ll/\ l N_LL—\ ] J M@J \/\J\JJ\ | I I\i)\_i“_/

== dns.count



Kibana via Elasticsearch (ongoing Timeseries and more)

January 28th 2017, 13:29:36.711 - April 22nd 2017, 13:54:44.279 — Daily j

Time _source

» April 19th 2017, 23:13:25.000 gepug: timestampMatched geoip.timezone: America/New_York geoip.ip: 184.171.251.130 geoip.latitude: 28.589
geoip.coordinates: -81.189, 28.589 geoip.continent_code: NA geoip.city name: Orlando geoip.country code2:

US geoip.country name: United States geoip.dma_code: 534 geoip.country code3: US geoip.region_name: Florid

a geoip.location: -81.1893, 28.5887 geoip.postal_code: 32826 geoip.longitude: -81.189 geoip.region_code: F
L ip: 184.171.251.130 1lon: -81.1893 message: 2017-04-19 23:13:25|nerdvanaclothing.com|184.171.251.130(|33182




Dashboard / Main Share Edit < O February 3rd 2017, 18:25:42.857 to April 3rd 2017, 17:10:42.857 >
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unt Count Count
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Visualization

e Custom (Flask, D3, Plotly)

e Scripts auto-sending streaming data to MongoDB
* Flask auto-processes from MongoDB
* Flask serves content

e
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@ Grouped Q Stacked @ Total Requests 1 Request 2 Requests 3 Requests @4 Requests 5 Requests @6 Requests
7 Requests @ 8 Requests 9+ Requests

02/04/2017 00:00:43 02/04/2017 00:00:45 02/04/2017 00:00:46 02/04/2017 00:00:35 02/04/2017 00:00:33

e
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Investigate Security Categories

B whitelisted blacklisted M Not Determined

afean]n,
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Investigate Categories

B News/Media 14.3%

B News/Media

e
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VirusTotal Categories

W

onlineshop 3.8%

onlineshop

e
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Categorization by Time

count domain
time
2017-62-64 00:00:40 2 Search Engines
2017-62-64 00:00:46 6 Podcasts
2017-62-64 00:00:35 2 Search Engines
2017-02-64 00:00:44 8 Radio
2017-02-64 00:00:33 11 Search Engines
2017-62-64 00:00:43 2 Search Engines
2017-62-64 00:00:53 5 Blogs
2017-02-64 00:00:40 8 Software/Technology
2017-62-64 00:00:45 3 Radio
2017-62-64 00:00:53 5 News/Media
2017-02-64 00:00:45 2 Search Engines
2017-02-64 00:00:42 6 Podcasts
2017-62-64 00:00:53 5 Radio

- afea]n
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Categories by Visit Time (Investigate)

Adult Themes
Auctions

Blogs

Business Services
Chat

Classifieds
Ecommerce/Shopping
File Storage

Financial Institutions
Forums/Message boards
Games

Health and Fitness

o Jo bl b LR I.|1..I..x.I.JIMIIIIJH.HII

|
( : .
Fe%) 1 0O0h Feb 1 06h Feb 1 12h Feb 1 18h

2017
wljlel ]l
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Stats:

1083 unique domains seen

1183 total domains

100 total IP addresses

Normal traffic (domains visited over 3 times): 101

Amount of suspicious traffic domains visited under 2 times): 117

Of the suspicious domains (uniqued):
Whitelisted domains (OpenDNS): 8
Blacklisted domains (OpenDNS): 0
Neutral domains (OpenDNS): 2

Categories:

A

Social Networking

Music Business Services




All Traffic

Links open in a new tab: Domains, IP's, ASN, URLS open in Investigate, Samples in Threatgrid, Location in Google maps.

Time Domain P IASN ioniC Y Reputation

URLS

2017-01-29
00:00:12

X
o
x
5

n fonlineshop 100,n0,safe

2017-01-29
00:00:37 [

606 [Location blogs 70,no,unsure

2017-01-29
00:00:37 :

78 15169 ocation [Search Engines 70,no,unsure

2017-01-29
00:00:39

n blogs 100,no,safe

2017-01-29
00:00:44

172.2176.78 [15169 [Location [Software/Technology [100,no,safe

2017-01-29
00:00:47 |

marketing 70,no,unsure

2017-01-29
00:00:48

Radio 70,no,unsure

2017-01-29
00:00:49
2017-01-29
00:00:57 |
2017-01-29
00:00:13
2017-01-29
00:00:46
2017-01-29
00:00:57
2017-01-29
00:00:57 [

n jeducation 100,n0,safe

2017-01-29
00:01:03

n News/Media 100,n0,safe

2017-01-29
00:01:27

n omputersandsoftware{100,no,safe

2017-01-29
00:01:28

n [Software/Technology |100,no,safe

2017-01-29
00:02:12

18 |Location [Software/Technology [100,no,safe

2017-01-29

00:06:04 nksys.con 67.20.177.163 |7381 Location [Software/Technology [100,no,safe

2017-01-29
00:06:37 |~

on juncategorized

2017-01-29
) n jcomputersandsoftware{100,no, safe




Domains Not in Top 1 Million List

Links open in a new tab:; Domains, IP's, ASN, URLS open in Investigate, Samples in Threatgrid, Location in Google maps.

[Time [Domain Ir Status ICategory
12017-01-29 00:00:49 10 leducation
[2017-01-29 00:06:37 0 luncategorized
}2017-01-29 00:07:01 1 j[computersandsoftware
}2017-01-29 00:11:32 1 hosting
12017-01-29 00:31:50 10 luncategorized
[2017-01-29 00:47:09 1 searchengines
[2017-01-29 00:47:09 0 leducational institutions
[2017-01-29 07:20:25 1 ISoftware/Technology
[2017-01-29 07:20:37 1 information technology
12017-01-29 09:25:53 1 ISoftware/Technology
[2017-01-29 09:38:08 0 luncategorized
}2017-01-29 09:54:18 0 hosting
[2017-01-29 10:25:49 0 business
[2017-01-29 10:31:21 0 lgames
12017-01-29 10:31:21 1 leducation

0

[2017-01-29 10:31:22

[2017-01-29 12:00:48

[2017-01-29 12:05:50

[2017-01-29 12:07:41

[2017-01-29 12:09:49

[2017-01-29 12:20:16

12017-01-29 12:33:33

[2017-01-29 13:01:55

12017-01-29 17:59:12

[2017-01-29 17:59:12

hobbies

[2017-01-29 18:07:47 0 business
[2017-01-29 18:07:52 1 Blogs
[2017-01-29 19:03:53 10 isports
[2017-01-29 19:09:18 10 luncategorized
[2017-01-29 19:14:03 1 Blogs
12017-01-29 19:14:04 0 luncategorized
[2017-01-29 19:27:37 10 business
[2017-01-29 20:29:10 10 information technology
[2017-01-29 23:01:30 0 luncategorized
[2017-01-29 23:18:16 0 (Games
}2017-01-29 23:34:06 1 ISoftware/Technology
[2017-01-30 09:18:11 0 luncategorized
[2017-01-30 09:42:32 10 uncategorized
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Category Mapping
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Subdomain Mapping
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Network Traffic / Captures

* Generate Statistics

e
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)

O O 4 W [J 100%@F Mar30 1451 Q @& =

&

. Wwir'esh’a'rk %iie Ed:t Viev; Véo Capiﬁre Aniarlryze’ VStraiis't'iicis félephon; Hélp TJ Q

Wireshark
1.99.1

Capture filter

Please wait while Wireshark is initializing . . .



Stats:
255 GET requests seen
2 POSTS seen
3 total Source IP addresses
25 total Destination IP addresses
32 total Destination Hosts

GETs vs POSTs:

® GET Requests POSTs

riangularllc.com, 107.182.162.228, GET

26-09-2016 10:38:11:374819, 172.16.212.140, triangularllc.com, 107.182.162.228, GET
26-09-2016 10:38:11:374985, 172.16.212.140, triangularllc.com, 107.182.162.228, GET
26-09-2016 10:38:11:375729. 172.16.212.140. triangularllc.com. 107.182.162.228. GET

Timeline:




Active Directory Logs

 Successful VS Failed Logins

Login Attempts

afea]n
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° o htions
Does it run? Just leave it alone.

rites
Evol
josh
| Desktop
| DATA

| behavior..

| PERSON...

| scripts

Applicati...

Dropbox

ces

Macbook...

Remote...

audio...

ed

All...

Writing Code that
Nobody Else Can Read

The Definitive Guide

'®) RLY? @ ThePracticalDev

Slide Show Review View

Date Modified

10.txt Yeste y, 4:58

100.txt

1000.txt

build

config

domaintoasn

Febl.txt

Feb2.txt

Feb3.txt

Febd.txt

Feb5.txt

investigate

invtest.py

process_tcpdump_by_day.py

stream.py

tester.py

timeseries

@ c3_timeseries.html
dataframe.html
feb1_categories.html
Feb2_ts.html
linechart.htmi
nvd3_time_series.json
nvd3_timeseries.htm|
pie.html
plotly_category._ts.html|
plotly_timeseries.html|
test.html

@ ts_counts.html

W to do.txt
virustotal

1 of 31 selected, 59.55 GB available

Text
Box




Some Considerations...




Not Yet a Perfect Solution

* Intrusion Detection, AV and User awareness still have their place

* Analyzing Behavior can decrease the amount of work you have to do
e Can provide more visibility

* Potential to alert you about anomalies before anything else

e
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If you don't want to be watched

* Use a VPN on each device or on your network
* Use your own DNS Server (and send it through that VPN)

* You can learn a lot about who you're watching

e
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ittps://github.com

Pull requests Issues Gist

INTELLIGENT
DEFENCE

= fe e it b Popular repositories
inf&security &= \ P
EUROPE . '

IntelligentHoneyNet

cut-copy behavioral_analysis

Oakland, CA
Joined on Jan 11, 2013

https:/jpyorre.com

atfren]n ) _
ciISCO jpyorre @gmail.com

@cisco.com £) @joshpyorre
@opendns.com




