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Video of User Analysis 
During Web Browsing
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Video of Behavioral Analysis
of a Crowd
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• IDS

• AntiVirus

• People

DETECTION METHODS
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• Based on Signatures

IDS
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#alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"ET 
WEB_SERVER PHP Generic Remote File Include Attempt (HTTP)"; 
flow:to_server,established; content:".php"; nocase; http_uri; 
content:"=http|3a|/"; nocase; http_uri; 
pcre:"/\x2Ephp\x3F.{0,300}\x3Dhttp\x3A\x2F[^\x3F\x26]+\x3F/Ui"; 
reference:url,doc.emergingthreats.net/2009151; classtype:web-application-
attack; sid:2009151; rev:7;)

IDS
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• Based on Signatures

• Requires Human Intervetion

• Catches Known Threats

• Not Really Predictive

IDS
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ANTIVIRUS
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• Host-based

• Signatures for Known Threats

ANTIVIRUS
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WHAT WE’RE WORKING WITH
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DNS logs
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Video of log analysis in Excel
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• What is Normal?

• How Do You Find It?

FINDING NORMAL
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Video of a Suspicious domain
in logs
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HOW DO YOU FIND THAT IN THIS?
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OR THIS?



BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC

Demonstration
on finding popular domains
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Counting number of queries
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Graphing popular
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Remove 'Normal'
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Manually analyzing a 
small set of domains



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



Click to add a 
logo



BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC

That Process is...
Really Tedious
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• Mostly Manual

• Requires Expertise

Tiring
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The Solution?
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Program Ourselves out of a Job

AUTOMATION
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• Auto-Clean Logs and Network Streams

• Auto-Process

• Find ways to remove 'normal'

• Categorization

• Save to a workable whatever

• Visualization

What do we Automate?
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It's all different

Auto-Clean Logs and Network Streams
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• DNS

Auto-Clean Logs and Network Streams



BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC

• DNS

• Active Directory

Auto-Clean Logs and Network Streams
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• DNS

• Active Directory

• System

Auto-Clean Logs and Network Streams
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• DNS

• Active Directory

• System

• HTTP

Auto-Clean Logs and Network Streams
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The manual way needs to go away

Auto-Process
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Video of Excel Failing
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• Use what makes sense to you
• Excel

Auto-Process
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• Use what makes sense to you
• Excel
• R

Auto-Process
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• Use what makes sense to you
• Excel
• R
• Python

Auto-Process

Matplot, Pandas, Plotly, D3, C3, etc...
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• pyasn (offline ASN lookup)

Tools (Open Source)
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• pyasn (offline ASN lookup)

Tools (Open Source)

Demo of PYASN
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• pyasn (offline ASN lookup)

• python whois

• NetworkX

Tools (Open Source)
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• pyasn (offline ASN lookup)

• python whois

• NetworkX

Tools

Demo of PYASN
and NetworkX
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• OpenDNS Investigate

Tools (Paid)
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OpenDNS Investigate

Tools (Paid)

Video of Investigate
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• OpenDNS Investigate

• VirusTotal

Tools (Paid)
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• OpenDNS Investigate

• VirusTotal

Tools (Paid)

Video of VirusTotal



BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC

• Creating a Baseline
• Count things and remove 'Popular'

Find ways to remove 'normal'
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• Start with data from OpenDNS

• Approx 3% of the internet

• How do you find normal?

• Can you find normal?

Find ways to remove 'normal'
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Video of Raw Log File
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• Count how many times a domain is queried
• Over 10 times: Write to normal_traffic.txt
• Under 3 times: Write to suspicious_traffic.txt

Let's Try Anyway
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'Normal' Traffic
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'Suspicious' Traffic
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'Suspicious' Traffic
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More 'Suspicious' Traffic
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More 'Suspicious' Traffic
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• Creating a Baseline
• Count things and remove 'Popular'
• Use a 'Top Domains' list

Find ways to remove 'normal'
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Video of Top Domain Lists
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• Creating a Baseline
• Count things and remove 'Popular'
• Use a 'Top Domains' list

Find ways to remove 'normal'
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• Creating a Baseline
• Count things and remove 'Popular'
• Use a 'Top Domains' list

Find ways to remove 'normal'
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• Creating a Baseline
• Count things and remove 'Popular'
• Use a 'Top Domains' list

Find ways to remove 'normal'
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• Creating a Baseline
• Count things and remove 'Popular
• Use a 'Top Domains' list

Find ways to remove 'normal'
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• Third Party Service

Categorization
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• You may need to use multiple third parties

Categorization
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Looking at the Bandwidth

Random data from multiple sources
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Narrow the Focus
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DNS: One Organization



BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC

DNS: One Organization



Click to add a 
logo

Video of Log File
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DNS: One Organization
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DNS: One Organization
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DNS: One Organization
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DNS: One Organization
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Streaming Data
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Noticing Suspicious Activity
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Comparing Activity
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Video Showing when I 
might be home based on activity
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• Python -> MongoDB

• Influx DB -> Grafana

• LogStash -> ElasticSearch -> Kibana

Save to a workable whatever
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• Grafana

• Kibana

• Custom (Flask, D3, Plotly)

Visualization
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Grafana via InfluxDB (great for ongoing Timeseries)
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Grafana via InfluxDB (great for ongoing Timeseries)
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Kibana via Elasticsearch (ongoing Timeseries and more)
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Kibana via Elasticsearch (ongoing Timeseries and more)



BEHAVIORAL ANALYSIS USING DNS & NETWORK TRAFFIC

• Grafana

• Kibana

• Custom (Flask, D3, Plotly)

Visualization

• Scripts auto-sending streaming data to MongoDB
• Flask auto-processes from MongoDB
• Flask serves content
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Categorization by Time
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Categorization by Time

Video of Time Series
of Categories
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Categorization by Time

Demo of DNS dashboard
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Demo of Flask dashboard
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Demo of Flask dashboard
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Category Mapping

Demo of Additional 
Visualization tools
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Subdomain Mapping
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Just Mapping
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• DPKT Python Packet Library

• Grab all the HTTP traffic

• Generate Statistics

Network Traffic / Captures
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Video of looking at 
a packet capture
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Packet capture 
visualization dashboard
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• Successful VS Failed Logins

Active Directory Logs

AD Log
visualization
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Some Considerations...
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• Intrusion Detection, AV and User awareness still have their place

• Analyzing Behavior can decrease the amount of work you have to do

• Can provide more visibility

• Potential to alert you about anomalies before anything else

Not Yet a Perfect Solution
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• Use a VPN on each device or on your network

• Use your own DNS Server (and send it through that VPN)

• You can learn a lot about who you're watching

If you don't want to be watched
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