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HONEYPOTS
SSH 
MALWARE 
GAS TANKS 
SCADA - CONPOT



SSH
Cowrie (a fork of Kippo)
Writes two log files

cowrie.json
cowrie.log



SSH
Cowrie (a fork of Kippo)
Writes two log files
Creates session files

tty/sessionreplayfiles



SSH
Cowrie (a fork of Kippo)
Writes two log files
Creates session files

IPTABLES Rule sends port 22 to Cowrie
Admin access changes to port 2223





DIONAEA
Catches malware
Writes to sqlite db



DIONAEA



DIONAEA
Catches malware
Writes to sqlite db
Saves malware in a folder called ‘bistreams’



CONPOT SCADA HoneyPot

Imitates industrial control systems



GASPOT

Imitates sensors that control gas tanks



OPEN PORTS ON THE HONEYPOTS



OBSTACLES

• Installation is a pain
• They’re all different
• Dionaea doesn’t like Ubuntu after 12.04



CURRENT HONEYPOT NETWORKS



CURRENT HONEYPOT NETWORKS



THEY HAVE MAPS!

MOSTLY
USELESS



THREAT MAPS!!!



WE WANT TO BE LIKE THIS GUY

To be like this guy (I’m already this guy)



…OR LIKE THIS CHARACTER



TO KNOW HOW THEY THINK…



WE WORK IN THE PAST



THE GOVERNMENT



COMPANIES



COMPANIES



MARKETING STUFF



OTHER FEEDS



OTHER FEEDS



WHAT WE WANT IS



ACTIONABLE INTELLIGENCE
Predicting the future a little bit



MANAGEMENT ISSUES
The data is available on all your honeypots
All over the world
In all your log files and databases
And the malware is there too

Just scp everything and then analyze it



CHANGING THE WAY IT WORKS



THE STRUCTURE



analysis scripts
logstash
stunnel

stunnel redis logstash
analysis scripts

elasticsearch mongodb
Kibana Flask



GOALS

• Easy Installation 
• Secure communication 
• Automatic & Central Analysis



EASY INSTALLATION
One Shell script 



CLIENT INSTALLATION
One Shell script 



CLIENT SCRIPTS

Gets the sha256 hash for any malware samples  
and writes information to a file for Logstash.

Reads tty files from ssh honeypot and saves  
 output to normal text files for Logstash









SERVER ACTIONS



FILES FROM HONEYPOTS
On the server



PROCESS LOGS
On the server



PROCESS LOGS
• virustotal_api.py  

Read hashes and send to VirusTotal

• conpot_reader.py  
Read conpot logs / format for database

• cowrie_log_analysis.py  
Read SSH logs / format for database

• gaspot_reader.py  
Read gaspot logs / format for database



EXTRA SPECIAL THINGS
• VirusTotal API
• OpenDNS Investigate
• Cuckoo
• More coming…



LOOKING AT INVESTIGATE DATA
Intel from HoneyPot

Information from OpenDNS Investigate



LOOKING AT INVESTIGATE DATA



VISUAL THINGS NEEDED



METRICS
• A Dashboard 

(management needs it)

…ew



METRICS
• A Dashboard 

(management needs it)
• Searching



METRICS
• A Dashboard 

(management needs it)
• Searching
• Threat map 

(management NEEDS it)



DASHBOARD

THREAT MAP!!!!!
!



SEARCHING



PROVIDE INTEL



PROVIDE INTEL



PROVIDE INTEL



PROVIDE INTEL



IN PROGRESS
• Dionaea Reader
• Passive DNS
• Malwr Analysis
• Download malware
• Docker images for various honeypots
• Replay logs CSI Cyber style



IN PROGRESS
• Dionaea Reader
• Passive DNS
• Malwr Analysis
• Download malware
• Docker images for various honeypots
• Replay logs CSI Cyber style



REAL ANALYSIS



PATTERNS, ETC



PATTERNS, ETC



PATTERNS, ETC



PATTERNS, ETC



PATTERNS, ETC
Attack times based on location
Malware based on type of honeypot
Data based on current events
LOTS more data



CURRENT MODIFICATIONS



CURRENT MODIFICATIONS

Compartmentalizing

Organizing
Pattern Recognition



A CLOSER LOOK
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jpyorre@

@joshpyorre

cisco.com, opendns.com, gmail.com



GASPOT 
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/
wp_the_gaspot_experiment.pdf

REFERENCES

COWRIE (SSH HoneyPot) 
https://github.com/micheloosterhof/cowrie

CONPOT (SCADA HoneyPot) 
http://www.conpot.org/
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