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Cloud Hosting

• Convenient 

• Cheap 

• Common

Security options are limited



Security features



What kind of people would do this? 

Me…

but probably none of these:



Why bother?Kind of fun…
Security is IMPORTANT!!!!!



Hacked websites are used for phishing

Unique Domains: 10,198

Unique ASN’s: 2,099





Hosting Providers (by ASN) with Phishing Domains



Top Registrars for Domains used in Phishing Attacks



SCARY CLOWN!!!





hosting provider

ISP

Basic hosting: 
The really high level view

person

website



Basic hosting: 
The really high level view

hosting provider

ISP

Attacker

website

Hacker version!

Exactly the same



Let’s hack
…the Slider Revolution Wordpress pluginhttp://jpyorre.com/wp-admin/admin-ajax.php?

action=revslider_show_image&img=../wp-config.php







Video of an attack on my website hosted on Hostgator. The attack 
is not successful because Hostgator uses Mod_security, an 
Apache module.



• mod_security! 

• We have no idea

Yay!

Dang!



The Neighborhood!



Hostgator



Hostgator



Who else is at 192.232.251.97?



Holy Crap!

Hostgator





Boring Corporate Network Diagram
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IDS at Linode jpyorre.com at hostgator

Internet



The IDSApache
Proxy / IP Tables / Fail2ban

Snort
tcpdump
other…



The IDS



The IDS



Open proxy?



IDS at Linode

Open proxy?



Configuration



DNS



192.232.251.97

jpyorre.com 
is at 

1: jpyorre.com?

2: 192.232.251.97

192.232.251.97 / Hostgator3:

The normal route to the server
jpyorre.com

Internet. Take me to



jpyorre.com
Internet. Take me to jpyorre.com 

is at 

1: jpyorre.com?

2: 198.74.50.189

3:198.74.50.189

(VPS at Linode)

198.74.50.189 / Linode3:

4: 192.232.251.97 / Hostgator

198.74.50.189

The modified route to the server



Point  th
e domain



Actual Website 
Location









Put an IDS in there!



IDS Configuration and Hacking RevSlider

Demo:





Another Hosting Provider
Without mod_security



IDS at Linode

Internet

jpyorre.com at Digital Ocean

Changes made here



Registrar doesn’t 

change



Digital Ocean Local DNS



 Visibility into an attack on the Digital Ocean website

Demo:



Video of changing proxy settings



Potential 
Problems



Visitor Statistics

Linode Host



Video of looking at Apache logs on the IDS. There are ways to 
see where the connections come from.



Other protocols



The Open Proxy
• Using IPTables
• Other protection mechanisms



Future Research



visitor

website

NS

Future Research



Attacker

NS

Future Research
Honeypots

Honeypots

Honeypot 
Server



jpyorre@gmail.com 
jpyorre@opendns.com

@joshpyorre

Contact

Questions?


