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Predicting IOCs with Historical Analysis

This is my 7th time presenting at DeepSec, starting in 2015!!



Predicting IOCs with Historical Analysis
Outline

• The Problems of Chasing IOCs


• Threat Actor Behaviors


• Building a Framework for Prediction


• Behavioral Patterns Transcend Individual Campaigns - Findings


• Operationalize with the PREDICT framework





This continues 
FOREVER



And you spend all your time chasing alerts





IOCs change
Domains and URLs: 


• Change fast


• So fast, it can be difficult to discover


NameServers: 


• Great for pivoting


• Legit NS used frequently


IP Addresses: 


• Change less often


• Can host legitimate domains


Blocklists 


• stop known attacks


• Get Stale



Behavior is Hard to Change
Malware authors are human (sometimes)



Coding Styles can match behavior 



URL Patterns sometimes match behavior

DCRat
A distinctive feature of the campaign is the appearance of certain words in the  
second-level domains of the malicious infrastructure, such as “nyashka”, “nyashkoon”, “nyashtyan”, etc. 
Users interested in Japanese pop culture will surely recognize these slang terms. 
Among anime and manga fans, “nyasha” has come to mean “cute” or “hon”, 
and it’s this word that’s most often seen in the second-level domains.

https://securelist.com/new-wave-of-attacks-with-dcrat-backdoor-distributed-by-maas/115850/



Bulletproof Hosting - threat actors reuse 
suspicious hosting providers



Shared IPs - its easy to remain in the same 
network



Shared Infrastructure 

Video showing shared infrastructure between different malware across time



Human/Threat Actor Drama



IOC Prediction with Historical 
Data



MITRE ATT&CK
Using Past Behavior to Identify Current Actions

Inspired by







PREDICT
The

Framework

A Structured framework for Analyzing and 
predicting malware infrastructure reuse 
patterns

The

Framework

Predictive Relationship / Evolution Detection  
of Infrastructure in Cyber Threats



The

Framework

A Structured framework for Analyzing and 
predicting malware infrastructure reuse 
patterns

Automatically find connections between malware Infrastructure 
PREDICT

• How Social Networks Connect People


• How Maps show routes between locations

This is where I talk about the tool I built to visualize the relationships I’ve been analyzing



Predictive Defense
Following the easy path

• Build profiles of infrastructure over time


• Map malware families through shared infrastructure 


• Predict likely next attack infrastructure


• Enable soft blocklists → flag related suspicious activity early



The

Framework

A Structured framework for Analyzing and 
predicting malware infrastructure reuse 
patterns

PREDICT
Before PREDICT:
You: "This IP address (1.2.3.4) is malicious."
Team: "Okay, we blocked it. Now what?"

After PREDICT:
You: "This IP connects to 47 other servers in the same network,
     used by 3 different hacking groups, spanning 8 countries."
Team: "We now have 47 more targets to block and patterns to watch!"





620714.5h4553.ru 
http://101.35.95.220:18062/Sem8 
25e9fc6010b89648f02e8da1121c4b29 
196.251.72.72:5444 
157.20.182.9:4443 
sit.ngiz5.ru

Collect IOCs
Locate

Relationships

Graph  
Relationship

Clusters

1. Collect IOCs 
2. Locate relationships between them 
3. Graph clusters of relationships for searching and analysis



620714.5h4553.ru 
http://101.35.95.220:18062/Sem8 

25e9fc6010b89648f02e8da1121c4b29 
196.251.72.72:5444 
157.20.182.9:4443 

sit.ngiz5.ru

Website/APIClients

1. Clients can then query these graphs using the API or website



Website/APIClients
142.250.73.78?

Looking up an IP



Website/APIClients
142.250.73.78?

It’s good!

Looking up an IP: It’s a literal match for a known-good IP



Website/APIClients

104.21.36.123?

Looking up another IP



Website/APIClients

It’s BAD!!!!!
104.21.36.123?

Looking up an IP: It’s a literal match for a known-bad IP



Website/APIClients

104.21.36.110?

Same network as: 104.21.36.123
The bad IP from before

Looking up another IP



Website/APIClients

104.21.36.110?

Same network as: 104.21.36.123
The bad IP from before

It’s POSSIBLY BAD!!!!!

Looking up an IP: It’s a CIDR and fuzzy match for a known-bad IP





Tracking 30 malware families from 2012 to 2025











Source IOC Collection



From threatfox.abuse.ch: They have stats



From threatfox.abuse.ch: They have IOCs



Video showing me running a python script to download new IOCs and save to CSV



IOC Enrichment

Enriching IOCs with relationships



VirusTotal has lots of great info about an IOC based on community submissions



They also have information on related domains, hashes, IPs, etc



Video showing the collection of relationships from IOCs using VT API



Video showing the collection of relationships from IOCs using VT API



• VirusTotal 
• Abuse.ch bought by SpamHaus

Limitations

Solutions
• Will probably need to build my  

own infrastructure 



IOC Analysis
How the network is built



Data Ingestion



Data Ingestion Calculate 
Relationships



Data Ingestion Calculate 
Relationships



Data Ingestion Calculate 
Relationships Populate Database





Video showing the initial dashboard of the web application to review relationships



More info on the web interface 



Family Tree Analysis



DNS Analysis



Infrastructure Evolution



BulletProof Hosting



BulletProof Hosting



BulletProof Hosting

Looking at information in the source CSV to show the value of the web interface



BulletProof Hosting

BulletProof Hosting

Looking at information in the source CSV to show the value of the web interface



Various 
Findings

Findings up to date at time of presentation



Infrastructure Reuse Patterns
43,634 IOCs across 32 malware types

• ! 43,634 IOCs analyzed across 32 malware types 

• " 15,102 malicious IOCs identified 

• # 5,357 unique malicious IPs discovered 

• $ 3.3% IP reuse rate (infrastructure recycling) 

• % 39.8% ASN reuse rate (provider patterns) 

• & 20 IPs serve multiple malware types 

• ' 830 unique ASNs hosting malicious infrastructure





Geo Overview
20,034 IOCs across 32 malware types



Top “Bulletproof” Hosting Candidates





NS Relationships



NS Relationships



Using 
Predict



Cross-Family Infrastructure Examples
IPs Serving Multiple Malware Families

104.21.112.1 → RAT + Post-Exploitation + Social_Engineering + Infostealer


104.21.16.1 → RAT + Post-Exploitation + Social_Engineering + Infostealer


104.21.32.1 → RAT + Post-Exploitation + Social_Engineering + Infostealer


104.21.48.1 → RAT + Post-Exploitation + Social_Engineering + Infostealer


104.21.64.1 → RAT + Post-Exploitation + Social_Engineering + Infostealer



The Soft Block…
Not quite blocking

Potentially Malicious Endpoints



Soft Block Recommendations
High-Risk Infrastructure

10 High-Risk ASNs require monitoring


15 Suspicious Network Ranges identified



Soft Block Recommendations
Top Priority ASNs

Hangzhou Alibaba Advertising Co.,Ltd. (Score: 248.5)


Hetzner Online GmbH (Score: 230.8)


CLOUDFLARENET (Score: 230.2)


Shenzhen Tencent Computer Systems Company Limited (Score: 185.4)


AS-COLOCROSSING (Score: 159.3)



Soft Block Recommendations
Monitoring Rules

If beacon destination is in high-risk ASN → SOFT_BLOCK


If beacon destination is in suspicious network range → SOFT_BLOCK


If beacon destination matches historical malware IP pattern → SOFT_BLOCK



ASN Search



ASN for IP associated with DCRat that is benign



Google ASNMalicious IPs on one ASN (BulletProof Hoster) Compared to



URL/Domain Search



DCRat Exact URL



DCRat Exact domain



Video showing similar lexical domain/url search



• IP Relationships



IP Similarity

Video showing similar IP search



XD

Other Ways to Use Relationship Data
• XDR 

• Stored Passive DNS 

• Active DNS Queries



XDR



1,033,772,959,529 Total XDR Events
25,606,206 associated with malicious infrastructure (.002477% of total events)

TRILLION!



1,033,772,959,529 Total XDR Events
25,606,206 associated with malicious infrastructure (.002477% of total events)

TRILLION!

Grouped Destination IPs
and the malware they relate to



Enriching XDR data with malware relationship information



Enriching XDR data with malware relationship information



Enriching XDR data with malware relationship information



Enriching XDR data with malware relationship information



Enriching XDR data with malware relationship information



Enriching XDR data with malware relationship information



Passive DNS



48,813,835,544 Total Passive DNS of Newly Seen Domains
3,369,173,682 associated with malicious infrastructure (6.90%)

BILLION!

Enriching passive DNS data with malware relationship information



Active Monitoring
Logs, DNS, etc



Logs, DNS, etc
Active Monitoring

Live monitoring of a networks DNS traffic



Live monitoring of a networks DNS traffic



Live monitoring of a networks DNS traffic



Live monitoring of a networks DNS traffic



Sendingmonitoring of a networks DNS traffic to a SIEM



Building a dashboard in your SIEM



API Docs included



You can make an account to get an API key



API Demo



Take Action

• Notify on Results

• Soft-block (monitor)

• Actual Block (DNS sinkhole, Firewall, etc…)



Future Work



Future Work

I’m working on trying to correlate incidents to real-world events 
(This presentation is the start of working towards that)



Future Work

• Create my very own VirusTotal


• Rebuild my malware lab (the 10 year old MacBook battery started to swell)


• explore TLD similarities and fast flux



Code/Website

• Install it yourself: https://gitlab.pyosec.com/jpyorre/predict-community


• Try it with all the data I’ve collected: https://predict.pyosec.com



Thank you!

• Install it yourself: https://gitlab.pyosec.com/jpyorre/predict-community


• Try it with all the data I’ve collected: https://predict.pyosec.com

• If you like dark electronic music: 
https://dievortex.com

https://dievortex.com

