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__Predicting 10Cs with Historical Analysis
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Predlctlng IOCs W|th Hlstorlcal AnaIyS|s

Outline

* The Problems of Chasing IOCs

» Threat Actor Behaviors

 .Building a Framework for Prediction

 Behavioral Patterns Transcend Individual Campaigns - Findings

* Operationalize with the PREDICT framework



- The Fundamental Problem

Putting out Fires

~* Reactive approach
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{&) SIEM Dashboard ONLINE  47/47 99.56%

rrcay Neivare Malicious file download prevented (180.105.122.214)
Download
110K C2 Beaconing Command and control communication identified (86.50.93.147) L gma
I ‘idiiss v MEPIUM Brute Forxce Dictionary attack on user accounts (155,69.109.219) Wazuh
I 10:45:25 v HIGH DDoS Attack SYN flood attack in progress (18.28.104.80) Windows
1:45:22 . HIGH Zabes Large data transfer to external destination (23.137.40.218) '1amAV
N Exfiltration 9 : i . N
And you spend all your time chasing alerts
| 10:45:15% v HIGH SQL Injection Database gquery manipulation detected (46.77.10.191) Fall2Bar
| 10:45:17 v HIGH SQL Injection Database query manipulation detected (165.118.184.40) OSSEC
I (Jidiiie v MEDIUM  Port Scan Stealth scan detected on critical services (16.2.2.146) YARA
‘ 10:45:16 v HIGH C2 Beaconing Suspicious outbound connection to known C2 server (181.20.64.58) Zeok
I (dtiii oy MEDIUM XSS Attack XSS payload in form submission (10.54,.195.34) Wazul
I dtiit v MEDIUM  Port Scan Multiple port probe attempts (194.,111.123.208) 4 gma
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IP ADDRESSES

DOMAINS

& NameServers

ASNSs

Blocklist Management




a . .. Rt Domains and URLS:
10Cschange. =

NameServers:
IP Addresses:

Blocklists







From Ramnit to Bumblebee MASTER SEMINAR
(via NeverQuest):
similarities and code
overlap shed light on
relationships between
malware developers.
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Attributing Malware Binaries to
Threat Actors based on Authorship
Style

3.1. Source Code Authorship Attribution

Source Code Authorship Attribution (SCAA) 1s the process of assigning program code to devel-
opers. Over time, each programmer develops a personal programming style which can be visible
at different levels. [CIHL'15] divides the stylistic characteristics of program code into layout,
lexical and syntactic features.
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A distinctive feature of the campaign is the
such as

Users interested In Jiianese ioi culture will sureli recoinize these slani terms.

and it’s this word that’s most often seen in the second-level domains.

https://securelist.com/new-wave-of-attacks-with-dcrat-backdoor-distributed-by-maas/115850/
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AS 14001

Current information

Period Creation date Netwark Owner Description

11/17/2024 - 10/17/2025 09/25/2012 DIGITALOCEAN-ASN, US 86400
11/16/2024 - 11/17/2024 09/25/2012 DIGITALOCEAN-ASN, US 86400
11/11/2024 - 11/16/2024 09/25/2012 DIGITALOCEAN-ASN, US 86400
10/25/2024 - 11/11/2024 09/25/2012 DIGITALOCEAN-ASN, US 86400
08/03/2024 - 10/25/2024 09/25/2012 DIGITALOCEAN-ASN, US 86400
07/24/2023 - 08/03/2024 09/25/2012 DIGITALOCEAN-ASN, US 86400
01/18/2020 - 07/24/2023 09/25/2012 DIGITALOCEAN-ASN, US 86400

DIGITALOCEAN-ASN - DigitalOcean, LLC, US

05/24/2019 - 01/19/2020 09/25/2012 86400

DIGITALOCEAN-ASN - DigitalOcean, LLC, US

03/04/2018 - 05/20/2019 09/25/2012 26400

DIGITALOCEAN-ASN - DigitalOcean, LLC, US

02/28/2018 - 03/02/2018 09/25/2012 ARIN 86400

Showing 10
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dashboard.umbrella.com/o/1755319/#/investiaate/as-view/14061 %

Prefix Country/Region Suspicious activity in the past week

5.101.96.0/21 Netherlands
5.101.104.0/22 Netherlands

5.101.108.0/24 United States of America

fgksgpsdgolgjogjopedbksdk-sdkgsdkgmsdkgsdkmg-

dgksmdgksdmkdgfnsd.fral.digitaloceanspaces.com
5.101.109.0/24 digital116.fra1.digitaloceanspaces.com

digital69.fral.digitaloceanspaces.com

5.101.110.0/24 Netherlands

5.101.111.0/24 United States of America

drive-shares-dm-noreply.com

24.144.64.0/22 United States of America

classictileimports.digitaltilecatalog.com

24.144.68.0/22 United States of America

authenticaonline.com hlekkr.com greanfootball.com
hamidsolutions.com d1115.secretvps.top pitangobikes.com
radioclaretamerica.org swindonfestivalofliterature.com
skillyschool.com mersiniemoncity.com mpmcreativos.com
pv40.biz 1800ortho.com asiacitylife.com billybeezuk.com
karthiksureshiyer.com peperoutine.com pv39.biz
sportstalentasia.com bathroomstore.online
sekolahmaumere.org iambookshop.com
aventurineresources.com naturyum.com

24.144.76.0/22 Netherlands upjvoid.bluedotsafety.com watermarkedgroup.com
293onkomba.com belowcomp.skrrrk.com
derryaccommodation.com aurovine.com
dicedmball.casedare.com wpautomate.net

cellflu.arenastack.com

Ps - its easy to remain-inthe:

betsequences.com club2lidsofficial.com

storageauctionclub.com
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ContiLeaks: Ransomware Gang Suffers
Data Breach

Caonti, a prolific ransomware group, has suffered a leak of both internal chat transcripts and

source code being shared by a reported Ukrainian member

ﬁ Jason Hill | 6 minread | Last updated April 3, 2025

‘ conti leaks

anonfiles.com/A62MUt_32012...
anonfiles.com/B332yUt_9034...
anonfiles.com/YyJ3GRm 9034...
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MITRE ATT&CK IS AUTHORITATIVE & COMPLETE

PRE-ATT&CK ATT&CK™

RECON WEAPONIZE DELIVER EXPLOIT CONTROL EXECUTE MAINTAIN

) ) =) E) ) )

Priceity Definstion Estabiish & Maintan Initial Access Privilege Lscalatron Dwscovery Exhiltration

larget Selection Infrastructure Cxecution Detense Fvasion Lateral Movement Commana & Contral
infarmation Gatherng Persona Developmenst Persistence Credential Access Collection

Weakress Build Capabilities

identificat.on Test Capabilities

Adversary DpSec Stage Capabilities

Derteed from Coppt e Matenial of T8¢ VITHE Corporalion and the Lockheod Martis Cyber 08 Chain®
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The

PREDICT

Framework

redictive elationship / Evolution etection
. of Infrastructure in Cyber | hreats



This is where | talk about the tool | built to visualize the relationships I've been analyzing

PREDICT

Automatically find connections between malware Infrastructure

 How Social Networks Connect People

« How-Maps show routes between locations



Predictive Defense
Following the easy path

* Build profiles of infrastructure over time
« Map malware families through sh‘ared infrastructure
 .Predict likely next attack infrastructure

* Enable soft blocklists — flag suspicious activity early



PREDICT

You: "This IP address (1.2.3.4) 1s malicious."'
Team: "Okay, we blocked it. Now what?"”

You: "This IP connects to 47 other servers i1in the same network,
used by 3 different hacking groups, spanning 8 countries.'
Team: "We now have 47 more targets to block and patterns to watch!”






1. Collect IOCs
2. Locate relationships between them
3. Graph clusters of relationships for searching and analysis

Collect I0OCs g
620714.5h4553.r Locate ‘ Graph

: ru ; - :
http://101.35.95.220:18062/Sem8 - Rel ?'t ionshli P
2569fc6010b89648f02e8dal121c4b29 | Y W " - Clusters
196.251.72.72:5444 |
157.20.182.9:4443 : - -

= Relatlonshlps‘ A -
SN

sit.ngiz5.ru




' . Clients can then query these graphs using the API or website

Website/API

Clients '

11910

PRECACT Techripas

Ria Dt ratam

620714.5h4553.1u
http://101.35.95.220:18062/Sem8
25e9fc6010b89E48f02e8dal121c4b29
196.251.72.72:5444
157.20.182.9:4443
sit.ngiz.ru

Farmdy SEatatcx

© ramewort Overview



Looking up an IP

Clients | , Website/API

2 % 373%
2 T PRECICT Techripms

142.250.73.787
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Looking up an IP: It’s a literal match for a known-bad IP

Clients | , Website/API

2 % 373%
2 T PRECICT Techripms
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Looking up an IP: It’s a CIDR and fuzzy match for a known-bad IP

Same network as: 104.21.36.123
The bad IP from before

Clients | , Website/API

2 % 373%
2 T PRECICT Techripms
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Where | get my IOCs and how | enrich them

Data Sources

TH REAT fox Q
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ThreatFox

ThreatFox is a platform from abuse.ch and Spamhaus dedicated to sharing indicators of compromise (IOCs) associated with malware, with the infosec community, AV

vendors and cyber threat intelligence providers. Upload IOCs and explore the database for valuable intelligence. Use the APIs to seamlessly push and pull signals, and
automate bulk queries.

With this intelligence, gain insights into malware behavior, to help identify, track, and mitigate against malware and botnet-related cyber threats.

o S 13
478 ClearFake 1'494'547

IOCs shared (past 24 hours) Most seen malware family (past 24 hours) IOCs in corpus

Using the form below, you can search for malware samples by a hash (MD5, SHA256, SHA1), imphash, tish hash, ClamAV signature, tag or malware family.

Browse Database

> | VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLS to detect malware and other

breaches, automatically share them with the security community.

FILE URL SEARCH 49

By submitting data above, you are agreeing to our and Notice, and to the sharing of your
Sample submission with the security community, Please do not submit any personal information; we are not

responsible for the contents of youwr submission

@ Want to automate submissions? Check our AP, or access your A



Tracking 30 malware families from 2012 to 2025

Xtreme RAT

Remote Access Trojan used in attacks targeting Israeli and
Syrian governments in 2012.

Bashlite
Linux Malware used to launch DDaoS attacks

Cobalt Strike

Commercial penetration testing product, released in 2012.
Cracked versions usad in malware activity after 2016

Formbook

Infostealer that steals form data from web browsers and
applications

Quasar RAT

Open source malware written in .NET, often packed to make
analysis difficult

Remcos

Commercial Remote Access Tool used in real-world attacks




magecart

Malware and group that deploys web-based card skimmers

LokiBot

Malware designed to steal private data from infected machines,
and submit that info to a command and control host via HTTP
POST

Revenge RAT

Remate Access Trojan that automatically gathers system
information before allowing threat actors to remotely access
system components

PoshC2

Proxy aware C2 framework for penetration testers

Vidar

Forked stealer malware based on Arkel. Looks for information
from 2FA Software and Tor Browser

AsyncRAT

Open Source Remote Access Trojan used in real-world attacks




DCRat O

Backdoor malware provided as a service

o REvil Ransomware

Alsa known as Sodinokibi. RaaS run by affiates. Related to
BlackMatter, LockBit, and BlackCat Ransomware

Sodinokibi Ransomware O

Also known as REvil. RaaS run by affiates. Related to
BlackMatter, LockBit, and BlackCat Ransomware

@ DarkSide Ransomware

Raas$ run by affiates. Related to BlackMatter, REvil/Sodinokibi,
LockBit, and BlackCat Ransomware

MooBot O
Mirai-based botnet

O RedLine Stealer

Standalone or subscription-based malware sold on underground
forums. Harvests information from web browsers




Venom RAT @

Remote Access Trojan that includes tools for password theft
and stealthy access

@) BlackCat Ransomware

RaaS run by affiates. Potential rebranding of DarkSide
Ransomware

BlackMatter Ransomware @)

RaaS run by affiates. Related to DarkSide, REvil/Sodinokibi,
LockBit, and BlackCat Ransomware

o) FatalRat

Remote access tool distributed through forums and Telegram
channels

Brute Ratel C4

Commercial framework for attack simulation. First seen in 2020.
Cracked version appeared in 2022 and used in real-world
attacks

O DeimosC2

open-source C&C framework released in 2020




Lumma Stealer

Malware-as-a-Service (MaaS) infostealer

PurelLogs Stealer

Infostealer malware

Rhadamanthys

Stealer-type malware designed to extract data from infected
machines

XWorm

Malware with wide range of capabilities ranging from RAT to
ransomware

ClearFake

Malicious JavaScript framework deployed on compromised
websites to deliver malware

AdaptixC2

Open Source post-exploitation framework used in real-world
attacks




Source 10C Collection



Database Entry

Malware: ¥¥ Cobalt Strike

Malware alias: e From threatfox.abuse.ch: They have stats
First seen: 2020-12-16 15:119:53 UTC

Last seen: 2025-10-11 20:51:21 UTC

Number of 10Cs: 116'664

Malpedia: & https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike

B # of IOCs
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Indicators Of Compromise

The table below shows all indicators of compromise (IOCs) that are associated with this particulare malware family {(max 1000).

Show 50 ¢ entries Search:

Date (UTC) & 10C < Malware 7. Tags Reporter

2025-10-11 [0 8.137.100.162:7002 Cobaltstrike ] drb-ra - abuse_ch

20:51:21

2025-10-11  [3103.236.55.233:8080 (i Cobalt Strike JL AS4816 ] c2 ] censys | CHINANET-IDC-GD ] CobaltStrike ZE7) &) DonPasc
16:00:59




Date (UTC) ¥

2025-10-11
20:51

2025-10-11
20:50

2025-10-1
20:49

2025-10-11
20:47

2025-10-11
20:39

2025-10-11
20:37

2025-10-11
20:29

2025-10-11
20:27

2025-10-11
20:25

2025-10-11
20:23

2025-10-11
2018

2025-10-11
2014

2025-10-11
20:09

2025-10-11
20:08

2025-10-11

10C

8.137.100.162:7002

jlk.db-3-a-4.ru

tq1.5u-zk.ru

x.p100u.ru

xbc.db-3-a-4.ru

h9m.b100ou.ru

gns.db-3-a-4.ru

tq.b100u.ru

196.251.80.62:4651

b2.5u-zk.ru

z1.b100u.ru

al.db-3-a-4.ru

X.5u-zk.ru

bd.b10ou.ru

193.242.184.136:443

Malware

3% Cobalt Strike

¥ ClearFake

¥¥ ClearFake

3% ClearFake

jk ClearFake

% ClearFake

3% ClearFake

3% Remcos

¥k ClearFake

¥k ClearFake

¥k ClearFake

3% ClearFake

3% ClearFake

3% Empire Downloader

Tags

CobaltStrike

From threatfox.abuse.ch: They have I0OCs

ROCKHOSTER

Reporter

wz- abuse_ch
Anonymous
Anonymous
threatcat_ch
Anonymous
k2 threatcat_ch
Anonymous
threatcat_ch
w=- abuse_ch
Anonymous
threatcat_ch
Anonymous
Anonymous
threatcat_ch

® DonPasci




threatfox X | & @ clearfake.csv
Name first_seen loc ioc_type malware confidence_level reference tags
n clearfake.csv Today at 19:51 2025-10-22 02:47:32 p9.1vd-2.ru domain ClearFake 100 ClearFake
a get_threatf: _data.py Sep 30, 2025 at 16:10 2025-10-22 02:41:26 h7.1vd-z.ru domain Clearfake 100 ClearFake

B threatfox_api_key.txt Sep 15, 2025 at 221 2025-10-22 02:37:04 m7y1.8d9691.online domain Clearfake 100 ClearFake
2025-10-22 02:28:05 x.1lvd-z.ru domain ClearFake 100 ClearFake

2025-10-22 02:18:17 tl.1lvd-z.ru domain ClearFake 100 ClearFake

2025-10-22 02:07:58 zc.1vd-z.ru domain ClearFake 100 ClearFake

Video showing me running a python scriptto download new |OCs and save to CSV &

p.8dY%691.online gomain earrake DO carrFake

2025-
2025-
2025-
2025-
2025-
2025~
2025-
2025-
2025-
2025-
2025-
2025-
2025~
2025-
2025-
2025-
2025~
2025~
2025~
2025~
2025~
2025-
2025~
2025~

10-22 01:47:54 a.lvd-z.ru

10-22 01:39:03
10-22 01:37:44
10-22 01:23:46
10-22 01:19:18
10-22 01:18:36
10-22 01:07:18
10-22 00:58:00
10-22 00:48:14
10-22 00:37:55
10-22 00:34:03
10-22 00:28:38
10-22 00:17:52
10-22 00:07:32
10-21 23:57:39
10-21 23:52:50
10-21 23:47:23
10-21 23:38:06
10-21 23:35:15
10-21 23:28:21
10-21 23:18:03
10-21 23:14:22
10-21 23:07:47
10-21 22:58:00

232q.8d9691.online
Ql.0vs-r.ru
b1.0vs-r.ru
16.8d9691.0online
r7.0vs-r.ru
x.0vs-r.ru
vk.Ovs-r.ru
m8.0vs-r.ru
$.0vs-r.ru
rz3.5m9081.online
wl.9wb-k.ru
h3.9wb-k.ru
Q9.9wb-k.ru

x7.9wb-k.ru

gOx8.5m9081.online

pt.9wb-k.ru
z1.9wb-k.ru
w4.5m9081.online
4.9wb-k.ru
t5.861y5.ru
tiva.S5m9081.online
x1.861y5.ru

29.561y5.ru

domain
domain
domain
domain
domain
domain
domain
domain
domain
domain
domain
domain
domain
domain
domain
domain
domain
domain
domain
domain
domain
domain
domain

domain

ClearfFake
ClearFake
ClearfFake
ClearFake
ClearfFake
ClearFake
ClearFake
ClearfFake
ClearFake
ClearFake
ClearfFake
ClearfFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearfFake
ClearFake

ClearFake

100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100

ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake
ClearFake

ClearFake




Enriching IOCs with relationships

JOC Enrichment



VirusTotal has lots of great info about an IOC based on community submissions

() 6/95 security vendors flagged this IP address as malicious 0 Follow~  C Reanalyze Q Search == Similar~~ More Vv
/95
188.120.242.143 (188120240.0/21) RU Last Ana[vsis BE=
. AS 29182 (JSCIOT) — 53 minutes ago
Community
Score
DETECTION DETAILS RELATIONS ASSOCIATIONS TELEMETRY COMMUNITY 4

Security vendors' analysis () Do you want to automate checks?

BitDefender () Malware CRDF (1) Malicious
Fortinet @ Malware G-Data @ Malware

Lionic @ Malicious SOCRadar @ Malware



DETECTION

DETAILS

Passive DNS Replication (9) ©

Date resolved
2022-02-23

2022-02-23
2022-02-07
2021-10-05
2019-09-30
2019-09-28
2019-09-28

2015-09-06

2013-11-11

URLs (21) ©

Scanned

2025-10-20

2018-07-09

2018-07-09

2014-12-14

2018-07-12

2019-05-13

RELATIONS ASSOCIATIONS TELEMETRY COMMUNITY 4
They also have information on related domains, hashes, IPs, etc o
Detections Resolver Domain
0/95 VirusTotal www.volonterq.xyz
0/95 VirusTotal volonterq.xyz
0/95 VirusTotal lcb97416.justinstalledpanel.com
0 /95 VirusTotal klovderinvestin.com
0/95 VirusTotal www.checkroom.ru
0/95 VirusTotal checkroom.ru
0/95 VirusTotal test.checkroom.ru
0 /95 VirusTotal intellectik.com
0/95 VirusTotal fotoramkiforyou.ru
10
Detections Status URL
5/98 200 http://188.120.242.143/
http://188.120.242.143/tags/%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BDY%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%E
FUBFY%BDY%EF%BF%BDY%EF%BFYBD%EF%BF%BDY%EFY%BFY%BD%EFY%BFY%BDY%EF%BF%BDY%EFY%BFY%BD%EFY%BFY%BD%EFYBFY%BD+%EF%
BF%BD%EF%BF%BD%EF%BF%BDY%EF%BF%BD%EF%BF%BD%EF%BF%BDY%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BDY%EF%BF
1 /67 - %BD%EF%BF%BD%EF%BF%BD%EF%BF%%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD+%EF%BF%BD%EF%BF%BD%EF%BF%
BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BDY%EF%BF%BD%EF%BF%BD%EF%BF%BDY%EF%BF%BD%EF%BF%BD+%EF%BF%BD
Y%EFY%BF%BDY%EF%BFY%BDY%EF%BFY%BDY%EF%BF%BD%EF%BFY%BDY%EF%BF%BD%EF%BF%BDY%EF%BF%BDY%EF%BF%BDY%EF%BF%BDY EF
%BF%BDY%EFY%BF%BD%EF%BF%BDY%EF%BF%BD%EF%BF%BD%EF%BF%BDY%EF%BF%BD
nttp://188.120.242.143/tags /% EFY%BFY%B DY EF Y BFYB DYE F Y% BF%BDY%EFYBFY%BDYE FYBr%BDY%EFYBF Y BDY%EFY%B F B DY%EF%BFY B DYE
0 /67 - Fo%BF%BD%EF%BF%BD%EF%BF%BDY%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%
BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD
http://188.120.242.143/tags/%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BDY%EF%BF%BDY%EF%BF%BD
1/61 - %EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EFY%BF%BD%EF%BF%BD %EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD
%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%%BF%BD%EF%BF%BD
http://188.120.242,143/tags/%EF%BF%BDY%EF%BF%BDY%E F% BF%BD%EF%BF%BDY%EF%BF%BDY%EF%BF%BD+%EF%BF%BD%EF% BF%B D%
0 /67 - EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD+%EF%BF%BDY%EF%BF%BD%EF%BF%BD%EF%BF%BD+%EF%BF%BD%EF%BF%BDY%E
FU%BF%BDY%EF%BF%BD%EF%BF%BD%EF%BF%BD
0 /66 - http://fotoramkiforyou.ru/



URL #1
URL: http://188.120.242.143/
4 Title: 1157

Detections: Malicious: 5 | Suspicious: @ | Harmless: 61 | Undetected: 32
First seen: 2014-05-01 12:24:27

Last scan: 2025-10-20 15:10:06
Flagged by: Lionic, BitDefender, CRDF, Fortinet, G-Data

e e e e e e e e e e e e et e e e e e e e e e e — = e e . . — — e — . —— e — —— — — — — e — . — o — — 4 = = — — ot —

URL:

http://188,120.242.143/tags/%EF%BF%BD%EF%BF%SBD%E F%BF%BD%EF%BF%BD%EF%EFSBD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF%BF%BD%EF
%8B FBD%E F%B F%sBD%E F%B FABD%E F%B F%BD%E F9%B FA%BD%E F%B F%BD +%E F%BF%BD%E FBF sBD%E F%sBF%sBD%EF%sBF%BD%EF%BFsBD%E FsBF%sBD%EF%BFsBD%EF%BF%sBD%EF%BF%sBD%EF%BF
%BD%E F%BF%BD%E F%BF%BD%E F%B F%BD%E F%B FABD%E F%B F%BD%E F%B FAsBD%E F%B FABD%E F%B F%BD+%E F%sBF sBD%EF%BF%BD%E FsBFsBD%EF%BF sBD%EF%sBFsBD%EF%sBF%BD%EF%BF%BD

%E F%B F%BD%E F9%B Fo%BD%E F%B F%BD%E F%B F%BD%E F%B F%BD +%E F%B FsBD%E F%B F%BD%E F%B FBD%E F%BF%sBD%E F%BF %sBD%E F%B F%BD%EF5%BF%sBD%E F%BF%BD%E F%sBF%BD%EF%sBF%sBD%EF
%B F%BD%E F9%B F%sBD%E F%B F%BD%E F%B F%BD%E F%BF%BD%E F%BF%BD%E FosB F%BD%E F%BF%BD

Title: N/A

Detections: Malicious: 1 | Suspicious: @ | Harmless: 57 | Undetected: 9

First seen: 2016-12-25 11:27:45

Last scan: 2018-07-08 19:50:32

Flagged by: Fortinet

URL:

http://188.120.242.143/tags/%EFsBF%SBD%E F%BF%sBD%E F%BFsBD%E F%BFsBD%E F%BFsBD%EF%BF%BD%E F%sBF%sBD%E F%BFsBD%EF%BFsBD%EF%BF%BD%EF%BF%sBD%EF%BF%BD%EF
' %8B F%BD%E F%B Fo%sBD%E F%B F%BD%E F%B F%BD%E F%B F2%BD%E F%B F%BD%E F%B FA%BD%E F%B F%BD%E F%B F%BD%E F%B F%BD%E F%B F%BD%E F%BF%BD
Title: N/A

Detections: Malicious: O | Suspicious: @ | Harmless: 58 | Undetected: 9
First seen: 2014-11-24 15:05:12

Last scan: 2018-07-09 15:18:58




X python (Python)

JOMAIN:
DOMAIN::
DOMAIN:.
DOMAIN:.

DOMAIN'

2025-09-02 07:50:47

a6,

3

2025 09 02 07:50:47 ry.zelojuel,

all Q

2025 09 02 07:50:47 ry.zelojuel,

o

2025 @9~ @Z 07:50:47 ry.zelojuel.

Processlng new I0C (76): gm.velyzeul.ru

BOM;IN:
DOMAIN::
DOMAIN:»
DOMAIN:LK
DOMAIN:
DOMAIN:(

DOMAIN'

| !_\1 | : - "‘. 'n

1LLS: 46/

2025 09 02 07:50:47 gm.velyzeu3.

2025 09 02 07:50:47 gm.velyzeu3.

g "l L
-

2025 09 02 07:50:47 gm.velyzeu3.

1L LS a/v

2025-09-02 @7:50:47 gm.velyzeu3.

2025-09-02 @7:50:47 gm.velyzeu3.

1 | 4
llh'

2025-09-02 07:50:47 gm.velyzeu3.

2025~ 09 Q2 07:50:47 gm.velyzeu3.

Proce551ng new IOC (77): qr.nelypuuS.ru

all!

ru

ru

ru

ru

ru

ru

ru

ru

ru

ru

) Video showmg the collectlon of relationships from IOCs usmg VT API
2025-09-02 07:50:47 ry.zelojuel.ru domain

domain

domain

domain

domain

domain

domain

domain

domain

domain

domain

- . - - - N - - a A hE A S S R - .-

,ous 2014-03-28711:30:55-04:00
104.21.64.1 CLOUDFLARENET ClearFake N/A malicious 2014-03-28T711:30:55-04:00
104.21.96.1 CLOUDFLARENET ClearFake N/A malicious 2014-03-28711:30:55-04:00
104.21.112,.1 CLOUDFLARENET ClearFake N/A malicious 2014-03-28T11:30:55-04:00
104 .21.32.1 CLOUDFLARENET ClearFake N/A malicious 2014-03-28T711:30:55-04:00
104.21.32.1 CLOUDFLARENET ClearFake N/A malicious 2014-03-28T11:30:55-04:00
104.21.16.1 CLOUDFLARENET ClearFake N/A malicious 2014-03-28T11:30:55-04:00
104.21.64.1 CLOUDFLARENET ClearFake N/A malicious 2014-03-28T11:30:55-04:00
104.21.48.1 CLOUDFLARENET ClearFake N/A malicious 2014-03-28T711:30:55-04:00
104 .21.96.1 CLOUDFLARENET ClearFake N/A malicious 2014-03-28T711:30:55-04:00
104.21.80.1 CLOUDFLARENET ClearFake N/A malicious 2014-03-28T711:30:55-04:00

104.21.112.1 CLOUDFLARENET ClearFake N/A malicious 2014-03-28T711:30:55-04:00



leltatlons
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own Infrastructure




10C Analysis

How the network is built



Oct %6, 20325 at 1220
Oct %6, 2025 at 1221
Oct %6, 2025 at 12-20
Oct %6, 2025 at 1221
Oct %6, 20325 at 12-20
Oct %6, 2025 at 22-37
Oct %6, 2035 at 2247
Oct %6, 2025 at 1220
Oct %6, 2025 at 1221
Oct %6, 2025 at 1220
Oct %6, 2025 at 1220
Oct %6, 2025 at 1220
Oct %6, 2025 at 1220
Oct %6, 2025 at 1220
Oct %6, 2035 at 1221
Dot W 2008 at 122N
Oot 96, 2035 at 1221
Oct 16, 20325 at 1221
Oot 96, 2035 at 2233
Oct 16, 2025 at 1221
Oct 16, 2025 at 1221
Oct 16, 2025 at 1221
Oct 76, 2025 at 1221
Oct 16, 2025 at 1221
Oct 16, 2025 at 1221
Oct 16, 2025 at 1221
Oct 76, 2025 at 1221
Oct 76, 2025 at 1220

L4 4B
287 B
82 <8
45 KB
284 KB
31 48
704 X8
208 KB
100 «<B
265 <B
100 %8
20 B
308 X8
133 4B
225 KB
13 4R
1348
3%B
25 XB
43 %8
80 <B
39 4B
485 KB
937 %8
472 %8B
205 <8
254 KB
378 KB

comma...

ComMma...

oomma ...

comma ..

comma

comma

comma

comma..

comma...

comma..

comma..

Comma...

comma. .

Comma...

-
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adaptinc2_apl_parsed.csy
asyncrat_apl_parsed csv
bashite_api_parsed.csv
blackcat_apl_parsed.csv
blackmattier_api_parsed csv
brute_ratel_cé_apl_parsed.csv
clearfake_apl_parsed.osv
cobalt_strike_api_parsed.csv
garkside_apl_parsed osv
gorat_apl_parsed csy
gemosc?_apl_parsed.csv
fatakat_apl_parsed.csv
formbook_apl_parsod csv
lokibot_apl_parsed .csv
umma_stealer_api_parsed.csy
magacart_ani_parced nev
moobat_ap_parsed.csy
posho2_api_parsed.csv
purelogs_stealer_api_parsed.csy
QUEsSH_apl_parsed.csy
rediine_api_parsed.csv
reevil_ap _parsed.csv
remcos_apl_parsed.csv
revenge_rat_ap_parsed.csy
rmadamanthys _apl_parsed csy
SOANOKI_apl_parsed osv
unknown_malw.._api_parsed csv
unknown_rat_ap _parsed csv




* Infrastructure Files “» PostgreSQL Database

7

dcrat_api_parsed.csv ' oW m-l i0cs

Unique records: 17,285
asyncrat_api_parsed.csv 822 Columns: ip, malware, result, country, asn...

cobalt_strike_api_parsed.csv

D adaptine2_api_parsed.csv

‘ ' Processing Pipeline ¢» relationships
D asyncrat_spi_parsed csv { )
b to)'.'\lh_‘”.)r parsed.csv { Total: 8.8“

2 blackcat_api_parsed.csv

T B o xworm_api_parsed.csv 3,907 rows | - Types: same_ip, same_asn, same_subnet...

8 brute_ratel_cé_apl_parsed.csv

a clearfake_apl_parsed.csv

9 cobalt_strike_apl_parsed csv

D corkside_apl_parsed osv
8 dorat_apl_parsed csv
) deimosc2_apl_parsed.csv

remcos_api_parsed.csv

0 fataka_apl_parsed.csv

— —
8 formbook_apl_parsed csv

D lociosz_apl_porsed cov 6, 2025 at 1221 Geolocated IPs: 11235
B umma_stealer_api_parsed.csv 6, 2035 a ; .

Nl s A 20X s / Columns: domain, lat, lon, city, country
) moocbot_api_parsed.csv 6, 2025 at 1232

D poshc2_api_parsed.csv

a purelogs_stealer_api_parsed.csy
D cuasa_api_parsed.csv

n reaine_api_parsed.csy

D reevil_ap_parsed.csv

B remcos_api_parsed.csv

n revenge_rat_ap _parsed.csy

D madamanhys_apl_parsed csv
B sodinokini_api_parsed osv

n unknown_malw.._api_parsed csy
h unknown_rat_ap _parsed csv

TOTAL CSV ROWS UNIQUE I0CS RELATIONSHIPS PROCESSING TIME

43,634 17,285 8,835,279 2.5 min




adaptinc2_apl_parsed.csv
asyncrat_api_parsed .csy
bashite_api_parsed.csv
blackcat_apl_parsed.csv
blackmattier_api_parsed csv
brute_ratel_cé_apl_parsed.csv
clearfake_apl_parsed.csv
cobalt_strike_apl_parsed csv
darkside_apl_parsed osv
gorat_apl_parsed csy
gemosc?_apl_parsed.csv
fatakat_apl_parsed.csv
formbook_apl_parsod csv
lokibot_apl_parsed.csv
umma_stealer_api_parsed.csy
magacart_ani_parcet nev
moobat_ap_parsed.csy
posho_api_parsed.csy
purelogs_stealer_api_parsed.csy
Quasa_apl_parsed.csy
redine_api_parsed.csy
reevil_ap_parsed.csv
remcos_apl_parsed.csv
revenge_rat_ap_parsed.csv
rmadamanthys_apl_parsed csy
SOANOKI_apl_parsed osv
unknown_malw.._api_parsed csv
unknown_rat_ap_parsed csv

|
|
|

= Infrastructure Files

derat_api_parsed.csv

asyncrat_api_parsed.csv

cobalt_strike_api_parsed.csv

xworm_apl_parsed.csv

remcos_api_parsed.csv




Building
Network

Multi-threaded -

Doesn’t need much pow

Takes a few minutes
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erted
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relationship
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relationship
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relationship
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relationship
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relationship
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relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship
relationship

batch
batch
batch
batch
batch
batch
batch
batch
batch
batch
batch
batch
batch
batch
batch
batch
batch
batch
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batch
batch
batch
batch
batch
batch
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batch
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batch
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batch
batch
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batch

107S:
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1077:
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1079:
1080:
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108S:
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1089:
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1091:
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1094;
1095:
1096:
1097:
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1099:
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1101:
1102:
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1104:
1105:
1106:
1107:
1108:
1109:
1110:
1111:
1112:
1113:
1114:
1115:
1116:
1117:
1118:
1119:
1120:
1121:
1122:
1123:
1124:
1125:
1126:
1127:
1128:
1129:
1130:
1131:
1132:
1133:

1000
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1000
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1000
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1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
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relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships
relationships

cpu renu
mem
Memory: 188
Used: 12.4
Available: 176
| SE—
Cached: 167
| SEE—
Free: 10.4
Swap: 7.99
Used: $.25
Free: 7.99
S —
net

GiB
618

&%
GiB
93%
Gi8
88%
618

5%

GiB
MiB
Gi8
99%

4 <

»

12th Gen Intel(R)

CPU Total ==
Corel

Core2

Corel

Cored4

CoreS

Coreb

Core?7

Core8

Core9

Corel0
Corell
Corel2
Corell

‘disks
root
Used:

1.78 TiB
369 GiB
21%
1.33 Ti8
79%

Free:
S I

efi
Used:

1.04 GiB
6.08 NiB

1%
Free: 1.04 GiB
. oeEE———

data 3.58 TiB
Used: 200 KiB
0%
Free: 3.39 718
| Ieass——
b enpbs n»
Download
Byte: 2.50 KiB/s
Bit: 20.5 Kibps
Total: 274 GiB
Byte: 12.8 KiB/s
Bit: 96.4 Kibps
Total: 27.1 GiB
Upload

o0

N

18:49:25 + 2500ms
3.3 GHz
5% -
1% 52°C  Corel4 1% .
0% *C CorelS 2% -
1% '*C Corelé 0% -
0% *C Corel? 1% .
0% *C Corels ox )
0% *C Corel? 0% y
1% *C Core20 0% v
0% *C Core2l 0% y
0% *C Core22 0% y
o% /*C Core2d o% 3
X 57*°C Core24 0% .
0% ‘C Load Average: 0.67 0.29 0.15
1% 32°C
processes filter tree <« cpu lazy
Pid: Program: Tr: User: Memy vCp
3599962 postgres 170 0.1 . 3
3599942 python 1 jpyorre 2.3 0
3600562 bash 1 jpyorre 0.0 0
3260311 clavde 11 jpyorre 0.4 0
3600578 python’ 1 jpyorre 0.0 0
3185 node 11 root 0.1 0
1356 mongod 30 mongodb 0.1 0
2489 redis-server 6 ollama 0.0 )
5382037 python 25 jpyorre 0.1 0
2848 ErsatzlV 40 root 0.5 0
1355 dockerd 95 root 0.1 0
1368 Plex Media Ser 44 plex 0.1 0
2411 uvicorn 5SS root 0.4 0
1222 containerd 50 root 0.0 0
35278302 containerd-shi 12 root 0.0 0
3277925 redis-server o ollama 0.0 0
5600089 zsh 1 jpyorre 1 Uy
4251 lceleryd: cele 23 jpyorre ] 0
2002 Plex Tuner Ser 13 plex | U
4292 granian as 23 Dy 0
599911 docker-compose 13 Jpyornre U
14 1 1 root
select . 0/60



& PREDICT Framework @ Dashboard Q Infrastructure Analysis Predictions S* Advanced Analysis ~ </> API Docs @ About

PREDICT Dashboard

— Infrastructure Items High Risk Items Cross-Family Infrastructure " Avg Reuse Probability

= 11874 A 15019 141 7 37.3%

€& Risk Distribution = Top PREDICT Techniques
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Video showing the initial dashboard of the web application to review relationships
€& Family Statistics o

31 179 59

Families Avg IPs Avg ASNs

Family IOCs IPs ASNs

Xtreme RAT (2000 10 'S

Remcos (1379 | 936 J 201
Cobalt Strike [ 1050 } sos 153
DeimosC2 (742 N 696 J| 156
AsyncRAT (685 I 314 § 137




Threat Level: Malware Family:

All IOCs All Families UL RSSO IR Get Statistics

©@ Map Generated Successfully! MOre InfO on the Web Interface

Showing 20034 of 20034 locations (filtered for all I0Cs).

Successfully Mapped Locations: 9

Falled IP Lookups: 2570 - — .
Leaflet | © OpenStreetMap contributors

IPs Per Country

Q Untad States: 5431 1P

Q Saudi Avabxa: 3001 IPs

Q Uniknown Country: 1853 IPs

Q China: 1493 IPs

Q Germany: 1409 1Ps

Q Russia: 694 [Ps

Q The Netherlands: 521 1P

9 Hong Kong: 482 1Ps

Q Unted Kingdom: 369 1Ps

Q Seychelles: 357 IPfs




Family Tree Analysis

Family Selection

Select Families (up to 5): Selected Families:

Xtreme RAT (2999 10Cs, 10 IPs)
Remcos (1379 10Cs, 936 IPs)
Cobalt Strike (1050 10Cs, 805 IPs)
DeimosC2 (742 10Cs, 696 IPs)
AsyncRAT (685 10Cs, 314 IPs)
Unknown malware (685 10Cs, 623 IPs)
XWorm (653 10Cs, 236 IPs)

Exclude harmless 10Cs
DCRat (625 10Cs, 292 1Ps) € Exclude harmless

eh Generate Family Tree [NEERY

Family Tree Visualization

-— s

Analysis: 48 shared ASNs, 5 shared IPs indicating potential infrastructure

overlap between families.

¥ Remcos

1379
P Cobalt Strike




'DNS Analysis

Nameserver Shared Families Families Shared Domains
QI TN +11 more

) (YT +11 more

 Formbook | Unknown RAT ] Remcos JEEIULIE

Q2D (XN € +5 more

A S +5 more

Coball Strike

Unknownimalware

R";l:ian‘:l'ﬂhp
. PoshCR . '@,_ ns7.duckdns.org |
G

Venom RAT

Lumma Stealer

dnsl.registrar-servers.com
dns2.registrar-servers.com
nsl.duckdns.org
ns2.duckdns.org
ns3.duckdns.org
ns4.duckdns.org
nsS.duckdns.org
ns6.duckdns.org
ns7.duckdns.org
ns8.duckdns.org
ns9.duckdns.org
ns-cloud-bl.googledomains.
ns-cloud-b2.googledomains.
ns-cloud-b3.googledomains.
ns-cloud-b4.googledomains.
nsl.playit-dns.com
ns2.playit-dns.com
nsl.playit.cloud

ns67.domaincontrol.com

ns68.domaincontrol.com

mc

magecart mcrd &wﬁhﬁﬂwe RAT
o [ns-cioud-52 googl...

e g,

ns-cloud-b1.googl.. | 85 duckdns.org |

Formbook -

ﬁisduddnuuu:i"‘ld“’“"mavl
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Infrastructure Evolution

Analysis Configuration

Malware Family: Time Window (days):

: Exclude harmless I0Cs
Cobalt Strike (1050 I0Cs) 90 days &2 Analyze Evolution

9.24 1,050

Evolution Score Total I0Cs Diversity Score Analysis Period

Average Persistence: 1.1% 153 41
Unique ASNs Countries
Hangzhou Alibaba Advertising Co.,Ltd.

asn: 218 uses
: Analysis: Infrastructure spread across 153 ASNs and 41 countries indicates the scope of infrastructure utilization.

Shenzhen Tencent Computer Systems Company Limited

asn: 181 uses

PEG-HK

asn: 53 uses

Huawei Cloud Service data center

asn: 47 uses

Tencent Building, Kejizhongyi Avenue

asn: 35 uses

OVERALL
153 41 0.0

ASNs Countrie 9

S
Diversit

y




BulletProof Hosting

BlueVPS OU 100 obalt Strike, AdaptixC2, Unknown malware...

Bulletproof Hosting Evolution Timeline

Bulletproof Hosting Activity Over Time
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Bulletproof Hosting Indicators
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BulletProof Hosting

ASN Provider Risk Score Families

AS401116 NYBULA Cobalt Strike, Remcos, XWorm...

AS51167 Contabo GmbH Cobalt Strike, Remcos, XWorm...

AS36352 AS-COLOCROSSING Cobalt Strike, Remcos, XWorm...

AS14061 DIGITALOCEAN-ASN Cobalt Strike, PoshC2, Remcos...

AS132203 Tencent Building, Kejizhongyi Avenue Cobalt Strike, X\Worm, AdaptixC2...

AS9009 M247 Europe SRL

AS396982 GOOGLE-CLOUD-PLATFORM

AS213230, AS24940 Hetzner Online GmbH

Cobalt Strike, Unknown RAT, Remcos...

Cobalt Strike, Formbook, Unknown RAT...

Cobalt Strike, Unknown RAT, magecart...

AS8075 MICROSOFT-CORP-MSN-AS-BLOCK Cobalt Strike, PoshC2, Remcos...

AS40021 CONTABO-40021 Remcos, XWorm, AdaptixC2...




BulletProof Hosting .
ASN e el Looking at information in the source CSV to show the value of the web interface gE{:®

AS401116 NYBULA 100 | Cobalt Strike, Remcos, XWorm... 66

AS51167 Contabo GmbH 100 Cobalt Strike, Remcos, XWorm... 44

-+ infrastructure_files cat * | grep "396982"



2025-08-25 20:54:40,7ffdfc2f58d97¢c024e59F4384b1d2914,mdS, 34.149.100.209,396982,G00GLE-CLOUD-PLATFORM, Rhadamanthys,US, harmless,2021-01-08T16:32:56-05:00,,,,
2025-08-25 20:54:40,7ffdfc2f58d97¢c024e59F4384b1d2914,mdS, 34.160.144.191,396982,G00GLE-CLOUD-PLATFORM, Rhadamanthys,US, harmless,2021-01-08T16:32:56-05:00,,,,

2025-08-25 20:54:39,Ff1363¢1e97e63037491520Fd0f4b1b1¥72a43¢c97adfcb8c870505F9066cd950,sha256,34.149.100.209,396982, GOOGLE-CLOUD-PLATFORM, Rhadamanthys,US,harmless,2021-01-08T16:32:56-05:00,,,,
2025-08-25 20:54:39,ff1363¢1e97e63037491520Fd0f4b1b1f72a43¢c97adfcb8c870505F9066cd950,sha256,34.160.144.191,396982, GOOGLE-CLOUD-PLATFORM, Rhadamanthys,US,harmless,2021-01-08T16:32:56-05:00,,,,
2025-08-25 20:54:39,8ffc2ec79de412122b2¢29b2al1bb18b0651dS303,shal, 34.149.100.209,396982, GOOGLE-CLOUD-PLATFORM,Rhadamanthys,US,harmless, 2021-01-08T16:32:56-05:00,,,,

2025-08-25 20:54:39,8ffc2ec79de412122b2¢29b2al1bb18b0651dS303,shal,34.160.144.191,396982,G00GLE-CLOUD-PLATFORM,Rhadamanthys,US,harmless,2021-01-08T16:32:56-05:00,,,,

2025-08-07 01:21:39,4b4b802¢c44e11e8d417b572079b47F0a, mdS,34.160.144.191, 39

2025-08-07 01:21:38, caa906d7f21dSFdec2934838¢1bag6ccO3ebea71F751adf120efSe LOOklng at information in the source CSV to show the value of the web interface
2025-08-07 01:21:38,6d7e6f981537179d6ab87364bb96927e7cc31bec,shal,34.160.1

11/16/23 23:40,5cba3e44271279e747a67dd312d4dcal8832b5a850eabb85a460846ef0101fb6, sha256 104.155. 138 21, 396982 GOOGLE CLOUD PLATFORM Sod1nok1b1 Ransomware US harmless 2014-07-09T10:46:39-04:00,,,,
8/7/23 08:21,15ef2déef4D2a46165be39d9dbcO081cf28ebcadf407306dd80ac3a73a32¢c07b,sha256,104.155.186.234,396982,G00GLE-CLOUD-PLATFORM, Sodinokibi Ransomware,US,harmless,2014-07-09T710:46:39-04:00, ,,,
9/29/21 07:52,9F¥256973eebddcd3d781761480c00220a140fad833dc9abaf85f45¢419d1714e,sha256,35.227.207.240,396982, G00GLE-CLOUD-PLATFORM, Sodinokibi Ransomware,US,harmless,2017-09-29T11:28:44-04:00,,,,
7/4/21 06:08,e2a24ab94f865caeacdf2c3ad015F31F23008acbdh8312¢c2chfh32e4aS4b66ea2,sha256,34.120.208.123,396982, G00GLE-CLOUD-PLATFORM, Sodinokibi Ransomware,US,harmless,2018-09-28T10:45:37-04:00,,,,
6/17/21 04:58,9df39b3b2b0ed8ed469d028cc4269655d6b70aef8b22a308F34e1929e4b00992,5ha256,104.198.14.52,396982, G00GLE-CLOUD-PLATFORM, Sodinokibi Ransomware,US,harmless,2014-08-27T7T13:55:35-04:00,,,,
6/17/21 04:58,7c8chbbe9e5achdb415273a48528e1b2F781003F2109b5d704254b9e91d745a34,5ha256,104.198.14.52,396982, GOOGLE-CLOUD-PLATFORM, Sodinokibi Ransomware,US,harmless,2014-08-27T13:55:35-04:00,,,,
5/3/21 17:05,2ea781140F7e86cb63b636249b5Fdba9828661bdd846Fd95¢195¢5b986b84aS07,sha256,104.155.186.234,396982,G00GLE-CLOUD-PLATFORM, Sodinokibi Ransomware,US,harmless,2014-07-09T710:46:39-04:00, ,,,
3/5/20 19:39,7afc7a311740daS8chBOb7dbc43e28blddbbfce9cb7614e74902e552b330287b0,5ha256,104.196.4.83,396982, G00GLE-CLOUD-PLATFORM, Sodinokibi Ransomware,US,unknown, N/A,,,,

2/28/20 02:56,23096a2bc9feeabd37a9704d0653F4628ef740cdfe24af364ee09d379ec39d9S,sha256,104.155.186.234,396982, G0O0GLE-CLOUD-PLATFORM, Sodinokibi Ransomware,US,harmless,2014-07-09T10:46:39-04:00,,,,
2/27/20 15:10,c867959e7f75f00eb11dae861bb9c198421215bbh10f88e0c26e3c3baa93bd17a,sha256,104.196.4.83,396982, G00GLE-CLOUD-PLATFORM, Sodinokibi Ransomware,US,unknown,N/A,,,,

2025-10-08 04:02:18,34.63.103.121:443,1p,34.63.103.121,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,US,malicious,2022-05-09T11:34:36-04:00,,,,

2025-10-08 04:02:14,34.136.47.151:10443,1p,34.136.47.151,396982,GO0OGLE-CLOUD-PLATFORM, Unknown malware,US,malicious,2021-01-08T16:32:56-05:00,,,,

2025-10-08 04:02:11,34.18.165.179:443,1p,34.18.165.179,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,QA,malicious,2022-05-09T11:34:36-04:00, ,,,

2025-10-08 04:01:05,34.44.250.0:443,1p,34.44.250.0,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,US,malicious,2022-05-09T11:34:36-04:00,,,,

2025-10-04 04:01:36,34.175.22.135:443,1p,34.175.22.135,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,ES,malicious,2021-01-08T16:32:56-05:00,,,,

2025-10-02 00:01:28,34.128.175.224:443,1p,34.128.175.224,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,US,malicious,2021-01-08T16:32:56-05:00,,,,

2025-09-30 04:00:58,34.165.76.50:3333,1p,34.165.76.50,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,IL,malicious,2021-01-08T16:32:56-05:00,,,,

2025-09-25 04:00:37,35.187.169.204:7443,1p,35.187.169.204,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,BE,malicious,2016-10-11T10:21:04-04:00,,,,

2025-09-25 04:00:36,34.79.88.214:443 ,1p,34.79.88.214,396982,G00GLE-CLOUD-PLATFORM,Unknown malware,BE,malicious,2018-09-28T10:45:37-04:00,,,,

2025-09-24 04:02:45,34.61.163.149:10443,1p,34.61.163.149,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,US,malicious,b2022-05-09T11:34:36-04:00, ,,,

2025-09-20 04:01:14,34.101.34.177:8443,1p,34.101.34.177,396982,GO00GLE-CLOUD-PLATFORM, Unknown malware,ID,malicious,2019-06-24T07:31:30-04:00,,,,

2025-09-20 04:01:11,34.44.6.110:443 ,1p,34.44.6.110,396982,600GLE-CLOUD-PLATFORM, Unknown malware,US,malicious,2022-05-09T11:34:36-04:00,,,,

2025-09-19 04:01:16,34.59.86.168:443,1p,34.59.86.168,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,US,malicious,2022-05-09T11:34:36-04:00,,,,

2025-09-19 04:01:15,35.241.78.104:3333,1p,35.241.78.104,396982,G00GLE-CLOUD-PLATFORM, Unknown malware, HK,malicious,2017-09-29T11:28:44-04:00,,,,

2025-09-19 04:01:10,34.65.32.156:3389,1p,34.65.32.156,396982, G00GLE-CLOUD-PLATFORM, Unknown malware,CH,malicious,2018-09-28T10:45:37-04:00,,,,

2025-09-19 04:01:08,34.79.13.195:443,1p,34.79.13.195,396982,6G00GLE-CLOUD-PLATFORM, Unknown malware,BE,malicious,2018-09-28T10:45:37-04:00,,,,

2025-09-18 13:29:18,34.175.94.39:3333,1p,34.175.94.39,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,ES,malicious,2021-01-08T16:32:56-05:00,,,,

2025-09-18 04:02:07,34.101.34.177:443,1p,34.101.34.177,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,ID,malicious,2019-06-24T07:31:30-04:00,,,,

2025-09-18 04:02:05,34.68.26.87:10443,1p,34.68.26.87,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,US,malicious,2018-09-28T10:45:37-04:00,,,,

2025-09-18 04:02:00,34.58.171.194:80,1p,34.58.171.194,396982,GO0GLE-CLOUD-PLATFORM, Unknown malware,US,malicious,2022-05-09T11:34:36-04:00,,,,

2025-09-17 20:03:00,35.222.81.7:443,1p,35.222.81.7,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,US,malicious,2017-09-29T11:28:44-04:00,,,,

2025-09-17 04:00:28, fastfoodnewyorkcity.com,domain,b 35.222.81.7,396982,G00GLE-CLOUD-PLATFORM, Unknown malware,US,malicious,2017-09-29T11:28:44-04:00,ns-cloud-al.googledomains.com ns-cloud-a2.googledomains.com ns-cloud-a3.googledomains.com ns-cloud-a4.goog
ledomains.com,2022-06-09702:26Z,1217,30

2025-10-13 13:54:47,https://trent.clayhusas.sbs,domain,34.88.177.238,396982,600GLE-CLOUD-PLATFORM, Unknown RAT,FI, harmless,2018-09-28T10:45:37-04:00,bayan.ns.cloudflare.com emma.ns.cloudflare.com,2025-06-12T713:59Z,123,300
2025-10-13 13:54:46,https://imperl.clayhusas.sbs/login,domain,b 34.88.177.238,396982,600GLE-CLOUD-PLATFORM, Unknown RAT,FI, harmless,2018-09-28T10:45:37-04:00,bayan.ns.cloudflare.com emma.ns.cloudflare.com,2025-05-25T15:10Z,141,300
2025-09-16 15:53:06,35.185.90.35:6654,1p,35.185.90.35,396982, GOOGLE-CLOUD-PLATFORM, Unknown RAT,US,malicious,2016-10-11T10:21:04-04:00,,,,

2025-09-16 15:53:06,35.185.90.35:4035,1p,35.185.90.35,396982, GOOGLE-CLOUD-PLATFORM, Unknown RAT,US,malicious,2016-10-11T10:21:04-04:00,,,,

2025-09-16 15:53:06,35.185.90.35:4034,1p,35.185.90.35,396982,GO0GLE-CLOUD-PLATFORM, Unknown RAT,US,malicious,2016-10-11T10:21:04-04:00,,,,

2025-09-16 15:53:06,35.185.90.35:6657,1p,35.185.90.35,396982, GOOGLE-CLOUD-PLATFORM, Unknown RAT,US,malicious,2016-10-11T10:21:04-04:00,,,,

2025-09-16 15:53:06,35.185.90.35:4036,1p,35.185.90.35,396982,GOOGLE-CLOUD-PLATFORM, Unknown RAT,US,malicious,2016-10-11T10:21:04-04:00,,,,

2025-09-16 15:53:06,35.185.90.35:4024,1p,35.185.90.35,396982, GOOGLE-CLOUD-PLATFORM, Unknown RAT,US,malicious,2016-10-11T10:21:04-04:00,,,,

2025-09-16 15:53:06,35.185.90.35:6662,1p,35.185.90.35,396982,G00GLE-CLOUD-PLATFORM, Unknown RAT,US,malicious,2016-10-11T10:21:04-04:00,,,,

2025-09-16 15:53:06,35.185.90.35:4025,1p,35.185.90.35,396982,GOOGLE-CLOUD-PLATFORM, Unknown RAT,US,malicious,2016-10-11T10:21:04-04:00,,,,

2025-09-16 15:53:06,35.185.90.35:4029,1p,35.185.90.35,396982,GOOGLE-CLOUD-PLATFORM, Unknown RAT,US,malicious,2016-10-11T10:21:04-04:00,,,,

2025-09-16 15:53:06,35.185.90.35:4028,1p,35.185.90.35,396982,G00GLE-CLOUD-PLATFORM, Unknown RAT,US,malicious,2016-10-11T10:21:04-04:00,,,,

2025-09-16 15:51:02,www.pussyserver.cfd,domain,b 35.185.90.35,396982,G00GLE-CLOUD-PLATFORM,Unknown RAT,US,malicious,2016-10-11T10:21:04-04:00,,2025-08-27T18:09Z,22,300

2025-08-22 15:12:40,b3899d0b39606e55962bb020ae090c3é6,mdS,35.198.17.120,396982, GOOGLE-CLOUD-PLATFORM, XWorm,BR,malicious,2017-03-21T09:15:46-04:00,,,,

2025-08-22 15:12:39,fb73¢cd9c974f7fabc3b67be9cf?a581e0d7eafcadf42b294779d548117F1ebbdb, sha256,35.198.17.120, 396982, GOOGLE-CLOUD-PLATFORM, XWorm, BR,malicious,2017-03-21T09:15:46-04:00, ,,,

2025-08-22 15:12:39,42a5dbb3a47a388fc55¢c0c7213¢c83efdd82a94d4,shal,35.198.17.120,396982,G00GLE-CLOUD-PLATFORM, XWorm,BR,malicious,2017-03-21T09:15:46-04:00, ,,,

2025-08-22 08:00:24,35.198.17.120:6000,1p,35.198.17.120,396982,G00GLE-CLOUD-PLATFORM, XWorm,BR,malicious,2017-03-21T09:15:46-04:00,,,,
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Infrastructure Reuse Patterns
43,634 10Cs across 32 malware types

« Ml 43,634 10Cs analyzed across 32 malware types
« ™ 15,102 malicious I0Cs identified |
. @ 5,357 unique malicious IPs discovered
« & 3.3% IP reuse rate (infrastructure recycling)
« W 39.8% ASN reuse rate (provider patterns)
e (& 20 IPs serve multiple malware types

S

e [} 830 unigue ASNs hosting malicious infrastructure
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VA

B NYBULA B Contabo GmbH AS-COLOCROSSING B DIGITALOCEAN-ASN B Tencent Building, Kejizhongyi Avenue M247 Europe SRI
B GOOGLE-CLOUD-PLATFORM Hangzhou Alibaba Advertising Co..Ltd. I Hetzner Online GmbH R BlueVPS OU
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Overall Risk Score Shared ASNs Prediction Confidence
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v siliec pe ] ASN Predictions Country Predictions
High Risk Medium Risk Low Risk Avg Families per ASN 3 I 2
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Infrastructure Sharing Level

Ty v by vty

ASN Provider Countries

®
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Family
AS401116 NYBULA Xtreme RAT
AS51167 Contabo GmbH Remcos
AS36352 AS-COLOCROSSING Cobalt Strike
AS14061 DIGITALOCEAN-ASN DeimosC2
AS132203 Tencent Building, Kejizhongyi Avenue AsyncRAT
AS9009 M247 Europe SRL Unknown malware
XWorm

DCRat

AS396982 GOOGLE-CLOUD-PLATFORM

NORBARABO
666B66EGB6
BBGBEBAAAH 2
BEEBEBB6

AS37963 Hangzhou Alibaba Advertising Co.,Ltd.




Geo Overview
20,034 I0Cs across 32 malware types

€& Geographic Distribution

IPs Per Country

Q@ United States: 5431 IPs

Q@ Saudi Arabia: 3001 IPs

Q@ Unknown Country: 1853 IPs
Q@ China: 1493 IPs

Q@ Germany: 1409 IPs

Q@ Russia: 694 IPs

Q@ The Netherlands: 521 IPs
Q@ Hong Kong: 482 IPs

Q@ United Kingdom: 369 IPs
Q@ Seychelles: 357 IPs




Top “Bulletproof” Hosting Candidates

Suspicious Hosting Providers

ASN Provider Families

AS51167 Contabo GmbH Bashlite, Remcos, Unknown

malware...

AS36352 AS-COLOCROSSING Bashlite, Venom RAT, MooBot...

AS14061 DIGITALOCEAN-ASN Bashlite, MooBot, PoshC2...

AS132203 Tencent Building, Kejizhongyi
Avenue

XWarm, Unknown malware,
FatalRat...

AS9009 M247 Europe SRL Bashlite, PureLogs Stealer,

Remcos...

AS396982 GOOGLE-CLOUD-PLATFORM MooBot, Remcos, Unknown

malware...

AS37963 Hangzhou Alibaba Advertising
Co.,Ltd.

Xtreme RAT, MooBot, Remcos...

AS213230, Hetzner Online GmbH
AS24940

Bashlite, magecart, Venom RAT...

AS62005 BlueVPS OU Bashlite, Unknown malware,

AdaptixC2...

ASB075 MICROSOFT-CORP-MSN-AS- PoshC2, Remcos, Unknown
BLOCK malware...




p
Geographic Distribution Chart

10

Countries with suspicious hosting

-

US
GB
NL
DE
CA
SG
AU

Number of Malicious IPs

IN
JP
FR

Count
ountry ... and 30 more

Bulletproof Hosting Evolution Timeline

Bulletproof Hosting Activity Over Time

[ ] Bulletproof Activity Score Number of Suspicious ASNs

wCore

~

unod NSY

Bulletproof

Dec 2024 Jan 202¢ Mar 2025 5 May 2025 Jun 2025 Jul 202¢ Sep 2025




- NS Relationships

O

UnknownRAL
Brute'Ratel.C4

Forfdbook
g i BoshC2

(ns—cloud-b4.googl...
| ns-cloud-b .googl|...

Lns-cloud-b3.googl...) Unknown malware

(ns-cloud-bz.googl;:};r_se )

C
Ldns1 .registrar-se...j Cobalt Strike

(nsG.duckdns.orgJ XWorM\d% Lumma Stealer

&32' R dns.orgj (ORI ERAGRAT Stealer (PWS) O

Quasar %T
mcos
[ns&duckdns.org] O magecart
[ns7.duckdns.org] O et .
adamanthys

Lnss.duckdns.org Venom RAT

: nsQ.duckdns.orgj‘m)

Revenge RAT




NS Relationships

Nameserver Shared Families Families Shared Domains

Posnca ] Radamanthys | Formboo JRRER Get
D O G +11 more
Cxworm ] Adaptixc2 ] Revenge RAT TRl
Cxworm ] Adaptixc2 | Revenge raT JRAhatie
Cxworm ] Adaptixc2 | Revenge Ra™ JRilue
Cxworm ] Adaptixc2 | Revenge rat JRELNT
Cxworm ] Adaptixc2 | Revenge rat JRiae
Cxworm ] Adaptixc2 | Revenge RAT TRl it
O 5D 5T +5 more
Cxworm ] Adaptixc2 | Revenge RAT TRl L
O D) 5T +5 more
O D CTTS) +5 more
O D ) +5 more
O D CETS) +5 more
Cxworm ] Formbook ] Unnown RAT TR ich e
Cxworm ] quasar RaT ] Reduine tesier JRAcha ot
Cxworm ] Qussar RAT ] Redline steaier JRAch o
Cxworm ] Quasar RAT ] Redine sesier JRAchuoe
Cxworm ] Qusser RAT ] Redline stesier SRR g
Cxworm ] Quasar AT ] Redine stesier JRACRSe

dnsl.registrar-servers.com
dns2.registrar—-servers.com
nsl.duckdns.org
ns2.duckdns.org
ns3.duckdns.org
nsd.duckdns.org
ns5.duckdns.org
ns6.duckdns.org
ns7.duckdns.arg
ns8.duckdns.org

ns9.duckdns.org

ns—-cloud-bl.googledomains.com

ns—-c loud-b2.googledomains.com
ns—cloud-b3.googledomains. com
ns—-c loud-b4.googledomains. com
nsl.playit—-dns.com
ns2.playit-dns.com
nsl.playit.cloud
ns67.domaincontrol.com

ns68.domaincontrol.com







Cross-Famlly Infrastructure Examples

IPs Serving Multiple Malware Famllles -

104.21.112.1 = RAT + PostQEproitation + SociaI_En.gineering + Infostealer
104.21.16.1 — RAT.+ Post—EprOitétiOn + Social_Engineering + Infostealer
104.21.32.1 = RAT + Post-Exploitation + Social_Engineering + Infostealer
104.21.48.1 = RAT + Post-Exploitation + Social_Engineering + Infostealer

104.21.64.1 = RAT + Post-Exploitation + Social_Engineering + Infostealer



" The Soft Block...

Not quite blocking

Potentially Malicious Endpoints



~Soft Block Recommendations

High-Risk Infrastruc’ture

10 High-Risk ASNs require monitoring

15 Suspicious Network Ranges identified



Soft Block Recommendations
Top Priority ASNs = ' -

Hangzhou Alibaba Advertising CO.,Ltd. (Score: 248.5)

Hetzner Online GmbH (Score: 230.8)

CLOUDFLARENET (Score: 230.2)

Shenzhen Tencent Computer Systems Company Limited (Scoke: 185.4)

AS-COLOCROSSING (Score: 159.3)



Soft Block Recommendations

Monitoring Rules-

f beacon destination is in high-risk ASN = SOFT_BLOCK
If beacon destination is in suspicious network range = SOFT_BLOCK

If beacon destination matches historical malware IP pattern - SOFT_BLOCK



ASN Search



ASN for IP associated with DCRat that is benign

Search Infrastructure:

Cq 57367

|

:— Search Results

Ip 128.204.223.46 (LIS

Malware Types: DCRat
Techniques:




Malicious IPs on one ASN. (BulletProof Hoster)

Search Infrastructure:

(Q 42708

:= Search Results

P 46.246.12.7 [TMETINIC 0

Malware Types: DCRat

Techniques: -

1 46.246.6.14 ([N D)

Malware Types: DCRat

Techniques: -

P 46.246.86.6 (LG T D)

Malware Types: DCRat

Techniques: -

P 46.246.6.16 ([ ICA LD

Malware Types: DCRat

Techniques: -
1p 46.246.82.12 (ML XICL D
Malware Types: DCRat

Techniques: -

IP 46.246.82.2 ips 100.0 (Critical) m

Google ASN

Search Infrastructure:

(O\ 15169

= Search Results

 CHE DD I ips | 100.0 (Critical)

Malware Types: DCRat
Techniques:

1P 142.250.107.84 (ML

Malware Types: DCRat
Techniques:

1P 173.194.202.94 (LRI D

Malware Types: DCRat
Techniques:

IP 192.178.163.100 ips . 100.0 (Critical)

Malware Types: DCRat
Techniques:

1P 192.178.163.101 (TN

Malware Types: DCRat
Techniques:

1P 192.178.163.102 (EIELNICLED

Malware Types: DCRat
Techniques:




URL/Domain Search



'DCRat Exact URL

Search Infrastructure:

Q. http://a1167258.xsph.ru/cc3a74f8.php

Search Results

Ip 141.8.197.42 ([[EYIC L

Malware Types: DCRat

Techniques: -




-DCRat Exact domain

Search Infrastructure:

(Q a1167258.xsph.ru

:— Search Results

1P 141.8.197.42 ([MELXICL D

Malware Types: DCRat

Techniques: -




URL/Domain
~ Similarities

PREDI Framework @ Dashboard Q Infrastructure Analysis Predictions S* Advanced Analysis ~
amewo Y

Infrastructure Analysis

Search Infrastructure: Infrastructure Type:

Q. http://a116l7258.xsph.ru/cc3a74f8.php All Types

:= Search Results

P 141.8.197.42

|~ Malicious
@ Details

Video showing similar lexical domain/url search

ips _ 100.0 (Critical) )| - Malicious_

Malware Types: DCRat

Techniques: -

IP 141.8.197.42

Malware Types: DCRat

Techniques: -

IP 141.8.197.42

Malware Types: DCRat

Techniques: -

IP 141.8.197.42

Malware Types: DCRat

Techniques: -

Ip 141.8.197.42 ()
Malware Types: DCRat

Techniques: -

</> API Do




. |P Relationships



IP Similarit
== P

RX)ICT Framework @ Dashboard Q Infrastructure Analysis Predictions *S* Advanced Analysis ~* </> API Docs @ About

Infrastructure Analysis

Search Infrastructure: Infrastructure Type: Classification: ©

Q. 89.169.54.153 All Types All Classifications

:= Search Results , Export | €K ) = Quick Statistics

Total IPs:

IP 89.169.12.238 m

Malware Types: AsyncRAI Video ShOWing Similar IP Search fotal ASNs:

Techniques: - lotal Nameservers.:

High Risk Items:
IP 89.169.12.238 m

Malware Types: AsyncRAT @ Details Predict

Techniques: - “O Recent Searches

89.169.54.153
IP 89.169.12.238 m all types » 11/10/2025

all types « 11/10/2025

Techniques: -
89.169..101

all types » 11/10/2025

1P 89.169.7.115 ([P 89.169.7.101

X ,
Malware Types: Unknown malware @ Details Predict all types ¢ 11/10/2025

Techniques: - 89.169.7.115
all types » 11/10/2025

Malware Types: AsyncRAT

89.169.54.238
all types » 11/10/2025

89.169.54.23

| y W » J /) ,)‘




Other Ways to Use Relationship Data

« XDR
 Stored Passive DNS
 Active DNS Queries
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1,033,772,959,529 Total XDR Events
25,606,206 associated with malicious infrastructure (.002477% of total events)

A

h

g

)
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Row Labels ’Zl
+104.21.112.1
["Social_Engineering","Unknown","Infostealer”,"RAT"]
+104.21.16.1
["Unknown","RAT","Infostealer”,"Social_Engineering"]
+104.21.32.1
["Unknown","Social_Engineering","RAT","Infostealer”]
+104.21.48.1
["RAT","Infostealer”,"Unknown","Social_Engineering"]
+104.21.64.1
["Social_Engineering","Unknown","Infostealer”,"RAT"]
+104.21.80.1
["Unknown","Social_Engineering","RAT","Infostealer"]
+104.21.96.1
["RAT","Unknown","Social_Engineering","Infostealer"]
+13.248.169.48
["Infostealer”,"Unknown"]

115.197.148.33 " Grouped Destination |IPs
["Unknown","Infostealer"] and the malware they relate to
+162.159.36.2
["RAT","Infostealer"]
2199.59.243.228

["Unknown"]




hostna me Ip port owner
cdn-v2.reelup.io 104.21.48.1 443 Inull

www.dmcaforce.com 104.21.64.1 443 Inull
www.hiveworkshop.com 104.21.112.1 443 inull
clearout.io 104.21.96.1 443 Inull

Enriching XDR data with malware relatlonshlp mformatlon 53 nuu

playcode.io 104.21.32.1 443 Inull

tagsrv.swayer.io 104.21.48.1 443 Inull
playcode.io 104.21.64.1 443 Inull
playcode.io 104.21.64.1 443 Inull

audienceexposure.com 199.59.243.2 443 inull
: null




cmd line name ath

--type=utility chrome.exe JC:\Program Files\Google\Chrome\Application\ct
--type=utility msedge.exe BC:\Program Files (x86)\Microsoft\Edge\Applicatic
--type=utility chrome.exe §C:\Program Files\Google\Chrome\Application\ct

firefox.exe BC:\Program Files\Mozilla Firefox\firefox.exe
SVC En_riching XDR dala with maI\Lva_re relatignship inforr_nation C hOSt exe

--type=utility chrome.exe BC:\Program Files\Google\Chrome\Application\cf
--type=utility chrome.exe §C:\Program Files\Google\Chrome\Application\ct
--type=utility chrome.exe §C:\Program Files\Google\Chrome\Application\ct
--type=utility chrome.exe §C:\Program Files\Google\Chrome\Application\ct
--type=utility chrome.exe BC:\Program Files\Google\Chrome\Application\cf
#NAME? svchost.exe/AC:\Windows\System32\svchost.exe




N7
name arent_process

"Integrity_id":3,"pid":35936,"cmd_
"Integrity_id":3,"pid":48456,"cmd._
"Integrity_id":3,"pid":25576,"cmd._
‘Integrity_i1d":3,"pid":8324,"cmd_l
NTAUTHORITY\N FEde Rt e R I CEUIST infor.matiQn d"- 5,"pi d"21292,"C md_U
"Integrity_id":3,"pid":12700,"cmd_
"Integrity_id":3,"pid":12336,"cmd._
"Integrity_id":3,"pid":12700,"cmd_
"Integrity_id":3,"pid":12700,"cmd_
"Integrity_id":3,"pid":15780,"cmd_
NTAUTHORITYANETWORKSERVICE "Integrity id":5,"pid":1808,"cmd |

\v

v

e
~

I v \v \v v




parent_process

"Integrity_id":3,"pid":35936,"cmd_line":"", "file":{"name":"chrome.exe","type_l
"Integrity_id":3,"pid":48456,"cmd_line":"--profile-directory=Default”,"file":{"n
"Integrity_id":3,"pid":25576,"cmd_line":"", "file":{"name":"chrome.exe","type_l
"Integrity_id":3,"pid":8324,"cmd_line":"","file":{"name":"Explorer.EXE","type_lI

"Integrity_id":5,"p
"Integrity_id":3,"pid":12700, "cmd line":"--profile-directory=\"Profile 1\"","file
"Integrity_id":3,"pid":12336,"cmd_line":"", "file":{"name":"chrome.exe","type_i
"Integrity_id":3,"pid":12700,"cmd_line":"--profile-directory=\"Profile 1\"","file
"Integrity_id":3,"'pid":12700,"cmd_line":"--profile-directory=\"Profile 1\"","file
"Integrity_id":3,"pid":15780,"cmd_Lline":"","file":{"name":"chrome.exe","type_li
"Integrity 1d":5,"pid":1808,"cmd_line":"","file":{"name":"services.exe","type I«

Enrlchlng XDR data W|th malware relationship mformatlon ", "Se rVICES exe" "type |(




1alware_ip_: malware_ip_ malware_ip_families N

275 critical ["RAT","Infostealer”,"Unknown","Social_Engineering
269 critical ["Social_Engineering”,"Unknown","Infostealer”,"RAI
272 critical ["Social_Engineering”,"Unknown","Infostealer”,"RAI
270 critical ["RAT","Unknown","Social_Engineering","Infostealel
61 C ritiC 3 Enriching XDR data ith ma_lware r?lationship iInformation
279 critical ["Unknown","Social_Engineering","RAT","Infostealel
275 critical ["RAT","Infostealer”,"Unknown","Social_Engineering
269 critical ["Social_Engineering”,"Unknown","Infostealer”,"RAI
269 critical ["Social_Engineering”,"Unknown","Infostealer”,"RAI
14 medium ["Unknown"]

61 critical ["RAT","Infostealer”]




malware_ip_ malware_ma malware_hig malware_is_suspicious

l_Engineering 4 275 critical TRUE
stealer”,"RAl 4 269 critical TRUE
stealer”,"RAI 4 272 critical TRUE
" "Infostealel 4 270 critical TRUE
Enriching XDR data with malw'are relatinship Information TRUE

" "Infostealel J critica TRUE
l_Engineering 4 275 critical TRUE
stealer”,"RA] 4 269 critical TRUE
stealer”,"RAl 4 269 critical TRUE
1 14 medium TRUE

2 61 critical TRUE




Passive DNS /&)

4 /
L\ W\ \\(\ /L\

P



48,813,835,544 Total Passive DNS of Newly Seen Domains
3,369,173,682 associated with malicious infrastructure (6.90%)

display(pdns_tree. limit(5))

» (1) Spark Jobs

» B pdns_tree: pyspark.sql.connect.dataframe.DataFrame = [hourstamp: long, domain: string ... 5 more fields]

Table T

v v v v v w v w v Vv v A v Vv v v - VOV Ve A4

A% type

2 -0-0-0-0-0-0-0-57-0-0-0-0-0-0-0-0-0-0-0-0-0.info A

3 -0-0-0-0-0-0-0-57-0-0-0-0-0-0-0-0-0-0-0-0-0.info A

2% rr

NF NI NI s Y

54.85.87.184
54.85.87.184

»°~ name

P A NS NS e R L G Sk G o W . N L i N S N, . G < N L N o

s L S s ey

v v W W L - A4 vV v v - W LN v v N’

v v v v v v A S T

> 0-0-2-3-4-1-7-4-5-4-6-4-4-1-6-2-0-7-3-0-4-7-0-7-1-8-0-3-1-7-1-.0-0-0-0-0-0-0-0-0-0-0-0-0-57-0-0-0-0-0-0-0-0...

> 0-0-3-0-6-0-1-3-3-5-3-1-3-7-1-4-0-1-5-5-0-5-0-0-2-4-5-3-3-3-6-.0-0-0-0-0-0-0-0-0-0-0-0-0-57-0-0-0-0-0-0-0-0...

2% name_server

LR A L A L L L

ns3.csof.net.

ns1.csof.net.

QY H @O

2% name_server_backup

null

null

4 AAAA 2a00:d70:0:b:2002:0:d91a:3650 0-100-0.ch. ns3.hostpoint.ch. null
5 s.net TXT "v=spf1 include:mx.ovh.com ~all" 0-100editions.net. dns110.ovh.net. null
| 11:27 AM (9s) 1 s 17 <& I3
1 %sql
lect x from enriched_pdns_tree
there malware_is_suspicious = 'true’

> —

» (3) Spark Jobs

Table +

1°s hourstamp

1752537600
1752537600
1752537600
1752537600
1752537600
1752537600
1752537600
1752537600
1752537600
1752537600
1752537600
1752537600
1752537600
1752537600

_sqldf: pyspark.sql.connect.dataframe.DataFrame = [hourstamp:

1% domain 2% type
000027s.cn
000027s.cn
000027s.cn
000027s.cn
000027s.cn
000027s.cn
000027s.cn
000027s.cn
000027s.cn
00006018.com
000If.shop
0033.xyz

005.ai

o N Sl B OB G- a% W 8 b il e - B SN B - B e B e - 3 5 3 e

005.ai

long, domain: string ... 18 more fields]

2% rr
104.21.112.1
104.21.112.1
104.21.112.1
104.21.16.1
104.21.16.1
104.21.16.1
104.21.32.1
104.21.32.1
104.21.32.1
15.197.148.33
13.248.213.45
13.248.169.48
13.248.169.48
13.248.169.48

Enriching passive DNS data with malware relationship information

»°. name

exyeczwflyn.000027s.cn.

pexiby.000027s.cn.
zydkmi.000027s.cn.

exyeczwflyn.000027s.cn.

pexiby.000027s.cn.
zydkmi.000027s.cn.

exyeczwflyn.000027s.cn.

pexiby.000027s.cn.
zydkmi.000027s.cn.
00006018.com.
000If.shop.
0033.xyz.

*.005.ai.

test.005.ai.

2% name_server

albert.ns.cloudflare.com.

marissa.ns.cloudflare.com.

albert.ns.cloudflare.com.

albert.ns.cloudflare.com.

marissa.ns.cloudflare.com.

albert.ns.cloudflare.com.

albert.ns.cloudflare.com.

marissa.ns.cloudflare.com.

albert.ns.cloudflare.com.
ns35.domaincontrol.com.
ns75.domaincontrol.com.
ns2.afternic.com.
ns2.dan.com.

ns2.dan.com.

2% name_server_backup
null
null
null
null

null

null
null
null

null

1.2 malware_ip_score

272
272
272
279
279
279
279
279
279

77

19
107
107
107

2% malware_ip_risk

critical
critical
critical
critical
critical
critical
critical
critical
critical
critical
medium
critical
critical

critical

QY 8 O

&% malware_ip_families

> ["Social_Engineering","Unknown","|
> ["Social_Engineering®,"Unknown""|
> ["Social_Engineering”,"Unknown","|
> ["Unknown""RAT","Infostealer","So
> ["Unknown","RAT","Infostealer","So
> ["Unknown""RAT","Infostealer","So
> ["Unknown""Social_Engineering","|
> ["Unknown","Social_Engineering","|
> ["Unknown""Social_Engineering","|
> ["Unknown""Infostealer"]

> ["Unknown"]

> ["Infostealer","Unknown"]

> ["Infostealer","Unknown"]

> ["Infostealer"”,"Unknown"]







Nav 2 00:29:17 dnsmasq[16371]: [Cached 1337X.T0 1S ZoUb:4/U0:3uUsa::6819:28C1
Nov 2 00:29:17 dnsmasq[16371]: [cached 1337x.to is 2606:4700:3032::ac43:bcé43
~Nov 2 00:29:17 dnsmasq[16371]: [reply apibay.org is 104.21.62.171
Nov 2 00:29:17 dnsmasq[16371]: reply apibay.org is 172.67.137.143
Nov 2 00:29:17 dnsmasq[16371]: reply apibay.org is 2606:4700:3037::6815: 3eab
A t Nov 2 00:29:17 dnsmasqg[16371]: reply apibay.org is 2606:4700:3033::ac43:898f
c Ive Onl orln Nov 2 00:29:17 dnsmasq[16371]: reply 1337x.to is 104.21.40.193
Nov 2 00:29:17 dnsmasq[16371]: reply 1337x.to is 172.67.188.67
. Nov 2 00:30:080 dnsmasq[16371]: failed to send UDP request: Network unreachable
Logs DNS etc Nov 2 00:30:00 dnsmasqg[16371]: failed to send UDP request: Network unreachable
Nov 2 00:40:29 dnsmasq[16371]: [failed to send UDP request: Network unreachable
3 Nov 2 00:40:29 dnsmasq[16371]: failed to send UDP request: Network unreachable
I\ Nov 2 00:45:20 dnsmasq[16371]: ‘query[A] acg.rip from 192.168.1.24
LS Nov 2 00:45:20 dnsmasq[16371]: cached-stale acg.rip is 194.127.164.6
Nov 2 00:45:20 dnsmasq[16371]: forwarded acg.rip to 208.67.220.220
‘ Nov 2 00:45:20 dnsmasq[16371]: query[AAAA] acg.rip from 192.168.1.24
Nov 2 00:45:20 dnsmasq[16371]: cached-stale acg.rip is NODATA-IPvé
. y Nov 2 00:45:20 dnsmasqg[16371]: forwarded acg.rip to 208.67.220.220
Nov 2 00:45:20 dnsmasq[16371]: [query[A] eztvx.to from 192.168.1.24
) Nov 2 00:45:20 dnsmasq[16371]: [cached-stale eztvx.to is 172.67.194.150
Nov 2 00:45:20 dnsmasq[16371]: [cached-stale eztvx.to is 104.21.68.109
Nov 2 00:45:20 dnsmascq[16371]: forwarded eztvx.to to 208.67.220.220
Nov 2 00:45:20 dnsmasq[16371]: lquery[AAAA] eztvx.to from 192.168.1.24
- 2 Nov 2 00:45:20 dnsmasq[16371]: [cached-stale eztvx.to is 2606:4700:3033::6815: 444d
- ed-stale eztvx.to 1s 2606:4700:3031::ac43:c296

Live monitoring of a networks DNS traffiC . geq cotvx.to to 208.67.220.220

{ [o}Y;

00:

45:

20

dnsmasq[16371]:

query[A] apibay.org from 192.168.1.24

00:45:20 dnsmasq[16371]:
00:45:20 dnsmasq[16371]:
00:45:20 dnsmasq[16371]:
00:45:20 dnsmasq[16371]:
00:45:20 dnsmasq[16371]:
00:45:20 dnsmasq[16371]:
00:45:20 dnsmasq[16371]:

Nov

Nov

' . Nov
Nav

Nov

. Nov

L [o}V;

cached-stale apibhay.org is 104.21.62.171
cached-stale apibay.org 1is 172.67.137.143

forwarded apibay.org to 208.67.220.220

query[AAAA] apibay.org from 192.168.1.24
cached-stale apibay.orq 1s 2606:4700:3037::6815:3eab
cached-stale apibay.org is 2606:4700:3033::ac43:898f
forwarded apibay.org to 208.67.220.220

Nav
Nov
[ [s}V;
Nav
Nov
Nov
Nov
Nav
Nov
Nov
Nov

NAav

DIRORN NNV NNMBMNOMNMNMNNMMOMPMMNNMNMNMODRNNN®ND

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
an -

45:
120

45

45:
45:
120

45

45
45:
45:
120
45:

45:
A

49

20

20
20

20
20
20

yA

oS0
e

[

[

[

[

[

[

[
dnsmasq[16371]:
dnsmasq[16371]:
dnsmasq[16371]:
dnsmasq[16371]:
dnsmasq[16371]:
dnsmasq[16371]:
dnsmasq[16371]:
dnsmasq[16371]:
dnsmasq[16371]:
dnsmasq[16371]:

dnsmasq[16371]:
Arncecmacn [1AZ71 1] -

reply
reply
reply
reply
reply
reply
reply
reply
reply
reply

acg.rip 1s NDDATA-IPvé
acg.rip 1is 194.127.164.6
eztvx.to is 104.21.68.109
eztvx.to is 172.67.194.150
eztvx.to 1s 2606:4700:3031::ac43:c296
eztvx.to 1s 2606:4700:3033: :6815:446d
apibay.org is 104.21.62.171
apibay.org is 172.67.137.143
apibay.org 1s 2606:4700:3033:
apibay.org 1s 2606:4700:3037:

ac4d:B98f
:6815: 3eah

quer [A] dlag meethue com from 192 168.1.17

e .. ode . AL AMAES .



2025-11-02 22:46:57,221 - elastic_transport.transport - INFO - HEAD http://localhost:9200/predict-results [status:200 duration:0.004s)
2025-11-02 22:46:57,221 - __main__ - INFO - Parsing DNS log file...

Extracted I0OCs from DNS log:
- Domains: 13
- IPs: 30

Domains found: ping.uvi.com, feed.flightradar24.com, 1337x.to, similardomain.bg, testbaddomain.com, nissi2.bg, rutracker.org, 2.pool.ntp.org, 1l.pool.ntp.org, scrobbles.plex.tv
. and 3 more

IPs found: 35.172.142.61, 172.64.151.205, 104.18.98.112, 66.118.228.14, 67.217.246.204, 45.83.234.123, 137.110.222.27, 104.21.32.39, 162.159.200.1, 23.150.41.122
. and 20 more

i LOW-MEDIUM RISK: nissi2.bg (Similar: 1, Related: 1) | Malware: AdaptixC2
2025-11-02 22:46:57,284 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/_doc [status:201 duration:0.002s)
2025-11-02 22:46:57,284 - __main__ - INFO - Indexed domain nissi2.bg - Matches: 0, Related: 1

Progress: 10/43 I0Cs processed...

i LOW RISK: nissi.bg (Exact: 1, Similar: 20, Related: 37) | Malware: AdaptixC2, Bashlite, BlackCat Ransomware
2025-11-02 22:46:57,327 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/_doc [status:201 duration:0.003s)
2025-11-02 22:46:57,327 - __main__ - INFO - Indexed domain nissi.bg - Matches: 1, Related: 37

Progress: 20/43 I0Cs processed...

A MEDIUM RISK: 104.167.215.195 (Exact: 0, Similar: 1, Related: 1) | Malware: AdaptixC2
2025-11-02 22:46:57,433 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/ _doc [status:201 duration:0.002s)
2025-11-02 22:46:57,433 - __main__ - INFO - Indexed ip 104.167.215.195 - Matches: 0, Related: 1

Progress: 30/43 10Cs processed...

A MEDIUM RISK: 23.95.35.34 (Exact: 0, Similar: 2, Related: 2) | Malware: Bashlite
2025-11-02 22:46:57,487 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/_doc [status:201 duration:0.002s)
2025-11-02 22:46:57,488 - __main__ - INFO - Indexed ip 23.95.35.34 - Matches: 0, Related: 2

A HIGH RISK: 128.199.219.80 (Exact: 1, Similar: 22, Related: 42) | Malware: AdaptixC2, Bashlite
2025-11-02 22:46:57,530 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/_doc [status:201 duration:0.002s)
2025-11-02 22:46:57,530 - __main__

rrogress: 4o0/as 10cs processea. V@ monitoring of a networks DNS traffic

Progress: 43/43 10Cs processed...

Total IOCs analyzed: 43
Found in PREDICT DB: S
Not found: 38

Risk Distribution:
- High Risk: 1
- Medium Risk: 2
- Low Risk: 1
- Low-Medium Risk: 1

Elasticsearch Indexing:

- Successfully indexed: S

- Failed to index: 0O
2025-11-02 22:46:57,559 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/_count [status:200 duration:0.002s)
2025-11-02 22:46:57,561 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/_search [status:200 duration:0.002s)

Elasticsearch Index 'predict-results' Statistics:
- Total documents: 25
- Documents with API data: 25

v Results have been indexed to Elasticsearch index: 'predict-results’'
v You can view them in Kibana at: http://localhost:5601



Live monitoring of a networks DNS traffic

i LOW-MEDIUM RISK: nissi2.bg (Similar: 1, Related: 1) | Malware: AdaptixC2
2025-11-02 22:46:57,284 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/_doc [status
2025-11-02 22:46:57,284 - __main__ - INFO - Indexed domain nissi2.bg - Matches: 0, Related: 1

Progress: 10/43 I0Cs processed...

i LOW RISK: nissi.bg (Exact: 1, Similar: 20, Related: 37) | Malware: AdaptixC2, Bashlite, BlackCat Ransomware
2025-11-02 22:46:57,327 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/_doc [status
2025-11-02 22:46:57,327 - __main__ - INFO - Indexed domain nissi.bg - Matches: 1, Related: 37

Progress: 20/43 I0OCs processed...

A MEDIUM RISK: 104.167.215.195 (Exact: 0, Similar: 1, Related: 1) | Malware: AdaptixC2
2025-11-02 22:46:57,433 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/_doc [status
2025-11-02 22:46:57,433 - __main__ - INFO - Indexed ip 104.167.215.195 - Matches: 0, Related: 1

Progress: 30/43 I0Cs processed...

A MEDIUM RISK: 23.95.35.34 (Exact: 0, Similar: 2, Related: 2) | Malware: Bashlite
2025-11-02 22:46:57,487 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/_doc [status
2025-11-02 22:46:57,488 - __main__ - INFO - Indexed ip 23.95.35.34 - Matches: 0, Related: 2

A HIGH RISK: 128.199.219.80 (Exact: 1, Similar: 22, Related: 42) | Malware: AdaptixC2, Bashlite
2025-11-02 22:46:57,530 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/_doc [status
2025-11-02 22:46:57,530 - __main__ - INFO - Indexed ip 128.199.219.80 - Matches: 1, Related: 42
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Total I0Cs analyzed: 43
Found in PREDICT DB: 5
Not found: 38

Risk Distribution:
- High Risk: 1
- Medium Risk: 2
- Low Risk: 1
- Low-Medium Risk: 1

Elasticsearch Indexing:

- Successfully indexed: S

- Failed to index: 0O
2025-11-02 22:46:57,559 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/_count [status:200 duration:0.002s)
2025-11-02 22:46:57,561 - elastic_transport.transport - INFO - POST http://localhost:9200/predict-results/_search [status:200 duration:0.002s)

Elasticsearch Index 'predict-results' Statistics:
- Total documents: 25
- Documents with API data: 25



New Open Share Alerts Inspect (%) Save

Last 1 day _ Refresh

25 hits Break down by
Selected fields

0C
loc. type =
malware_families ;

risk_level Nov 1, 2025 @ 23:08:06.727 - Nov 2, 2025 @ 23:08:06.727 (interval: Auto - 30 minutes)

risk_score Documents Field statistics

similar_matches .
Columns T 1field sorted m S

Popular fields J lookup_timestamp (© v joc v joc_type v malware_families v risk_level v risk_score v similar_matches

related iocs Nov 2, 2025 @ 14:46:57.528 128.199.219.80 ip AdaptixC2, Bashlite high

10C

BEERE Sendingmonitoring of a networks DNS traffic to a SIEM

rnsk_score

ioc_type .
:57.430 104.167.215.195 AdaptixC2 medium

simiar_matches

Available fields
domain AdaptixC2, Bashlite

' BlackCat Ransomware
active

asn
: nissi2.bg domain AdaptixC2 low-medium
city

country

dans_source_log
104.167.215.195 AdaptixC2 medium
exact_matches

first_seen

o Add a field Rows per page




P . Dashboard Editing PREDICT Results @ . Settings Share Save as Switch to view mode

J

(4] () Filter your data using KQL syntax il v Last1day ) Refresh

) Create visualization (+) Add panel ) Add from library % Controls
®

I0C Risk Levels L@ °92  Malware Family Relationship

® Count
high 20%

medium-high
20%

malware_families: Descending

low % low 5 (20%)

Building a dashboard in your SIEM

J

High Risk I0Cs L& °°¢  10C Timeline

Top S values of ioc Top 3 values of risk_level v Top 3 values of malware_f v Count of records v high

low

104.167.215.195 medium AdaptixC2 S

low-medium

128.199.219.80 high AdaptixC2 Other
128.199.219.80 high Bashlite

23.95.35.34 medium-high Bashlite

timestamp per 30 minutes




</> API Documentation

REST API for Infrastructure Analysis and I0C Lookup

Quick Navigation Overview
Overview

The PREDICT Infrastructure Analyzer API provides programmatic access to our malware infrastructure analysis and 10C lookup capabilities.
Authentication

Base URL: http://localhost:5001/api
I0C Lookup

Content-Type: application/json
Analysis

Response Format: JSON
Predictions

Authentication: Required via API Key (see Authentication section)
Examples
Rate Limits & Tiers ¥ Quick Start Example:

# Get your API key from /account, then:

Quick Links export PREDICT_API_KEY="predict_your_api_key_here"

A Get API Key # Test it out:

curl —=H "X-API-Key: $PREDICT_API_KEY" \
"http://localhost:5001/api/ioc/lookup/8.8.8.8"

T Upgrade Plan

Supportec

. 1P Add API Docs included

Domain Na
CIDR Blocks

URLs

Hashes (MD5, SHAL, SHA256)
Nameservers

Authentication

All API requests require authentication via API key. Web interface access uses session-based authentication.

& Getting Your API Key:
1. Log in to your account
2. Navigate to Account Settings

3. Click "New Key" in the API Keys section
4. Copy and securely store your API key




4 @, % predict.pyosec.com/account Q 9 53 (] —

28 i mail 4 Feedly [) WORK [7] HOME [7) other «® Project: Deep Age... [) All Bookmarks

Account Settings

2 Profile Information

First Name

josh API Daily Limit

Unlimited
Last Name
pyorre © Community Edition includes unlimited access to all features
Email

jpyorre@pyosec.com

Company

You can make an account to get an API key

pyosec

& Change Password
|£ Usage Statistics A API Keys .

Daily API Usage 0/ o0 No API keys created yet.

Total API Usage Plan
0 Community Edition

PREDICT Framework



& ey % predict.pyosec.com/account h| ¥ @ 9 A

89  PiImail 4 Feedly [) WORK [) HOME [) other €® Project: Deep ~ ~ R | () All Bookmarks

Account Settings

2 Profile Information

First Name

API Daily Limit
Unlimited

josh

Last Name },

pyorre : : ; s to all features

Email

jpyorre@pyosec.com

i, APl Demo

Company

pyosec

B Update Profile & Change Password

|£ Usage Statistics i

Daily API Usage

Total APl Usage
0

PREDICT Framework



- Take Action -

* Notify on'Results
e Soft-block (monitor) .
* Actual Block (DNS sinkhole, Firewall, etc...)



" Future Work



Future Work:

AAn

«= Geopolitical Event Correlation

Analyze correlations between malware activity and geopolitical events

Family Correlations:

BlackMatter Ransomware - 5 correlations

military_conflict: Russia-Ukraine Conflict Escalation
Date: 2022-02-24 | Strength: 2.400 | Activity Impact: High

political_event: US Presidential Election
Date: 2020-11-03 | Strength: 0.000 | Activity Impact: Low

e ek S I’m working on trying to correlate incidents to real-world events
Date: 2020-03-15 | Strength: 0.000 | Activity Impact: Low (ThlS presentation iS the start Of Working towardS that)

political_event: US Capitol Events
Date: 2021-01-06 | Strength: 0.000 | Activity Impact: Low

military_conflict: Middle East Conflict
Date: 2023-10-07 | Strength: 0.000 | Activity Impact: Low

PurelLogs Stealer - 5 correlations

Remcos - 5 correlations

Quasar RAT - 5 correlations




Future Work.

. Create my very own VirusTotal
* Rebuild my malware lab (the 10 year old MacBook battery started to swell)

 explore TLD similarities and fast flux



-Code/Website

s gitlab.pyosec.com/jpyorre/predict-community =

< C % predict.pyosec.com
Write drunk

696 PREDICT Framework @ Dashboard Q Infrastructure Analysis Predictions S* Advanced Analysis ¥ </>API [

PREDICT Dashboard

sh Pyorre PREDICT-community

P PREDICT-community &

Infrastructure Items High Risk Items Cross-Family Infrastructure

= 11874 A 15019 141

¥ main v predict-community Find file Code v

j fixed the lib dir not copying to allow for geolocation map input

Josh Pyorre authored 8 hours ago

ca248fda [

s

History
€& Risk Distribution = Top PREDICT Techniques

Name Last commit Last update
[ PREDICT-Community fixed the lib dir not copying to allow for ... 8 hours ago
[ infrastructure_files First commit 9 hours ago
[ ioc_collection rst Comn 9 hours ago

1+ README.md fixed the lib dir not copying to allow for ... 8 hours ago

[©) README.md

PREDICT Community Edition

Predictive Relationship and Evolution Detection of Infrastructure in Cyber Threats

A containerized cyber threat intelligence framework for analyzing malware infrastructure relationships and predicting
infrastructure reuse across malware families.

* |nstall it yourself: |

* [ry it with all the data I’'ve collecteaq:



Thank you!

+ Install it yourself:

+ Try it with all the data I've collected:
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DIE \
 |f you like dark electronic music: \ﬁ(
- https://dievortex.com |VO\RT



https://dievortex.com

