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This is where I work



I have access to a lot of DNS data





As of Nov, 2020

Showing blocks based on malware activity in my environment



Ransomware 

History and Info



• Discovered 1989


• Encrypted file names after 90 days


• Victims asked to ‘renew the license’ by sending $189 to a P.O. Box in Panama


• Creator, Joseph Popp arrested shortly after and charged with blackmail





Estimated $1.5B Gross Revenue Per Year







Ransomware on a SmartTV :O



https://twitter.com/W3nd1g04n6/status/437946054613688320



https://www.hipaajournal.com/three-hospitals-medical-devices-hacked-using-xp-exploits-3487/



so many variants…

There are



Using public sources of data to look at ransomware



Using public sources of data to look at ransomware



I scraped the malware wiki

Using public sources of data to look at ransomware

The site is gone, but you can download my 
scraped data at  

https://modernsecuritymethods.com/2020/11/11/ransomware-over-time/#ransomware-over-time

https://modernsecuritymethods.com/2020/11/11/ransomware-over-time/#ransomware-over-time
https://modernsecuritymethods.com/2020/11/11/ransomware-over-time/#ransomware-over-time


375 Variants

Data from malware wiki used to make a timeline of ransomware 
first dates



Data from malware wiki used to make a timeline of ransomware 
first dates



Access this at https://modernsecuritymethods.com/

A nicer timeline of the same data



Who Was Affected in 2019?



Who Was Affected in 2019?

• 113 State and Municipal Governments/Agencies


• 764 Health Care Providers


• 89 Universities, Colleges and School Districts


• 1,233 Individual Schools



• Emergency Patients Redirected


• Medical Records Lost


• Surgical Procedures Canceled




• 911 Services Interrupted


• Dispatch Services Interrupted


• Police Locked out of Systems


• Badge Scanners offline


• Jail Doors Couldn’t be Remotely Opened










• Methods of payments


• Amounts paid

Ransom Payments



22,632 Ransomware Blocks

Blocks of ransomware domains in my environment



Ransomware 
requires 
Work



Patient Zero Hit

Defense Signatures Built 

Target Expansion

Wide-Scale Prevalence

Monitor Adaption Based on Results

Domain Registration, IP, ASN Intel., Public / Private Announcements

Reconnaissance and Infrastructure Setup

Anatomy of a Cyber Attack



Current Malware 
Distribution Point

Next Malware 
Distribution 
Points





Maybe there’s a better way…



what?



Coinhive stopped

Crypto High Point





Encryptors 
Wipers 
Lockers 
RanScam

Types of Ransomware



Encryptors 
Lockers  
Wipers 
RanScam

Types of Ransomware



WannaCry May, 2017





DOUBLEPULSAR 
ETERNALBLUE

Supposedly



3/14/17: Microsoft Patches Released
Windows 7, 8.1, 10, Server 2008, Server 2012, Server 2016 and Vista

Microsoft patches for NSA exploits are already available 
Right now, the simplest way to avoid falling victim to AES-NI attacks is to block external traffic to SMB and RDP 
ports and to apply MS17-010, the Microsoft security bulletin that patched EXTERNALBLUE, the exploit the AES-NI 
author claims to use. 
Furthermore, to be on the safe side, just make sure you apply all the Microsoft patches that can block exploits from 
last week's Shadow Brokers dump. 
You should install these patches ASAP. A report from threat intelligence firm SenseCy released yesterday reveals that 
the cyber-crime underground is abuzz with talk on the various ways to use these exploits in mundane malware 
distribution. Furthermore, security researchers Dan Tentler an Rob Graham said they've spotted in-the-wild attacks 
with some of the leaked NSA exploits.

1 month before Shadow Brokers leak

https://www.bleepingcomputer.com/news/security/microsoft-says-it-already-patched-most-of-the-shadow-brokers-exploits/
https://blog.sensecy.com/2017/04/19/shadow-brokers-massive-leak-spreads-quickly-across-the-dark-web/
http://www.theregister.co.uk/2017/04/21/script_kiddies_exploit_shadow_brokers_dump/
https://www.bleepingcomputer.com/news/security/microsoft-says-it-already-patched-most-of-the-shadow-brokers-exploits/
https://blog.sensecy.com/2017/04/19/shadow-brokers-massive-leak-spreads-quickly-across-the-dark-web/
http://www.theregister.co.uk/2017/04/21/script_kiddies_exploit_shadow_brokers_dump/


3/14/17: Microsoft Patches Released
Windows 7, 8.1, 10, Server 2008, Server 2012, Server 2016 and Vista

But…



200,000 Computers across 150 Countries Affected



70,000 Devices



MRI Scanners



Blood Storage





https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/747464/securing-cyber-resilience-in-health-and-care-september-2018-update.pdf



£92 Million $118,972,560



Story of Wannacry - the first killswitch



Marcus’ Sinkhole traffic



Encryptors 
Lockers 
Wipers 
RanScam

Types of Ransomware



Petya



Fake Job-Seeking Email



Petya ransom screen



Petya bootloader screen



• July, 2016: Offered as RaaS


• December, 2016: New Variants Appear


• June, 2017: New Variant That Appears to Spread Via SMB

Petya changes



Encryptors 
Lockers 
Wipers 
RanScam

Types of Ransomware



NotPetya



• Started at M.E. Doc (Ukranian Accounting Software Developer)


• Malicious Update Pushed to Users


• Propagated through LANs using ETERNALBLUE and 
ETERNALROMANCE (port 445)


• Encrypts MFT/NFTS partitions, overwrites MBR

NotPetya



• Classifed as a Cyber Weapon


• Destroys Data, no C2, no Recovery Options

NotPetya





Encryptors 
Lockers 
Wipers 
RanScam

Types of Ransomware



https://www.zdnet.com/article/no-longer-honor-among-thieves-new-ransomware-takes-your-money-deletes-files-anyway/



https://blog.talosintelligence.com/2016/07/ranscam.html

You get the ransom note



https://blog.talosintelligence.com/2016/07/ranscam.html

Click the ‘I paid’ and get a ‘no you didn’t’



https://blog.talosintelligence.com/2016/07/ranscam.html

Looking at the network traffic, it’s just a GET request of an image



What It Looks Like



Download a sample of Gandcrab



Look at that sample in VirusTotal just to see what AV thinks of it



(video) Running Gandcrab in any.run



C2 Servers in the Open 
C2 Servers on TOR 
No C2 Servers 
Heavy Obfuscation

Ransomware Varies in Complexity



Ryuk

August, 2018: First Seen 
January, 2020: Added Wake on LAN



https://www.bleepingcomputer.com/news/security/ryuk-ransomware-uses-wake-on-lan-to-encrypt-offline-devices/

https://www.bleepingcomputer.com/news/security/ryuk-ransomware-uses-wake-on-lan-to-encrypt-offline-devices/
https://www.bleepingcomputer.com/news/security/ryuk-ransomware-uses-wake-on-lan-to-encrypt-offline-devices/




City of New Orleans was heavily affected - this is a report of that



https://twitter.com/th3_protoCOL/status/1206072329782153217?s=20

Variant of Ryuk that affected New Orleans



https://www.bleepingcomputer.com/news/security/ryuk-ransomware-likely-behind-new-orleans-cyberattack/

Variant of Ryuk that affected New Orleans



Variant of Ryuk that affected New Orleans



Spawned  
Process

Variant of Ryuk that affected New Orleans in my malware analysis 
system



Spawned  
Process

Variant of Ryuk that affected New Orleans in my malware analysis 
system



High CPU  
Usage  
(encrypting)

Variant of Ryuk that affected New Orleans in my malware analysis 
system



https://www.bleepingcomputer.com/news/security/ryuk-ransomware-likely-behind-new-orleans-cyberattack/

Variant of Ryuk that affected New Orleans



Data Leaks



Maze ransomware and data leak group



MAZE Ransomware 

1: Generates RSA key pair:

Protected by Master RSA key

Private Key

Public Key
2: Encrypt files with this key

3: Network callouts to IP addresses, with random URLs
4: Create ‘DECRYPT-FILES.html’ ransom note

Maze ransomware and data leak group



Base64 string, containing an encrypted private decryption key and information about 
the computer, such as computer name, logged in user, version of Windows, and other 
information used by the ransomware. The ransom note states that this text must be 
sent when emailing the ransomware developer.

Maze ransomware and data leak group



Maze ransomware and data leak group



Maze ransomware and data leak group



Leaked data via Maze



Leaked data via Maze



Maze calling  
it quits



Maze calling  
it quits



Other ransomware that leaks victim data



Other ransomware that leaks victim data



Other ransomware that leaks victim data



Ragnar using FaceBook ads to  
publicly pressure victims

https://krebsonsecurity.com/2020/11/ransomware-group-turns-to-facebook-ads/

Ragnar using facebook ads to shame victims



Ragnar victim data leaked



Ragnar victim data leaked



Ragnar victim data leaked



Ragnar victim data leaked



Avaddon



Pretends to be a security service to help you secure systems by  
showing how they were encrypted



Fall, 2020



US Government warns of escalating Ryuk activity



10/28/20: Mandiant released Ryuk (UNC1878) IOCs

https://gist.github.com/aaronst/6aa7f61246f53a8dd4befea86e832456

Mandiant releases some IOCs as a response



As promised, multiple health care systems ransomed



As promised, multiple health care systems ransomed



As promised, multiple health care systems ransomed



As promised, multiple health care systems ransomed



As promised, multiple health care systems ransomed



Malspam/Phishing 
Drive-By 
Malvertising

Delivery



But first: 
How Did They Get Our Addresses?



I scraped haveibeenpwned



I scraped haveibeenpwned



myspace.com: 
Email Addresses, Usernames, Passwords

Using data from https://haveibeenpwned.com/

I scraped haveibeenpwned to make this timeline



LinkedIn: 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/

I scraped haveibeenpwned to make this timeline



Dropbox: 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/

I scraped haveibeenpwned to make this timeline



tumblr: 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/

I scraped haveibeenpwned to make this timeline



adobe: 
Email addresses, Password hints, Passwords, Usernames

Using data from https://haveibeenpwned.com/

I scraped haveibeenpwned to make this timeline



Exploit.in: 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/

I scraped haveibeenpwned to make this timeline



rivercitymediaonline.com: 
Email addresses, IP addresses, Names, Physical addresses

Using data from https://haveibeenpwned.com/

I scraped haveibeenpwned to make this timeline



Onliner Spambot : 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/

I scraped haveibeenpwned to make this timeline



Hancitor

Talking about Hancitor malspam



Talking about Hancitor malspam



1: Referrer

1: Dropper location

Talking about Hancitor malspam



Hancitor

host
URI

1: Referrer

http://summitsealants.net/345_3429_34.php= 2:

Talking about Hancitor malspam



4,067 Hancitor Blocks

Blocks of malspam domains in my environment



Trickbot

Talking about Trickbot droppers



https://krebsonsecurity.com/2020/10/microsoft-uses-copyright-law-to-disrupt-trickbot-botnet/

Talking about Trickbot droppers



2,239 TrickBot Blocks

Blocks of dropper domains in my environment



Emotet

Talking about Emotet Malspam



Talking about Emotet Malspam



Talking about Emotet Malspam



Talking about Emotet Malspam



Talking about Emotet Malspam



Talking about Emotet Malspam



Talking about Emotet Malspam



Talking about Emotet Malspam



adalimmigrations.com

cclrbbt.com

Talking about Emotet Malspam



22,344 Emotet Blocks

Blocks of malspam domains in my environment



Limit Admin Access and Net Shares 
Network Segmentation and System Isolation 
Disable Unnecessary Services (SMB, etc…) 
Patch Systems 
Third Party Intelligence/Tools

Basic Prevention

Normal stuff we should all be doing



DGA Detection 
Identify Infrastructure 
Exploit Kit Detection 
Spikes in Traffic

Fancy Prevention

Fancy stuff we should maybe try - get creative!



DGA Detection 
Identify Infrastructure 
Exploit Kit Detection 
Spikes in Traffic

Fancy Prevention



DGA Detection isn’t difficult



https://github.com/philarkwright/DGA-Detection

https://github.com/exp0se/dga_detector
DGA Detection isn’t difficult



DGA Detection isn’t difficult



Video of a demo of a python script to detect DGA’s



DGA Detection 
Identify Infrastructure 
Exploit Kit Detection 
Spikes in Traffic

Fancy Prevention



A Record Associated with other known bad domains



What is pointing to that A record?



What is pointing to that A record?



Are there malware samples associated with it?



Are there malware samples associated with it?



Who’s visiting the domains?



• Third Parties

Acquiring this kind of Data



• Threat Hunting

Acquiring this kind of Data



Download malware from awesome malware researchers that post 
their work!



Acquiring this kind of Data

Donate to the creator of urlhaus.ch if you can!

http://urlhaus.ch
http://urlhaus.ch


Donate to the creator of urlhaus.ch if you can!

http://urlhaus.ch
http://urlhaus.ch


• In-House Tools

Acquiring this kind of Data



https://github.com/gamelinux/passivedns https://github.com/phunold/pdns-ui

Passivedns is useful for historical analysis



https://github.com/maxmind/GeoIP2-python

You can do geomapping on your network and DNS logs

https://github.com/maxmind/GeoIP2-python
https://github.com/maxmind/GeoIP2-python


DGA Detection 
Identify Infrastructure 
Exploit Kit Detection 
Spikes in Traffic

Fancy Prevention



Video showing different login screens of exploit kits



Exploit kit installed 3 exploits in this one web page



Scraping for Exploit Kits



Scraping for Exploit Kits

Build a system to scrape compromised domains



46,139 Exploit Kit Blocks

Blocks of exploit kit domains in my environment



Capture Bad Referers



Back-End 
Logs

When a user visit a known bad site, get the referrer from network 
traffic or proxy logs or a blocked page log



Scrape those referrers with the exploit kit scraper



DGA Detection 
Identify Infrastructure 
Exploit Kit Detection 
Spikes in Traffic

Fancy Prevention



A spike means a sudden increase in DNS queries or maybe 
volume to the domain or IP



From DNS Logs: 

Get number of queries per day for a domain (30 days shown here)

If you have a lot of DNS data, or maybe network data, or use third 
party services, you can write python code to analyze the number 

of whatever and visualize traffic



Slightly “prettier”

If you have a lot of DNS data, or maybe network data, or use third 
party services, you can write python code to analyze the number 

of whatever and visualize traffic



Put them in a list:

If you have a lot of DNS data, or maybe network data, or use third 
party services, you can write python code to analyze the number 

of whatever and visualize traffic



• Look for Anomalies 
• Map them in D3 or whatever:

Table continued…

https://github.com/jpyorre/umbrella_investigate_multidomainlookup

I made this flask app to do that. It used the third party too, 
Investigate, from my work at Cisco Umbrella, but it can be 

modified to use your own data

https://github.com/jpyorre/umbrella_investigate_multidomainlookup
https://github.com/jpyorre/umbrella_investigate_multidomainlookup


Have Backups 
• Physical Onsite 
• Physical Offsite 
• In Cloud

Recovery



Practice 
• Drill 
• Test Backups

Recovery



Encrypt Data At Rest 
Compartmentalize 
Air Gap 

Protect Against Data Leak



Try not to pay 

Remediation



CODE/SCRIPTS/DOCUMENTATION/OTHER PRESENTATIONS:

https://pyosec.com

@joshpyorre


