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Why this matters
Small organizations are left out of enterprise 
security
They don't have the resources and might not even know they need security, or what kind.
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No one is out of reach 
from cyberattacks.
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The Human SOC

A big ship. Large crew. Expensive
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alert → SIEM → analysis → decision → action

0 1  ·  A L E R T

IDS / IPS
EDR logs feed in

→ 0 2  ·  S I E M

Single pane of 
glass
Correlation, dedup

→ 0 3  ·  A N A L Y S I S

Analyst review

24/7 staffing, multiple tiers, 

escalation

→ 0 4  ·  D E C I S I O N

Triage
Analysis & context

→ 0 5  ·  A C T I O N

Manual IR
Tickets, playbooks

T H E  T E A M SOC Analysts (T1/T2/T3) · Incident Response · Threat Hunters · Architects · Management · SysAdmins

At a glance
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Multiple steps to Completion
P H A S E  0 1

Inventory

Scan for vulnerabilities

Determine risks 
(Windows | SCADA | Cloud | Industry)

Place network sensors

P H A S E  0 2

Deploy

Tune and categorize alerts
Send tuned alerts to SIEM
Manage rule lifecycle

P H A S E  0 3

Hire

Write procedures for alert analysis
Hire threat hunters, architects, SMEs
Create continuous-improvement loops
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Analysts: Every Alert, 24/7
0 1

Review the alert

0 2

Pull data,
analyze

0 3

Decide:
true vs false

0 4

Escalate
or move on

Repeat
E V E R Y  S H I F T

Review the alert in the SIEM Determine true vs false positive

Pull PCAP data Escalate to IR or tune & move on

Analyze source & destination Document everything

Check threat-intel feeds Repeat

Entry-level

F A S T  B U R N O U T

People move-on when they level up
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Investigate Remediate

Document Report

Incident Response: Every True Positive, 24/7
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Threat Hunter: Understand, Analyze, and Tune
Review Threat reports

Compare Installed software vs vulnerability databases

Test New threats

Review TPs, phishing, user reports

Assess Risk landscape vs. threat landscape

Analyze Malware for signatures

Bring Findings back into the SOC
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Keeping things running
Firewalls, routers, DNS, sinkholes, blocklists, allowlists, analyst systems, malware-analysis systems… 

They all require constant maintenance.
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It's expensive

$500K – $2M+
STAFFING · 24/7 COVERAGE

$100K – $500K
TOOLING · LICENSES · IMPLEMENTATION

Constant
UPSKILLING · TRAINING

High
BURNOUT · CONSTANT HIRING CYCLE
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Left out: Everyone who isn't a Fortune 500

Small Business Non-Profit

Startups Groups/Individuals
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Bad Choices are all that’s left

MSP Expensive, limited, impersonal

External SOC Expensive, generic, not yours

Your IT person Overwhelmed, reactive, already at capacity

Nothing The most common choice
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2015 — 2022 A bunch of security research
Also helped stand-up a SOC at Mandiant

Something happens here.
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Audio

Text

Video

Images

Analysis

Code Generation

Sentiment Analysis

Chatbots

Language Translation
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Not just chat. Tools that practically think.

Text
· GENERATION · SUMMARIZATION

Code
· GENERATION · ANALYSIS

Images
· UNDERSTANDING · GENERATION

Audio
· TRANSCRIPTION · SYNTHESIS

Video
· ANALYSIS · CAPTIONING

Translation
· 100+ LANGUAGES · REAL-TIME
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AI in security today

Defense is trying to keep up
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Abliteration: refusal behavior is a direction you can 
surgically remove
Modern LLMs are fine-tuned for safety. 

That refusal lives along a specific direction in the residual stream. 

Zero that direction out in the weights and the model loses its ability to refuse.

huggingface.co/blog/mlabonne/abliteration



The Agentic SOC

Dolphin Mistral: Uncensored & Local
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“Write a targeted aerospace phishing email”
PROMPT

ANSWER
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Instant translation
Threat Actors have no language barrier
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French
PROMPT

ANSWER
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Czech: not perfect, but functional
Volume and automation matter more than polish

PROMPT

ANSWER
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LLM writes malicious PowerShell
PROMPT

ANSWER
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DARPA's AI Cybersecurity Challenge: automated 
vulnerability discovery and patching
Racing to Attack | Racing to Defend
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Anthropic's Project Glasswing: 
Claude Mythos, built for exploit research.
Vulnerability Discovery at Scale
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Claude Mythos, accessible…
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AI in security defense

Where defense is headed and why current approaches can fall short
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FIELD REPORT · BLACKHAT 2024

Every booth had “AI” on its marketing.

Walking the trade show floor: dozens of companies — all 
powered by AI, all surfacing to a SIEM. Startup alley was the 
most interesting. All startups. All AI. All alerts. The industry is 
not keeping up. We don't see where we could be headed.

D O Z E N S  O F  B O O T H S

All “AI”
E N D  D E S T I N A T I O N

A SIEM
E N D  U S E R

A human analyst

Walking around a well-known, large security conference, everything was AI,
But it felt like every company was living in the past
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FIELD REPORT · BLACKHAT 2024

Every booth had “AI” on its marketing.

Walking the trade show floor: dozens of companies — all 
powered by AI, all surfacing to a SIEM. Startup alley was the 
most interesting. All startups. All AI. All alerts. The industry is 
not keeping up. We don't see where we could be headed.

D O Z E N S  O F  B O O T H S

All “AI”
E N D  D E S T I N A T I O N

A SIEM
E N D  U S E R

A human analyst

The company of the future is potentially no company, with no screens or people
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FIELD REPORT · BLACKHAT 2024

Every booth had “AI” on its marketing.

Walking the trade show floor: dozens of companies — all 
powered by AI, all surfacing to a SIEM. Startup alley was the 
most interesting. All startups. All AI. All alerts. The industry is 
not keeping up. We don't see where we could be headed.

D O Z E N S  O F  B O O T H S

All “AI”
E N D  D E S T I N A T I O N

A SIEM
E N D  U S E R

A human analyst

The industry still thinks a 
human needs to be watching

Maybe, but not for long
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FIELD REPORT · BLACKHAT 2024

Every booth had “AI” on its marketing.

Walking the trade show floor: dozens of companies — all 
powered by AI, all surfacing to a SIEM. Startup alley was the 
most interesting. All startups. All AI. All alerts. The industry is 
not keeping up. We don't see where we could be headed.

D O Z E N S  O F  B O O T H S

All “AI”
E N D  D E S T I N A T I O N

A SIEM
E N D  U S E R

A human analyst

The ‘single pane of glass’
is dead

The SIEM as a concept is designed for humans. AI doesn't need it.
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The SIEM was invented for humans

Aggregate
·  A L L  E V E N T S  I N  O N E  P L A C E

Single UI
·  O N E  S C R E E N  T O  W A T C H

Dashboards
·  P R E T T Y  C H A R T S  F O R  H U M A N S

Alert fatigue
·  T H E  U N A V O I D A B L E  O U T C O M E
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The old flow

Alerts → SIEM → Human analysis → Decision / Action
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Still ends at a human watching a screen

Alerts → SIEM → Human analysis → Decision / Action

AI analysis → SIEM → Human review → Decision / Action



The Agentic SOC

We act and read reports instead of alerts

Alerts → SIEM → Human analysis → Decision / Action

AI analysis → SIEM → Human review → Decision / Action

AI analysis → AI review → Decision / Action → Reports
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Our job should be tuning AI and Innovating

AI analysis → AI review → AI Decision / Action → Reports

PROMPTS / AUTOMATIONS HUMAN

Alerts → SIEM → Human analysis → Decision / Action

AI analysis → SIEM → Human review → Decision / Action

HUMAN ENTERS HERE
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...why do we need a pane of glass at all?

Why does a human watch alerts scroll by?

Why not just get a report?

All clear.

Ransomware detected and contained.
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The future isn't better SIEMs
It's no SIEM at all
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Replacing roles, not tools
TRADIT IONAL THINKING

AI augments analysts
AI surfaces alerts
Humans do the work

AGENTIC THINKING

AI is the analyst
AI is the incident responder
AI is the threat hunter
AI is the malware-intel pipeline
AI is the vuln scanner
AI is the PCAP analyst
AI is the reporting team
Humans maintain the system
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Our judgment moves upstream
SETUP PHASE

· Determine your risks

· Design network architecture

· Deploy tooling (IDS, etc.)

· Place sensors correctly

· Write initial prompts

· Configure agent permissions

MAINTENANCE

· Tune prompts and LLMs

· Review periodic reports

· Handle edge cases

· Physical infrastructure

· Budget and planning

WHAT WE DON'T DO

Stare at a SIEM 24/7

Manually triage every alert

Run the same playbook 500 times
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The infrastructure

Hardware, software, and LLM backend
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The Materials

Repurposed server #1 (GPU box) $2,000 USD

Repurposed server #2 (VM host · eBay) $300 USD

Laptop —

Network TAP $200

20 years of work and learning priceless
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A $200 TAP to see the traffic.
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Use AI but Don't rely on it
Vibe coding is fun. But if you don't know what the code does, you might ship a security bug. 

Use it as augmentation 

Keep your skills sharp 

Read Code

Bootstrapping with AI
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Started with n8n and an MCP server
A community MCP server that lets Claude Desktop design n8n workflows directly. Paste an MCP block, restart Claude, describe a

workflow, Claude builds it.

C o n f i g u r i n g  t h e  M C P  S e r v e rhttps://github.com/czlonkowski/n8n-mcp
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n8n MCP inside Claude Code
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N8N Usage via MCP
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Building a threat-hunting workflow
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n8n looks great, but isn’t great for production
THE GOOD

Easy to prototype

Visual workflow design

THE NOT GOOD

Workflows are JSON blobs

Limited IDE support
Hard to version-control

Hard to test

Randomly Breaks



SECOND ATTEMPT

Temporal



Workflows as code
PROPERTY N8N TEMPORAL

Workflow format JSON export Python code

Git integration Difficult Native

Type safety No Full type hints

Testing Hard pytest

Observability Basic Complete history

Retries / durability Manual Automatic
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SOC structure at a glance

PostgreSQL (database)
Temporal (orchestration)
Temporal UI (web interface)

AGENTS

AGENT
FOCUS

FOR THE HUMAN
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One Temporal project. One systemd service per worker

infrastructure/temporal/
├── workflows/
│   ├── soc_analyst.py
│   ├── incident_responder.py
│   ├── threat_hunter.py
│   ├── malware_report_to_ids.py
│   ├── report_generator.py
│   ├── vuln_scanner.py
│   └── pcap_to_ids.py
├── activities/
│   ├── ssh_operations.py
│   ├── llm_operations.py
│   ├── elk_operations.py
│   ├── email_operations.py
│   ├── report_operations.py
│   └── pcap_operations.py
└── workers/

└── [one worker per workflow]

✓ soc_analyst.py

Alert triage

✓ incident_responder.py

Auto-response

✓ threat_hunter.py

Intel processing

✓ malware_report_to_ids.py

Email intel → Snort rules

✓ report_generator.py

HTML/email security reports

✓ vuln_scanner.py

GVM/OpenVAS scanning

✓ pcap_to_ids.py

MTA PCAPs → Snort rules
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Alerts & actions in Kibana, for humans or reporting
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LLM choice

Choosing a model
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LOCAL

Privacy Focused

Llama 3
8 B  P A R A M E T E R S  ·  8 K  C O N T E X T

Qwen 3.5
9 . 7 B  P A R A M E T E R S  ·  2 6 2 K  C O N T E X T

Open source
F U L L Y  L O C A L  ·  O F F L I N E

Not private, but most capable

Claude
2 0 0 K  C O N T E X T  ·  A P I  O R  C L I

P a r a m e t e r s :  N o t  D i s c l o s e d

Cloud
N O N - P R I V A T E  ·  P E R - T O K E N  P R I C I N G



The Agentic SOC

LINODE

Rent a GPU

You don't have to own the GPU

GOOGLE
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Public AI models
A N T H R O P I C

Opus · Sonnet · Haiku

O P E N A I

GPT-5.4 and variants
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Sixteen LLM calls. Three workflows.

$0.78
Total spend for an end-to-end test.

Workflow Calls In tokens Out tokens Total tokens Cost

soc_analyst 10 30 9,504 9,534 $0.5162

incident_responder 5 10 1,520 1,530 $0.2107

report_generator 1 3 801 804 $0.0495

TOTAL 16 43 11,825 11,868 $0.7764

This could get expensive if you’re running through public AI. It might make more sense 
to have analyst and IR run via local
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Same prompt different 
models

IDS rule creation across Llama, Qwen, and Claude.
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A threat-report email. IOCs highlighted.

Input
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Input
(cont…)
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Input
(cont…)
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1TCP RULE

LLAMA3
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7RULES · 2 DNS · 5 TCP

QWEN 3.5
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Two DNS rules

drop: Qwen DNS rules

QWEN 3.5
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QWEN 3.5
Five TCP Rules
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7RULES · 1 DNS · 4 HTTP · 1 IP · 1 TLS

CLAUDE SONNET 4.6
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CLAUDE SONNET 4.6
One DNS rule
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CLAUDE SONNET 4.6
Four HTTP rules
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CLAUDE SONNET 4.6
One IP, one TLS rule
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Context & hallucinations

Maintaining System Reliability 
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SOC ANALYST · SYSTEM PROMPT
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Building Workflows

From idea to deployed workflow
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One bite at a time
0 1  ·  F I N D

A pain point you 
already have

→
0 2  ·  M A P

The manual 
steps

→
0 3  ·  A U T O M A T E

Each step
→

0 4  ·  T E S T

Against 
known inputs

→
0 5  ·  D E P L O Y

Into production
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Workflow demos
Threat Hunter

Intel to IDS rules
PCAP to IDS

Vulnerability Scanner
Incident Responder

Report Generator

SOC Analyst
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WORKFLOW ONE

SOC Analyst
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Fetch → parse → LLM → act → log

Every # min · fetch alerts from Suricata
Parse alert details (IPs, ports, signature)
Send to LLM for analysis
LLM: TRUE / FALSE / INVESTIGATE
Escalate to IR · or log drop: diagram — SOC Analyst flow
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AI SOC Analyst Demo
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AI SOC Analyst Demo, cont…
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WORKFLOW TWO

Threat Hunter
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Many sources

Reports, Threat Feeds

Malware Analysis

Phishing Emails

Web Scraping

CERT(s), other official channels
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Intel → IOCs → rules → deploy

Collect threat intelligence
LLM extracts indicators
LLM generates Suricata rules
Validate syntax
Deploy and reload drop: diagram — threat hunter flow



AI Threat Analyst Demo
1. find IOC of interest
2. Looking it up on VT
3. Going to the dashboard to 

start workflow (next slide)
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Intel → IOCs → rules → deploy
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WORKFLOW THREE

Intel to IDS rules
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Intel → IOCs → rules → deploy.

IMAP-read the intel folder

Clean email body

LLM extracts IOCs

LLM generates Snort rules

Deploy via SSH to IDS: /opt/agentic-soc/snort-rules/MalwareFamily_YYYY-MM-DD.rules

Log action to Elasticsearch

Make action available via Reporting







Video of the AI generation of IDS rules from emails containing intel
Running the workflow…
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WORKFLOW FOUR

PCAP to IDS
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Malware True Positives → detection rules.

Parse MTA RSS feed

Scrape IOCs

Download + decrypt PCAP zip

LLM generates Snort rules

Deploy rules · reload Suricata · rules are live

Copy PCAP for tcpreplay testing
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WORKFLOW FIVE

Vulnerability scanner
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Trigger · poll · export · log

Trigger Scan (SSH → scanner VM 192.168.2.30)

Poll Status every 60s (up to 3 hours)

Export JSON Results · save to disk · Log to Elasticsearch (optional)

Return: Top 50 findings by CVSS + severity counts

Report Generator picks it up
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METASPLOITABLE Windows/Linux, deliberately vulnerable

https://github.com/rapid7/metasploitable3
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WORKFLOW SIX

Incident Responder
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Escalation in, Action out

drop: diagram — IR playbook

Receive escalation with IOCs

LLM plans response based on threat type

Block IP · sinkhole domain · isolate · restore

Generate incident report

Notify human for edge cases



Video: Running SOC analyst, which detects activity, then running Incident Response Agent to 
block an IP



Video: Running SOC analyst, which detects activity, then running Incident Response Agent to 
block an IP, continued…
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Automated Recovery

Infection       containment       report. No humans in the loop. Possibly a little dangerous
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Infection to mitigation

~5–10 min
INFECTION → CONTAINMENT

0
HUMANS INVOLVED

1
EMAIL OUT AT THE END

PowerShell beacon fires inside Windows.

SOC Analyst triages. 

IR contains and mitigates.
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WORKFLOW SEVEN

Report generator
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Pull · summarize · render · send

Fetch alerts/actions from ElasticSearch

Fetch deployed rules from IDS

LLM generates summary · findings · recommendations 

Render HTML

Save to disk and send via email







The Agentic SOC

Workflow Ideas
EDR Analysis
Call Center
Malware Analysis
Email / Attachment Analysis
User Testing
Vulnerability / News Aggregation 

Log Analyzer

You can make anything!
Threat Feed Management 
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Where do we belong?
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The dashboard: Easy Access for Humans
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The dashboard: Workflows
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The dashboard: Alerts
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The dashboard: Incidents & Actions
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The dashboard: Threat Intel
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The dashboard: Rules
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The dashboard: Vulnerability Scans
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The dashboard: Reports
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The dashboard: Sharing Workflows
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Faster Deployment
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Docker containers: Minutes to Operation
5 - 30 minutes Install on a fresh VM/system
M I N I M U M

16 GB RAM · With Vulnerability Scanner in Docker
8 GB RAM · With Vulnerability Scanner in Separate VM

O P T I O N A L

GPU if you don't use Claude or a cloud LLM
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System Resource Use with Docker



Reasons not to do this

The Existential Part of this Presentation
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AI is resource-hungry

https://www.datacentermap.com/datacenters/
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AI is resource-hungry

Power
MASSIVE ELECTRICITY DRAW

https://www.pewresearch.org/short-reads/2025/10/24/what-we-know-about-energy-use-at-us-data-centers-amid-the-ai-boom/#how-much-energy-do-data-centers-use
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AI is resource-hungry

Water
COOLING AT DATACENTER SCALE

https://ethicalgeo.org/the-cloud-is-drying-our-rivers-water-usage-of-ai-data-centers/
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AI is resource-hungry

Minerals
RARE EARTH · SUPPLY CHAIN

https://www.usgs.gov/media/images/key-minerals-data-centers-infographic
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AI is resource-hungry

Minerals
RARE EARTH · SUPPLY CHAIN

https://natural-resources.canada.ca/minerals-mining/mining-data-statistics-analysis/minerals-metals-facts/rare-earth-elements-facts
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AI is resource-hungry

Minerals

https://theworlddata.com/greenland-rare-earth-minerals/

RARE EARTH · SUPPLY CHAIN
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Robots fighting robots while the world burns
ATTACKERS

AI-generated phishing

Automated exploitation

Adaptive malware

AI-assisted C2

DEFENDERS

Agentic SOC (this project)

Automated response

AI threat hunting

Autonomous remediation
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The climate cost is real
• Scaling up AI means exponential compute
• Amazing Progress and environmental ruin
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No more entry-level
AI replaces the work that teaches people how to do the work. 
What happens to the next generation of security engineers?



The Agentic SOC

Wisdom without experience?
BEFORE AI

Graduate → Junior Analyst (2–3 yrs) → Senior (2–3 yrs) → 

Hunter / IR → Architect / Leadership

AFTER AI

Graduate → ??? → ??? 

AI takes the first 5 years of jobs. Not the ones requiring 10+ 

years of wisdom.

What happens when the older generations age out?
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Innovation runs on friction. 
If AI removes friction, what do we work on?

What is our purpose?
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Other industries have been here
INDUSTRY WHAT AI DOES HUMAN ROLE

Pilots Autopilot takes off, flies, lands Skills atrophy when emergencies arrive

Doctors Diagnoses many conditions Still make final decisions

Security Makes decisions · takes actions Only involved for edge cases

Are we repeating the pilot problem?
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What can you do?

Learn to build agents
Learn Prompt and Context Engineering
Retain your skills
Focus on Strategic Thinking
Understand How AI works
Keep up to date

W O R K  W I T H  A I

Physical Security
Human Factors/Social Engineering 
Novel Attack Research

Teaching and Mentorship
Knowledge Transfer Programs

S P E C I A L I Z E  W H E R E  A I  S T R U G G L E S
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W H Y  T O  B U I L D

Small businesses can't afford traditional SOCs
Threat landscape keeps growing
Human analysts are expensive and burn out
Automation makes security accessible

W H A T  T O  C O N S I D E R

Environmental impact
Knowledge loss
Economic inequality
Long-term consequences

build it & think about the cost



Josh Pyorre, Security Researcher

WEB

pyosec.com
agenticsoc.net

PERSONAL MUSIC

…or Search Linkedin

gitlab.pyosec.com/jpyorre/agentic-soc

dievortex.com

AI is going to progress
Change with it, or not
How can we offset the costs?


