
FOR TOMORROWS INTERNET
TODAYS PREDICTIONS



JOSH PYORRE (SECURITY RESEARCHER)

▸ Cisco Umbrella 

▸ NASA 

▸ Mandiant



THE WORLD THE WORLD 
IS A MAGICAL PLACE



THE INTERNET IN THE 70’S 



THE INTERNET IN THE 70’S 



SMALL MAPPING OF ASN’S 
TO THEIR IPS TO GET A 
SENSE OF SCALE



INTERNET SIZES TODAY



INTERNET SIZES TODAY







OCTOBER 14, 2014

POODLE



BUG IN SSL VERSION 3.0 
MITM 
256 SSL 3.0 REQUESTS < 1 BYTE ENCRYPTED DATA 



HEARTBLEED



APRIL 7, 2014



BUG IN OPENSSL 
BUFFER OVER-READ 
CLIENTS AND SERVERS 



POST DATA IN USER REQUESTS 
SESSION COOKIES/PASSWORDS 
PRIVATE KEYS 



AND A LOT MORE

YAHOO, IMGUR, STACK OVERFLOW, DUCKDUCKGO, 
PINTREST, REDDIT, AKAMAI, GITHUB, AMAZON WEB 
SERVICES, INTERNET ARCHIVE, SOUNDCLOUD, TUMBLR, 
STRIPE, ARS TECHNICA, SPARKFUN, PREZI, 
SOURCEFORGE, BITBUCKET, FREENODE, WIKIPEDIA, 
WUNDERLIST, LASTPASS 



REVERSE HEARTBLEED



AFFECTS MILLIONS OF APPS 
CAN READ CLIENT MEMORY 



HP SERVER APPS, FILEMAKER, LIBREOFFICE, LOGMEIN, 
MCAFEE, MSSQL, ORACLE PRODUCTS, PRIMAVERA, 
WINSCP, VMWARE PRODUCTS, DEBIAN, REDHAT, LINUX 
MINT, UBUNTU, CENTOS, ORACLE LINUX, AMAZON 
LINUX, ANDROID, AIRPORT BASE STATIONS, CISCO IOS, 
JUNIPER FIRMWARE, IPCOP, PFSENSE, DD-WRT 
ROUTER FIRMWARE, WESTERN DIGITAL DRIVE 
FIRMWARE… 

AND A LOT MORE



SEPT 14, 2014

SHELLSHOCK



BASH IS USED IN INTERNET-FACING SERVICES 
CGI WEB SERVERS 
OPENSSH SERVERS 
DHCP CLIENTS



BASH IS USED IN INTERNET-FACING SERVICES 
PROCESSES REQUESTS 
ATTACKER CAN SEND EXTRA DATA





SECURE 
HASHING 
ALGORITHM



3B260F397C573ED923919A968A59AC6B2E13B52D 
I HOPE THIS PRESENTATION ISN'T BORING

=



▸ Dates back to 1995 

▸ Known to be vulnerable to theoretical attacks since 2005 

▸ Banned by NIST for Federal Use 2010 

▸ Digital Certificate Authorities Banned from Issuing Certs Using 
SHA-1 Since Jan, 2016

SHA-1



SHA-1 COLLISION

▸ Dates back to 1995 

▸ Known to be vulnerable to 
theoretical attacks since 2005





WEP

▸ Security Algorithm to Provide Data Confidentiality (1997) 

▸ 40 bit key 

▸ …with a 24-bit initialization vector (IV) 

▸ IV helps prevent repetition of the key across devices 

▸ …but a 24 bit key is not long enough  

▸ For a 24-bit IV, there is a 50% probability the same IV will repeat 
after 5000 packets



WPA2



WPA2

▸ Much more secure!



▸ Much more secure!

WPA2

As of 10/16/17



▸ Takes advantage of several key management vulnerabilities in the 
WPA2 security protocol 

▸ Attackers can MITM the Connection

WPA2



BlueBornetm



VIDEO OF SAMSUNG WATCH 
COMPROMISE VIA BLUETOOTH



VIDEO OF GOOGLE PHONE 
COMPROMISE VIA BLUETOOTH



VIDEO OF WINDOWS COMPROMISE 
VIA BLUETOOTH











0 day as of 10/16/17







AND NOW THERE 
ARE THINGS



AND THEY ARE 
CONNECTED







MAKE LIFE EASIER 
ORDER THINGS BY TALKING 
ASK IT QUESTIONS

AMAZON ECHO





AMAZON ECHO
PROFILE YOU 
PAST RECORDING 
NOT JUST YOUR VOICE





AMAZON ECHO
PROFILE YOU 
PAST RECORDING 
NOT JUST YOUR VOICE 
ULTRASONIC FREQUENCIES



AND WITH PHYSICAL ACCESS… 
ANYTHING GOES!







[ 0.000000] Trying to install type control for IRQ385 
[ 0.000000] Trying to set irq flags for IRQ385 
[ 0.154846] mtdoops: mtd device (mtddev=name/number) must be supplied 
[ 0.165100] ks8851 spi1.0: failed to read device ID 
[ 0.201934] codec: aic32xx_i2c_probe : snd_soc_register_codec success 
[ 0.246307] Power Management for TI OMAP3. 
[ 0.256164] drivers/rtc/hctosys.c: unable to open rtc device (rtc0) 
[ 2.320709] DSPLINK Module (1.65.01.05_eng) created on Date: Jan 31 2017 Time: 01:27:58 
Shared memory /QSpeakerIn.shm deletion failed. 
Shared memory /QEarconIn.shm deletion failed. 
Shared memory /AudiodCmd.shm deletion failed. 
Shared memory /BMicsOut.shm deletion failed. 
Shared memory /BPhoneMic.shm deletion failed. 
Shared memory /BVoIPMic.shm deletion failed. 
Shared memory /BTraitReport.shm deletion failed. 
Shared memory /BAsrMetadata.shm deletion failed. 
Shared memory /BRemoteMic.shm deletion failed. 
CGRE[795]: Started the CGroup Rules Engine Daemon. 
Shared memory /BPlaybackAvgPower.shm deletion failed. 
shared memory /QSpeakerIn.shm created successfully. (byte_num=95232.) 
shared memory /QEarconIn.shm created successfully. (byte_num=16000.) 
shared memory /AudiodCmd.shm created successfully. (byte_num=3000.) 
shared memory /BMicsOut.shm created successfully. (msg_size=2, msg_num=1048575.) 
shared memory /BPhoneMic.shm created successfully. (msg_size=2, msg_num=16000.) 
shared memory /BRemoteMic.shm created successfully. (msg_size=2, msg_num=16000.) 
shared memory /BVoIPMic.shm created successfully. (msg_size=2, msg_num=16000.) 
shared memory /BPlaybackAvgPower.shm created successfully. (msg_size=4, msg_num=50.) 
shared memory /BTraitReport.shm created successfully. (msg_size=24, msg_num=128.) 
shared memory /BAsrMetadata.shm created successfully. (msg_size=1, msg_num=131072.) 
CMEM Shared Sizes: Audio A2D 9612 82836 Aux A2D 240276 1600276

ALWAYS-ON LISTENING DEVICE!







NSFW

NS
FW

NSFW



NSFW

NS
FW

NSFW

ONLY ACTIVE ON BUTTON PRESS 
AUDIO ENCRYPTED BEFORE SENDING



NSFW

NS
FW

NSFW

NO SECURITY CONTROLS 
AUDIO SURVEILLANCE 
VIDEO RECORDING 
COMMUNICATION DEVICE 
NETWORK SCANNER 
WATCHDOG









FUN METHODS OF 
COMPROMISE





VIDEO OF INFRARED 
MANIPULATION OF INFECTED 
CAMERA SYSTEM



VIDEO OF DATA EXFILTRATION VIA 
INFRARED CAMERA



STUPID CAR HACKING PICTURE

WHY ARE THEY ALWAYS WEARING 
HOODIES OR MASKS?





LAW ENFORCEMENT

▸ IOT tasers 

▸ IOT microphones 

▸ IOT cameras 







QR CODE LEADS TO AN IMAGE…



COMPROMISED!

…OF A DANCING CAT, BUT IT 
COULD LEAD TO SOMETHING 
WORSE



FUN METHODS OF 
COMPROMISE



MEDICAL

▸ Pace Makers



MEDICAL

▸ Pace Makers 

▸ Insulin Pumps



UTILITIES

▸ SCADA Systems



UTILITIES

▸ SCADA Systems

SCADA SYSTEMS ONLINE



UTILITIES

▸ SCADA Systems

SCADA SYSTEMS ONLINE



DATA BREACHES



BRONX LEBANON HOSPITAL 
VIA IHEALTH

MAY, 2017



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

HOW IT HAPPENED

▸ Misconfigured Rsync 
backup server hosted by 
iHealth 

▸ Discovered using Shodan



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

HOW IT HAPPENED

▸ Misconfigured Rsync 
backup server hosted by 
iHealth 

▸ Discovered using Shodan



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

WHO WAS AFFECTED

▸ 7,000 people between 
2014-2017



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

WHAT WAS TAKEN



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

▸ NAMES & HOME ADDRESSES



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

▸ ADDICTION HISTORIES



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

▸ RELIGIOUS AFFILIATIONS



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

▸ MENTAL HEALTH & DIAGNOSES



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

▸ DOMESTIC VIOLENCE REPORTS



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

▸ SEXUAL ASSAULT REPORTS



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

▸ HIV STATUS



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

WHAT THEY DID WRONG

▸ Bronx Lebanon Outsourced 
Backups without Audit 

▸ IHealth Collected Backup 
Data in an Insecure Manner



"AT THIS TIME, IHEALTH BELIEVES THAT THE 
ISSUE HAS BEEN CONTAINED,” 

“IHEALTH HAS NO INDICATION THAT ANY DATA 
HAS BEEN USED INAPPROPRIATELY."

iHealth

MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

HOSPITAL MITIGATIONS

▸ Audit their Cloud Providers 

▸ Perform regular searches 
for their data using tools 
like Shodan 

▸ Perform Vulnerability 
Analysis 

▸ Encrypt their data



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

IHEALTH MITIGATIONS

▸ Secure Connections 

▸ Perform Regular Searches 
Using Tools Like Shodan 

▸ Conduct Vulnerability 
Analysis 

▸ Require Data Encryption



ASHLEY MADISON
JULY, 2015

https://krebsonsecurity.com/2015/07/online-cheating-site-ashleymadison-hacked/



ASHLEY MADISON
JULY, 2015

https://krebsonsecurity.com/2015/07/online-cheating-site-ashleymadison-hacked/



JULY, 2015, ASHLEY MADISON DATA BREACH

HOW IT HAPPENED

▸ Impact Team 

▸ Databases were accessed 

▸ Website may have been 
vulnerable 

▸ Could have been malware



JULY, 2015, ASHLEY MADISON DATA BREACH

WHAT WAS TAKEN

▸ 27.5 Million Users Affected 

▸ Real Names 

▸ Addresses 

▸ Credit Card Numbers 

▸ Sexual Fantasies



JULY, 2015, ASHLEY MADISON DATA BREACH

WHAT WAS TAKEN

▸ Internal Company Servers 

▸ Employee Account Information 

▸ Company Bank Account Data 

▸ Salary Information 

▸ Employee Emails



JULY, 2015, ASHLEY MADISON DATA BREACH

TERRIBLE RESPONSE

▸ Lots of Denial 

▸ 60 GB of data confirmed on Aug 
18 

▸ Released on bittorrent, shared 
in the Dark Web



JULY, 2015, ASHLEY MADISON DATA BREACH



JULY, 2015, ASHLEY MADISON DATA BREACH



EQUIFAX
SEPT, 2017



SEPT, 2017, EQUIFAX DATA BREACH

WHO IS AFFECTED

▸ 143 Million Customers



SEPT, 2017, EQUIFAX DATA BREACH

WHO IS AFFECTED

▸ 143 Million Customers



SEPT, 2017, EQUIFAX DATA BREACH

WHO IS AFFECTED

▸ 143 Million Customers

CLOSE TO HALF



SEPT, 2017, EQUIFAX DATA BREACH

▸ Vulnerable Web App on a US 
Website 

▸ Old Apache Struts 
Vulnerability

HOW IT HAPPENED



SEPT, 2017, EQUIFAX DATA BREACH

WHAT WAS TAKEN

▸ Names 

▸ Birth Dates 

▸ Phone Numbers 

▸ Email Addresses 

▸ Credit Card Info from 209,000 
Customers 

▸ Dispute Docs with PII for 182,000 
Customers 

▸ SSN’s



SEPT, 2017, EQUIFAX DATA BREACH

WHAT WAS TAKEN

▸ Names 

▸ Birth Dates 

▸ Phone Numbers 

▸ Email Addresses 

▸ Credit Card Info from 209,000 
Customers 

▸ Dispute Docs with PII for 182,000 
Customers 

▸ SSN’s

Everything you need  
for Identity Theft!



SEPT, 2017, EQUIFAX DATA BREACH

▸ Attackers had access mid-May to 
July 2017 

▸ Breach discovered July 29 

▸ Three executives (including CFO) 
sell a bunch of stock after discovery

POOR RESPONSE



SEPT, 2017, EQUIFAX DATA BREACH

▸ Attackers had access mid-May to 
July 2017 

▸ Breach discovered July 29 

▸ Three executives (including CFO) 
sell a bunch of stock after discovery 

▸ We find out about it Sept 7!

POOR RESPONSE



SEPT, 2017, EQUIFAX DATA BREACH

WHAT ARE YOUR OPTIONS?

▸ Free Credit Monitoring 



SEPT, 2017, EQUIFAX DATA BREACH

WHAT ARE YOUR OPTIONS?

▸ Free Credit Monitoring  

▸ …from Equifax



SEPT, 2017, EQUIFAX DATA BREACH

POOR RESPONSE



SEPT, 2017, EQUIFAX DATA BREACH

POOR RESPONSE



OCT, 2017, EQUIFAX DATA BREACH



OCT, 2017, EQUIFAX DATA BREACH



OCT, 2017, EQUIFAX DATA BREACH



OCT, 2017, EQUIFAX DATA BREACH







myspace.com: 
Email Addresses, Usernames, Passwords

Using data from https://haveibeenpwned.com/



LinkedIn: 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/



Dropbox: 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/



tumblr: 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/



adobe: 
Email addresses, Password hints, Passwords, Usernames

Using data from https://haveibeenpwned.com/



Exploit.in: 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/



rivercitymediaonline.com: 
Email addresses, IP addresses, Names, Physical addresses

Using data from https://haveibeenpwned.com/



Onliner Spambot : 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/





EVERYTHING IS 
TERRIBLE



AND IT WILL GET 
TERRIBLER?



WE WILL HAVE 
LESS PRIVACY





FACIAL 
RECOGNITION



VIDEO FROM MINORITY REPORT 
SHOWING WHERE FACIAL 
RECOGNITION MIGHT BE HEADING





RANSOMWARE INCREASING…



MORE INTERNET USE





MORE HACTIVISM



ARTIFICIAL

INTELLIGENCE

HEY 
GUYS



DARPA CYBER GRAND CHALLENGE
▸ 7 Machines  

▸ Patch themselves 

▸ Find and Exploit Vulnerabilities



DARPA CYBER GRAND CHALLENGE





NO NO NO NO!

!!!$**#!

VIDEO OF US KICKING ROBOTS…



DOOT DE DOOTHEY!!!!!

VIDEO OF US KICKING ROBOTS…









Security
price

$$$$$ $
Implement the



WITH ROBOTS

YOU’LL PAY FOR 
THAT.

AND DON’T MESS



WITH ROBOTS

YOU’LL PAY FOR 
THAT.

AND DON’T MESS


