
The Modern SOC
Adapting the Security Operations model
to how we work.

The Classic SOC Model

SOC as a Service

The Security Landscape

Gaps

Adapting to Now



Security Operations
An Overview



Purpose

Monitoring, Detection & Reporting

Threat Intel
Risk Assessment

Vulnerability Mitigation



What the SOC is Protecting

Data
PII
Users
Systems



The SOC
How it worksCollect

Organize

Analyze

Report

Incident Response

IDS Alerts, Logs, Network Flow

Sinkhole, Databases, Categorization, Inventory, Log 
Aggregation

Anomalies, Alerts, patterns

Stats, Communication, contact levels, consistent info

Your customers



Infrastructure
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Infrastructure
IDS

SIEM LOGGING

ANALYSIS 
   SYSTEMS    INCIDENT  

RESPONSE

NETFLOW

TVA



SIEM

Network
IDS Packets Flow DNS



SIEM/Splunk/ELK

Log Aggregation
Firewall DNS AD Web Mail



SIEM/Splunk/ELK

Email
Flow Attachments



Infrastructure
The Classic Model



Cut pin one (orange/white)
Solder a 23 pF capacitor

Can still respond to protocols below 
IP stack

Don’t give the Interface an IP address



Cut pin one (orange/white)
Solder a 23 pF capacitor
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Infrastructure
The Classic Model



TICKETING



TICKETING



TICKETING



TICKETING



TICKETING



Infrastructure
The Classic Model



Operations



Categorization





People



System Administrators!



Analysts!



Threat Analysts



Analysts
The Classic Model







CATEGORY 3

Malware on System



CATEGORY 3
Malware on System



CATEGORY 3
Malware on System

Alert the IR team



• Investigate phishing
• Analyze Malware

• Writing new rules/updating existing rules
• Read a lot
• Programmers
• Thought leaders

• Speak at conferences
• Write blog posts

Threat Analysts



Threat Intel

• Passive DNS
• Honeypots
• Hunting
• Third parties









SOC as a Service



SOC as a Service

Install their boxes
They watch your network
Alert when there’s a problem
They manage all that SOC stuff



SOC as a Service

What’s their response time?
How do they innovate?
You aren’t their only customer



The Security Landscape



We are working everywhere
Everyone brings their own devices
It can never happen to us
Malware is the best way into a 
network.
APT is over-hyped - just stop the 
big thing
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Cloud Services

Behavioral Analysis

BYOD

The Modern SOC
Some of the gaps

Too much manual stuff
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BYOD

Cloud Services
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Too much manual stuff

Cloud Services

Behavioral Analysis

BYOD

The Modern SOC
Some of the gaps
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Risk AssessmentWhat are you protecting?

• Depends on industry 
• Depends on what you’re running 
• Inventory lists 

• Are networks segregated? 
• guest, VPN, Internal



DETECTION



Known Bad
wellsfarg0[.]com, Vistaprint

DGA’s
Complex domains, generated by malware

Typosquatting

Covert Tunneling
Third party, Hunting

DNS













Attachments

Headers
Unsigned, exe’s

Email
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Attachments

Headers
Unsigned, exe’s

Analyze from vs first ‘received by’

Email



Training

Anomalies

People

TRAINING!!!!!



Training

Anomalies
TRAINING!!!!!

Visits to somewhere different

People
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Management System
Snorby (web based)
SGUIL (Client)
ELK (Log Aggregation)









Building Systems for Adaptability

▪ Compartmentalized systems for quick deployment

▪ One configuration file

▪ Central ruleset

▪ Purpose driven, one use


▪ IDS on every device

▪ Deploy as many as needed, really fast



Example

▪ Run a Docker IDS, connected to span port

▪ Run some malware in another system

▪ IDS picks up traffic and sends to idsify.com

http://idsify.com
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Cloud Services
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We work fast, setting 
up devices and 
services quickly. 



Cloud IDS
▪ Install IDS and configure
▪ Install Apache (or NginX)



Cloud IDS
▪ Modify Site Properties



Cloud IDS
<VirtualHost protectthisserver.tld:80>
    ProxyPreserveHost On
    ProxyPass / http://buildasoc.com/
    ProxyPassReverse / http://buildasoc.com/
    ServerName localhost
</VirtualHost>



Cloud IDS
Enable proxy:
a2enmod proxy
a2enmod proxy_http

Restart Apache2:
service apache2 restart



Where is buildasoc.com?



ns155.hostgator.com 
ns156.hostgator.com

Go ask:

Where is buildasoc.com?



ns1.hostgator.com 
ns2.hostgator.com

It’s here!

192.1232.251.97



It’s here!

192.1232.251.97

Thanks!

ns1.hostgator.com 
ns2.hostgator.com





Unmonitored Site
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Where is buildasoc.com?



Where is buildasoc.com?

ns1.linode.com 
ns2.linode.com

Go ask:



It’s here!

198.74.50.189

ns1.linode.com 
ns2.linode.com

Thanks!



I’ve found buildasoc.com

198.74.50.189



198.74.50.189



198.74.50.189





Monitored Site
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Threat Analysis

..or predicting the future



Systems that move



How do you detect mobile 
threats?



What about BYOD?



What if the laptop is outside
the perimeter and off VPN?



Pointing DNS to custom 
DNS server



Automation



Automatic Hunting



Sending to Cuckoo or malwr.com

Sending to Threat Services / Providing

Scraping Sites

Automatic Analysis

http://malwr.com


Limited Staff



How does one person 
monitor all this?
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@joshpyorre
rootaccesspodcast.com

The Modern SOC
Adapting to how we work


