UNCOVERING AND VISUALIZING
MALICIOUS INFRASIRUCTURE




ABOUT US




Secu ty Researeh Manager & Securlty Researcher B T s . e

Cisbo Umbr.ella (formerly @penDNS) in San Franmsco g W%

asco. CI1SCO Umbrells

Previously:
System Administrator for 12 years

.
.
-
» ..
.
.
L
-
-
.
» -
-
. . »
. . e ¢ . »
» . & » » L 2
-~ L - 4 1 - . . . .
- . ] - » . - - Ve » »
2 - . . X
. ® . ks




JOSHPYORRE: foecadi o S 0 L
Senlor Securlty Researeh Analyst & Securlty Researcher

._Clsco Umbrella (formerly OpenDNS) in San Francrsco E T

asco. CISCO Umbrella

Previously:

Consulting for Non-Profits:

Hamilton Families

HOUSING FIRST. COMMUNITY STRONG.
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Mrs. Collete Gullo <gpemyyqlu@forthnet.gr>
B tome |~

' Be careful with this message. It contains a suspicious link that was used to steal people's personal information. Unless you trust the
sender, don't click links or reply with personal information. Learn more

Pardon me my baby

hOOkup now so send me msg
my screen name - Collete87 ..
My account is here: http;//czhonh.dategs.ru

Click and see my xxx album-

Collete87
| have much more sexy pics in the album above for you, my

sweet :-* Call me!




- WEBSITE COMPROMISE .

<1frame

src="htt far.IAAS .NEWS/?biw=OMITTEDURI" width="263"

"257"></iframe>

NXXp:
NXXp:
NXXp:
NXXp:
NXXp:
NXXp:
NXXp:
NXXp:
NXXp:
NXXp:
NXXp:
NXXp:
NXXp:
NXXp:
NXXp:
NXXp:

//www.fullcircleliterary.com/
//danielpsheehan.com/areas—of—-expertise/educator/ucsc-2016-rulers—of-the-realm
//danielpsheehan.com/

//www.cafemuseroyaloak.com/

//kdsross.com/about-us/
//usdiagnostics.com/1index.php/certification-testing/uscreen—-cup
//psychologywiththal.com/2015/09/30/life—-span—-development—personality/
//thefecaltransplantfoundation.org/what—-is—-fecal-transplant/
//optimalwellnessaz.com/about/

//optimalwellnessaz.com/about/
//chworks.org/real—-estate—development/current-projects/north—-park—-seniors/
//chworks.org/real—-estate—development/current—-projects/north—-park—-seniors/
//www.altex—energy.com/

//www. l1feguardingjobs.com/

//customcrateenginestx.com/
//customcrateenginestx.com/custom-crate—engine-builders—in-texas/
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95.31.22:193

185.90.61.37 -

. 62.112.8.34
87.229.111.163
188.126.94.79.
82.118.242.158
217.195.60.211
84.124.94.11

HERE T0 VISUALIZE?

95.31.22.193

—~ ¥ - - L -~ -

dcargile.denapamelina.trade deb.drusiloudianna.ru denapamelina.trade djejptlb.hotgenericsmart.ru dojwgexb.curingreme
dppftabx.thesmartwebmart.ru dsxbetyg.medicalmedsgroup.ru dvcegnjy.firstdrugmall.ru eeemxbxd.newremedyelement.ru
ekjugnju.globalrxprogram.ru ekalluri.brendaalmira.trade elitalebbie.eu eoqzdmaa.thesmartwebmart.ru ernestinetanhya.ru
fastherbsshop.ru fastmedsshop.su fastsmartbargain.ru felicity.denapamelina.trade felizagustara.ru firstfirstdeal.ru firsth
fullhouse.mycarequality.su gaeeweef.fastsmartbargain.ru globalpillssale.com globalsafegroup.ru goldiabrandais.ru good
goodpillscompany.su greg.jennylindi.eu gwennethjessika.ru homehealtnvalue.su homeprivategroup.ru homeremedialinc.
hotglobalquality.su hprmfkay.curingbestmart.ru iantolna.homerxwebmart.ru ifafthtxg.thesmartwebmart.ru igdoonf.globalrx
janalainey.ru jarjkvua.newremedyelement.ru jcucwivh.newremedyelement.ru jjudokng.curingbestmart.ru jggzpyuh.newren
kbofnhne.hotgenericsmart.ru kxwukygf.firstdrugmall.ru kzmnuxux.fastsmartbargain.ru lobdungy.medicalmedsgroup.ru ol
malil.bambyteriann.trade mail.pureaidvalue.ru mail.smartsecureinc.ru mail.xn--blant2abiSap.xn--p1ai mail.xn--p1akwmvz
mail.xn--g1aiih0c9b.xn--p1ai medicaldrugsmall.su medicalhealthinc.su mlwndvrj.firstdrugmall.ru msilkryd.newremedyelel

10.8.6.102

mihecksandca.
mihecksandca.

10.8.6.102
10.8.6.102

mihecksandca.
mihecksandca.

10.8.6.102
10.8.6.102

mihecksandca.

10.8.6.102

mihecksandca.
mihecksandca.
mihecksandca.

Tim et o e R e b

mihecksandca.

10.8.6.102
10.8.6.102

mihecksandca.
mihecksandca.

10.8.6.102
10.8.6.102

mihecksandca.
mihecksandca.

10.8.6.102

mihecksandca.

10.8.6.182
10.8.6.102
10.8.6.182

ru

L Lo jena
Client Hello

https - 49259 [ACK] Seg=1 Ack=190 Win=64240 Len=0 2Ndp
Server Hello, Certificate, Server Hello Done

49259 - https [ACK] Seq=190 Ack=970 Win=63271 Len=0 u T
Client Key Exchange, Change Cipher Spec, Encrypted Handsha minr
https - 49259 [ACK] Seq=970 Ack=548 Win=64240 Len=0@

Change Cipher Spec, Encrypted Handshake Message jnjc“
49259 -+ https [ACK] Seq=548 Ack=1061 Win=63180 Len=0

Application Data

https - 49259 [ACK] Seq=1061 Ack=953 Win=64240 Len=0

Application Data

https - 49259 [ACK] Seq=1061 Ack=1742 Win=64240 Len=0

[TCP segment of a reassembled PDU]

[TCP segment of a reassembled PDU]
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DEPENDS ON THE TYPE OF ATIACK

PHISHING DOMAINS

amazon

Sign In

Email (phone for mobile accounts)

customer@amazon.com

Password




DEPENDS ON THE TYPE OF AT[ACK

COMMAND & CONTROL DOMAINS (DGAS)

year month day number cc IRE
1 r

SHA?256|“2015-7-416”

TdLOS

2 .‘ _ .* . i 5b214d2b3366d88cfchchf0c2133551e40da981d759b8856417e916b50ef3bdd
. " q14d2b3366d88cfcbchf0c2133551e40da.cc:443 -

afolcfdlelifelnfifilefifminjofo el rfs]tfujviwjx]vie

10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25




DEPENDS ON THE INFECTION METHOD

©) canadapillgroup.com
FULL PRODUCT LIST COMPAREPRICES HOWTOORDER FAQ TRACKYOURORDER ABOUTUS CONTACI

TORONTO

DRUG STORE

Essential Part of
Canadian RX Network

BUY QUALITY DRUGS FROM CANADA!

USD GBP CAD EUR AUD CHF TOP Products

Viagra

Generic Viagra, containing Sildenafil Citrate, enab
Viagra < “ achieve or sustain an erect penis for sexual acti
the prime treatment for erectile dysfunction.

Men's Health \‘\‘.&‘w

Cialis
Viagra Super Active+ More Info »
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" DEPENDS ON'THE INFECTION METHOD

-~ WEBSITE COMPROMISE . . -
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localbhost 80@hotmail.com
EUNDERGROUND HACKERS 2007 - 2011




" DEPENDS ON THE INFECTION METHOD
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DNS queries/hour
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DNS queries/hour
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2017-07-04

30.Jul 1. Aug

3. Aug

5. Aug

DNS queries

7. Aug

g 13. Aug

www.magicpharmacyinc.su

15. Aug 17. Aug

19. Aug 21. Aug 23. Aug 25. Aug 27.Aug



FINDING
MALICIOUSNESS
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@ Terminal Shell

- Ips_ccs_all_mongo_b®

bricksplanet.com
ezshipexpress.com
louatidesign.com
kairee9188.com
critterculture.com
borgerligeord.net
enkeled865.com
sectorcreativity.com
simplecanvas.net
joinmoda.com
yearlytrips.net
b7g.centromedien.com
qafw.centromedien.com
yf7.centromedien.com
vhcnbcobx. com

asst

eiw HOW do you find the ‘bad’ domains in a list of domains?

kevincolemanaerosports.com
paraondeissovai.com
sommicrotestry.com
treyogenesis.com
ampliquid.net
abctissue.net
breddonya.com
enmotimground.com
jetrongselltower.com
primeiraibrmg.com
saajhavideo.com
traynegroove.com
artwineed.com
ioffo.com
shoppingonlinetw.com
smiirk.com
blurlink,com
brixsus.com
d-br.bjbosque.com
djsp.bjbosque.com

Emw hibhancnin ranm

- ANALYZNG DGAS TOFIND THE ST

Edit

View Window Help




" EXMPLEOF CaC CONTACT *

eced | " [iog s O e oo T

SN o Juserss: . [« sl iR Infe&ed el Compromlseds S C&C
P s iRyt leorhputers. ¢ b s dalseRS act as RN "’ e Backend
e | Accept and e MH TE P & & Act as prox;betw.éen ; Contro] 1
Jeamyout - .. 7 fproxies © d Y INodes BCEC - ia ko ':Panel
C'Q'mma'.nds. o A between 5 R | Backe.nd o o LG P @ meen
| S, |lbotsand -+ |
| C&Cs




C&C CONTACT - DOMAIN FLUX

Large amount of changing DGA domains

Not all are.registered -'lots of noise to dig through

One of the DGAs will be the C&C with a hosted IP address




PASSIVE DNS

» DOMAIN NAMES:
» C&C communications
» DGASs - resolving and NX domains

» IP. ADDRESSES:
» Hosting IPs

»s.NAMESERVERS, EMAIL REGISTRANT:
» WHOIS Information

» HASHES OF MALICIOUS BINARIES:
» Dropped by RATS
» Contained in Spam
'-':tr-'Dropped by compromised<websites or*malvertising



Tracking Hailstorm Spam
USING PASSIVE DNS




Known domains hosted at this |F

LD2 domains count

LD3 domains count

What else is at the only IP you know about?




95.31.22.193

e e 3 - 3 . A e

dcargile.denapamelina.trade deb.drusiloudianna.ru denapamelina.trade djejptlb.hotgenericsmart.ru dojwqgexb.curingreme
dppftabx.thesmartwebmart.ru dsxbetyg.medicalmedsgroup.ru dvcegnjy.firstdrugmall.ru eeemxbxd.newremedyelement.ru
ekjugnju.globalrxprogram.ru ekolluri.orendaalmira.trade elitalebbie.eu eogzdmaa.thesmartwebmart.ru ernestinetanhya.ru
fastherbsshop.ru fastmedsshop.su fastsmartbargain.ru felicity.denapamelina.trade felizagustara.ru firstfirstdeal.ru firsthc
fullhouse.mycarequality.su gaeeweef.fastsmartbargain.ru globalpillssale.com globalsafegroup.ru goldiabrandais.ru goodc
goodpillscompany.su greg.jennylindi.eu gwennethjessika.ru homehealthvalue.su homeprivategroup.ru homeremedialinc.
hotglobalquality.su hprmfkay.curingbestmart.ru iantolna.nomerxwebmart.ru ifafhtxg.thesmartwebmart.ru igdoonf.globalrxj
janalainey.ru jarjkvua.newremedyelement.ru jcucwivh.newremedyelement.ru jjudokng.curingbestmart.ru jggzpyuh.newre
kbofnhne.hotgenericsmart.ru kxwukygf.firstdrugmall.ru kzmnuxux.fastsmartbargain.ru Ior
malil.bambyteriann.trade mail.pureaidvalue.ru mail.smartsecureinc.ru mail.xn--b1aht2abibSap.xn--p1ai mail.xn--b1akwmvzi
mail.xn--g1aiih0Oc9b.xn--p1ai medicaldrugsmall.su medicalhealthinc.su mlwndvrj.firstdrugmall.ru msilkryd.newremedyele
menbehvd.first W R R R R N VA A TR QLK ez staerminia.ru  newtabletshop.ru nick.denag
ns1.blondelleevvy.ru nsi.brendaalmira.tra@e . ; . gremedymart.ru nsil.decioldb.ru nsi.denaps
ns1.firstdrugmall.ru nsi.globalrxprogram.ru nsi.goodgenericmall.su ns1.homerxwebmart.ru nsi1.homesecureassist.su ns

ns1.jumfzwgo.ru nsi.jzlvtets.ru nsi.kxibfipa.ru nsi1.kyanpnoj.ru] nsi.luckypillmall.su|] ns1.medicalmedsgroup.ru nsi.minn

ns1.rgyungvz.ru nsi.securepillsinc.com ns1.stformmg.com ns1.thesecurereward.ru nsi.thesmartwebmart.ru nsi.xgmagk




2017-06-29 18:11:03 |eboemghivblgtx.thesmartvalue.ru | 188.126.94.79

2017-06-22 00:54:40 eboem hfvblgtx.thesmartvalue.ru | 62.112.8.24
2017-06-20 05:07:20 eboem hfvblgtx.thesmartvalue.ru | 87.229.111 163
2017-06-20 12:35:04 |eboemghfvblgtx.thesmartvalue.ru | 95.31.22.193

What else is at the only IP you know about?

o



Z Search or scan a URL, |IP address, domain, or file hash

2017-08-01 www.ytqudyxqg.ru

2017-08-01 www.zptcuhed.ru

2017-08-01 youraidwebmart.ru

2017-08-01 yourmedicalinc.ru

2017-08-01 yourrxquality.com

2017-08-01 zonnyasheelagh.eu

2017-08-01 zptcuhed.ru

2017-07-10 smartsategroup.win

2017-07-09 magicmedsprogram.ru
2017-07-09 www.magicmedsprogram.ru
2017-07-04 magicpharmacyinc.su

0170704 What else is at the only IP you know about? o
2017-06-29 yourfirsteshop.win

2017-06-19 eboemghfvblgtx.thesmartvalue.ru
2017-06-19 www.eboemghfvblgtx.thesmartvalue.ru

2017-06-18 goodherbvalue.ru
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Details for lkvxmbtxsbigp.com

This domain is currently in the Umbrella block list

Classifier prediction: suspicious Umbrella risk score: B2}

This domain may have been created using a domain generation algorithm (DGA)

DNS queries

DNS queries/hour

14. Oct 18. Oct 20. Oct 22. Oct 26. Oct 28. Oct 30. Oct 1. Nov

What else is at the only IP you know about?

| SEARCH IN GOOGLE

‘ SEARCH IN YIRUSTOTAL




Detalls for |kvxmthSbiqp.Com | SEARCH IN GOOGLE

‘ SEARCH IN YIRUSTOTAL

This domain is currently in the Umbrella block list

Classifier prediction: suspicious Umbrella risk score: B2}

This domain may have been created using a domain generation algorithm (DGA)

DNS queries

DNS queries/hour

14. Oct 16. Oct 18. Oct 20. Oct 22. Oct 26. Oct 28. Oct 30. Oct 1. Nov

WHOIS Record Data

Registrar Name: MarkMonitor Inc. IANAID: 292 Last retrieved October 28, 2017 GET LATEST

Created: October 26, 2017 Updated: October 26, 2017 Expires: October 26, 2018 Raw data (&'

Email Address Last Observed

admin@dnstinations.com Current




E

Details for lkvxmbtxsbigp.com

This domain is currently in the Umbrella block list

Classifier prediction: suspicious Umbrella risk score: B2}

This domain may have been created using a domain generation algorithm (DGA)

DNS queries

-
— |
o
N —
~
Vi
oF)
-
<J
-
o
2
- -
(-]

14. Oct 18. Oct 20. Oct 22. Oct 26. Oct 28. Oct 30. Oct 1. Nov

IP Addresses

First seen Last seen IPs

11117 11/8/17 255.192.197.93 (TTL: 86400)

What else is at the only IP you know about?

| SEARCH IN GOOGLE

‘ SEARCH IN YIRUSTOTAL




{&

Detalls for lkvxmbtxsbigp.com

This domain is currently in the Umbrella block list

Classifier prediction: suspicious Umbrella risk score: B2}

This domain may have been created using a domain generation algorithm (DGA)

DNS queries

p—
>
=
i -
-
v
o
=
o
=
&
%2
<
(=

12. Oct 14. Oct 20. Oct 26. Oct 28. Oct 30. Oct 1. Nov

TTLs min
TTLs max
TTLs mean

TTLs median

What else is at the only IP you know about?

| SEARCH IN GOOGLE

‘ SEARCH IN YIRUSTOTAL

o



{&

Detalls for |kvxmthSbiqp.Com | SEARCH IN GOOGLE

‘ SEARCH IN YIRUSTOTAL
This domain is currently in the Umbrella block list

Classifier prediction: suspicious Umbrella risk score: B2}

This domain may have been created using a domain generation algorithm (DGA)

DNS queries

DNS queries/hour

12. Oct 14. Oct 20. Oct 22. Oct 26. Oct 28. Oct 30. Oct 1. Nov

Popularity 11.37

Requester geo distribution NG (15.79 %) ID (15.79 %) PS (10.53 %) TR (10.53 %) VE (5.26 %) EG (5.26 %) RO (5.26 %) BA (5.26 %) TH (5.26 %) PH (5.26 %)
IR (5.26 %) [T (5.26 %) 77 (5.26 %)

What else is at the only IP you know about?

o



Co-occurrences

fvioskxw.sc.lan (43.64) nbhlwkrgggogyv.ac (15.22) scrrfgmsgituwwcfxx.org (6.90) uxymnoaickmgvdvdix.in (4.52) tsxgfpopxpcnjk.xxx (3.53)
kKbjxvwwhxesn.su (2.59) evupuwhecidobvifkif.im (2.37) poectwbqg.co (2.34) yjsvrgtibjbemk.eu (1.60) vpfpukvtj.eu (1.50) nbsqgxblmcdxlyf.sx (1.48)

glinvxvrswnv.mu (1.44) yennlelywjgmdq.su (1.42) bslruyyawqgslufc.sh (1.37) jbsppvjhkdigpfamm.com (1.37) cepdahujm.la (1.28) kghragsn.ru (1.26)
emaebejksxhewetf.to (1.19) clqgcjgfjlifvmavnxkcfyi.ga (1.01) hxmwkxnl.co (0.73) gnblgfffuiurngjlm.ms (0.70) wtturri.tv (0.70) kgenycuytwvrfqg.su (0.69)

snbqgalraojexqgv.ug (0.66)

What else is at the only IP you know about?
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WHERE DO YOU GET DATA TO LOOK AT?



"

. 7 '\II,'
(s /
/{ e
g : ' ‘ 7’

My Online Securit Keep uovrself safe online

Malformed emails from Necurs botnet try to deliver Locky using word dc® &=,

—

- -
with embedded OLE objects

# 7 November 2017 8:21 pm |

|
Another Locky ransomware campaign thatis trying to use Embedded OLE Objects is

hitting the UK again ( and probably other countries at same time) with an email with a

subject of Emailing: JXF53 - 08.11.2017, ( random characters and numbers)

pretending to come from random senders. Some have a ...
Continue reading —

There are lots of places, but you might have to learn how to do web scraping

Ll Malware, Spam D embedded OLE object, locky, malware, Ransomware L/ Leave a reply

Fake You have a new highly encrypted secure fax from eFax! malspam
delivers Trickbot banking Trojan

#| 7 November 2017 11:48 am

An email with the subject of You have a new fax pretending to come from eFax
Corporate but actually coming from a look-a-like domain <message@efax-
secure.com> with a malicious word doc attachment is today's latest spoof of a well-

known company, bank or public authority delivering Trickbot banking Trojan You can
now ...

Continue reading —
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~ Fraunhofer

FKIE

Instant Lookup APl Usage Feedback Malware Families Changelog Terms of Service

Malware Families

The following is a listing of the malware families currently included in DGArchive.

# Name #Seeds #Domains (unique) MinLen MaxLen

st There are lots of places, but you might have to learn how to do web scraping 19
beebonehage s 0 15
bedep_dga 17,288 (17,110) 18
banjori_dga 452,115 (438,949) 26
bamital_dga 271,128 (271,128) 35
blackhole_dga 4,380 (732) 16
cryptolocker_dga 1,824,000 (1,824,000 18
conficker_dga 1,537,000 (1,536,783) 11
chinad_dga 729,000 (186,624) 16
corebot_dga 426,660 (151,320) 28

darkshell_dga 49 (49) 6

dyre_dga 1,308,000 (1,308,000) 34

dircrypt_dga 600 (600)




e,
S

2017-11-07

2017-11-06 --
2017-11-03 --
» 2017-11-03 --
» 2017-11-02 --

2017-11-01
2017-11-01

There are

2017-10-30 --
2017-10-30 --
- 2017-10-27 -
» 2017-10-26 --
2017-10-26 --
2017-10-24 -
2017-10-24 -
2017-10-24 -
. 2017-10-23 --
» 2017-10-23 -
2017-10-19 -
2017-10-18 --
2017-10-17 -
« 2017-10-16 -
« 2017-10-13 -

2017-10-11
2017-10-11

MALWARE-TRAFFIC-ANAL

MY BLOG POSTS-[2013]-[2014]-[2015]-[2016] -[ 2017

-- A Day in the Life (of a Researcher)

Hancitor malspam - Subject: Delivery failed
malspam pushing Nymaim

Brazil malpsam pushes Banload malware
Adventures with Smoke Loader

-- Hancitor malspam (fake RingCentral fax)

-- Necurs Botnet malspam continues pushing Locky

lots of places, but you might have to learn how to do web scraping

Hancitor malspam (View your Office 365 Business billing statement)
Necurs Botnet malspam uses DDE attack to push Locky

malspam pushing Remcos RAT

Hancitor malspam (missed delivery/shipment/shipping notification)

ElTest campaign sends HoeflerText popups or fake AV page

Necurs Botnet malspam uses DDE attack to push Locky

Compromised site has ElTest fake AV, also has coinminer javascript
Phishing email, Subject: BAHL Internet Banking - Update

Brazil malspam pushes Banload

malspam pushes a RAT's nest of malware

Pcap & malware for an ISC diary (Necurs Botnet malspam uses DDE attack)
Pcap and malware for an ISC diary (Loki Bot malspam)

Terror EK sends Smoke Loader, Smoke Loader sends more malware

pcap and malware for an ISC diary (Hancitor malspam)

Blank Slate malspam stops pushing Locky, starts pushing Sage 2.2

-- WhatsApp-themed Brazil malspam pushes Banload malware

-- FTFY: Necurs Botnet malspam pushing ".asasin" variant Locky ransomware

[ ] ll.‘ll. - ell: olelolisllle A YWwoark "HPlas -Hble ll




MALWARE-TRAFFIC-ANAL

2018-08-24 - QUICK POST: EMOTET INFECTIONS WITH ZEUS PANDA BANKER
ASSOCIATED FILES:

» 2018-08-22-Emotet-infection-traffic-with-Zeus-Panda-Banker.pcap.zip 2.1 MB (2,123,581 bytes)
» 2018-08-22-malware-from-Emotet-and-Zeus-Panda-Banker-infection.zip 377 kB (377,181 bytes)

» 2018B-08-24-Emotet-infection-traffic-with-Zeus-Panda-Banker.pcap.zip 1.3 MB (1,250,753 bytes)
o 2018-08-24-malware-from-Emotet-and-Zeus-Panda-Banker-infection.zip 350 kB (349,531 bytes)

NOTES:

e Zip archives are password-protected with the standard password. If you don't know it, look at the "about" page of this website.

There are lots of places, but you might have to learn how to do web scraping

'http request or &% Expression... +

Time Dst port Host Server Name Info —

—+» 2018-08-22 14:49.. 69.162.107.34 80 :
2018-08-22 14:49.. ©69.162.107.34 80 Kkofve.com GET /FILE/En/Pald-Involce
2018-08-22 14:49.. 103.208.27.150 80 jobarba.com GET /wp-content/dstfe HT’
2018-08-22 14:49.. 103.208.27.150 80 jobarba.com GET /wp-content/dstf6/ H
2018-08-22 50.. 2.50.151 42 443 2.50,151 .42:443 GET / HTTP/1.
2018-08-22 92.. 96.70.33.201 80 96.70.33.201 GET /7 HTTP/1.
2018-08-22 14:53.. 199.0.205.95 443 199.0.205.95:443 GET /7 HTTP/1.
2018-08-22 14:57.. 24.116.185.90 50.. 24.116.195.90:50000 GET / HTTP/1.
2018-08-22 14:58.. 194.150.118.8 443 194.150.118.8:443 GET / HTTP/1.
2018-08-22 14:58.. 194.150.118 .8 443 194,150,118 .8:443 GET / HTTP/1.
2018-08-22 14:58.. 72.77.1.8 80. 72.77.1.8:8080 GET /whoaml.php HTTP/1.1

80. 72.77.1.8:,8080 POST / HTTP/1.1

|
!
!
’_'_
s

O N

'
[
N
p—n
N

)

) D X
| I

S = e S S =

2018-08-22 14:.:58. 7/2.7/7.1.8

2018-08-22 15:00.. 178.132.7.106 443 sourieuse . website Client Hello
2018-08-22 15:00.. 178.132.7.106 443 sourieuse website Client Hello
2018-08-22 15:00.. 178.132.7.106 443 sourieuse.website Client Hello
2018-08-22 15:00.. 178.132.7.106 443 sourieuse . website Client Hello
2018-08-22 15:05.. 178.132.7.106 443 sourieuse . website Client Hello
2018-08-22 15:05.. 178.132.7.106 443 sourieuse . website Client Hello
2018-08-22 15:05.. 178.132.7.106 443 sourieuse website Client Hello
2018-08-22 15:05.. 178.132.7.106 443 sourieuse.website Client Hello
2018-08-22 15:10.. 172.217.9.164 443 Wwww.google.com Client Hello
2018-08-22 15:10.. 178.132.7.106 443 sourleuse . website Client Hello
2018-08-22 15:10.. 178.132.7.106 443 sourieuse.website Client Hello
aTabLBEs" % ™ ™~~~ A ™ A “Bede W MNS - N a¥ -~ A A ™ P e Y 2 sn ln sm 4 = - N & b A lem 1 1 &
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| DOMAINS FR‘OMAP.CAP ' :,‘.' .' 5 i ;:I;Y;;Riié-M—826Y:r'eaddanainsfr'ompcap jpyorre$ D

iterm (bash)

“. 0 . And you may want to

- : ' ' .
» . *

g N

pull domains and IP’s out of PCAPs with python to do it fast

.| Desktop

[ Y

mn DATA

W8 scripts

2 automation

w JIRA

» Speaking_writing
{2} jpyorre

L Documents

/> Applications

@ AirDrop

w8 Nextcloud

. fre e . * S iCloud

GITHUB.COM/JPYORRE/NETWORK_ANALYSIS

&% iCloud Drive

B readdomainsfrompcap

™ = EEE .. an ) . P

B http_traffic_and_post_to_phishing.pcap
B posttophishingpage.pcap

B readdomainsfrompcap.py
B README.md

B requirements.txt

1 of 5 selected, 146.86 GB available

Q Search

~ w2 Modified

Jul 23, 2017 at 4:14 PM
Today at 6:34 PM
Today at 6:43 PM
Today at 6:38 PM
Today at 6:30 PM

Size
2.7 MB

2 KB

1KB
141 bytes
12 bytes

EgEs T TN

CREE



O | VirusTotal

Analyze suspicious files and URLs to detect types of malware

including viruses, worms, and trojans.

File URL VirusTotal is free, but a paid account provides a lot more data

Upload and scan file

By using VirusTotal you consent to our Terms of Service and Privacy Policy and allow us to share your submission

with the security community. Learn more.




Y @& Secure

Statistics

A Search ! New

>

humoronoff.top

Hunting Clustering Help

total

a96baZ06cbeZ2bc4b835d2adfb355674e8681e1914113dal34f2¢804d8bebc257
4019b82bat93b8621f492367240391b24

o=Q

cebf4fa9c2b7d855d4901174645a3286dbdf4f0f55c2082e184a9aa892ed707d
aab3523f3b4c2b79668a2e33d3eb3d85

@=EQ

20f4445b40dc0cd1830dee6031a7342284e51dc4c399d331507b28f74ba0727b
acfadcf7242b6d20d76d925b8c15faeb

@i=EQ

6417bb1f34a76c3f145f4ebf2b73bbaZ17b781dafbf13709a228bab3c3c13f4f
f7487033b109cf0b34e448d77a29e457

o= CICTD D

52 /68

https://www.virustotal.com/intelligence/search/?query=humoronoff.top

First sub.

2018-08-01
15:41:40

2018-08-06
18:11:46

2018-07-31
14:57:13

2018-08-02
15:06:55

o % @B O

Hashes

Last sub. ¥

2018-08-09
09:52:08

2018-08-06
18:11:46

2018-08-02
15:07:13

2018-08-02
15:06:55

@ Select »

Times sub.

n joshpyorre

Sources

® Download »

Size

173.5 KB

173.5 KB

133.5 KB




C (0 & Secure | https://www.virustotal.com/intelligence/search/?query=humoronoff.top Or 37 t"’] ‘B 1D

) Search Hunting Clustering Statistics Help J New n joshpyorre

S

File information

E O |dentification @, Details @ Content U Analyses & Submissions @ ITW 1+ Behaviour ®, Comments _J
4 fil

Hexview  Strings « < 2
Fil

00 01 02 03 04 05 06 07 0B 09 OA OB OC OD OQOE QF

e 00000000 4d 5a 90 00 03 OO0 OO OO 04 OO OO 00 f£ff f£f 0O QOQ . | ‘
1 00000010 b8 00 00 00 00 OO OO OO 40 OO OO 0O 00 00 00 00  ceeevaas Bensnnee

00000020 00 00 OO0 OO0 OO0 OO OO OO OO OO OO OO OO0 OO0 00 00  ceeevaessasnsosas

00000030 00 00 OO0 00 OO OO OO OO OO OO OO0 00 e0 Q0 00 00  ceeecsessansosaese

00000040 Oe 1f ba Oe 00 b4 09 cd 21 bB 01 4c cd 21 54 68  .eeieraen !..L.!Th
~ 00000050 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 1S program canno '
o 00000060 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 t be run in DOS

00000070 e6d 6f 64 65 2 0d 0d 0Oa 24 00 00 00 GO QGO0 @O0 a0Q mode....S5.......

00000080 9e dl 86 0Oe da b0 eB 5d da b0 eB 5d da b0 e8 5d  ....... Jannlssel

00000090 c4 e2 7d 5d ¢c9 b0 eB 5d c4 e2 6¢c 5d ea b0 e 5d eetleieea]eal]ene]
| 000000RA0 c4 e2 6b 5d bd b0 eB 5d fd 76 93 5d dl b0 e8 5d A3 I R N D ]
a 000000B0 da b0 €9 5d ab b0 e8 5d 5a fe bf b8 db b0 e8 5d esalese]Bsnsena ]

000000CO0 c4 e2 7c 5d db b0 eB 5d a0 b3 a5 39 db b0 e8 5d selleea]snsOans]

000000D0O 52 69 63 68 da b0 eB 54 00 00 00 00 QO QO 0O QOQ 133 Ko o Y [

00O0000EOQO 50 45 00 00 4c 01 05 00 7a 79 1 5b 00 00 00 0O PE..L...zya[....

000000F0 00 00 00 00 e0 00 02 01 Ob 01 09 00 00 92 00 00  ceeevaessassocas
. 00000100 00 3e 02 00 00 OO0 OO0 OO0 al 1b 00 00 00 10 00 OO0 e s ascesennsnnss

® Download file C Re-scan file Close







Bambenek
Consulting

Services.Com, lo.88.0U0.£3 | L0L.88.0U.3Y | 1lDL.B8.0L.L3|1lDL.BY.0L.353Y|1lDL.808.01.41,MASTEr 1lnalicator reea Iror KraxKen non-sinxKnoliea
domains, http: //osint.bambenekconsultina.com/manual/kraken.txt

vmvrlpvpgxu.yi.org,209.160
xayjaciunhu.com,69.64.147.
services.com,162.88.60.23|
domains,http://osint.bambe
xfdvisu.com,183.111.169.122
domains,http: //osint.bambenekco

Some threat feeds are free, some cost a little. Many will provide free access to researchers
xlfstaxlrui.yi.org,143.215.15.1

YU I U I VV / o o
zssdxcq.yi.org,143.215.15.199,,

buhwfdo.net,,nsl.buhwido.net|ns {manual/necurs.txt
egvoeupxmwhshv.com,253.240.55.9 om|ns?7.markmonitor.com,64.124,
69.50[162.88.60.13|162.88.60.15 1026070V L/[10Z:00s0L+ 1D [L0Z+ 6001+ 17 [10Z%66+01 1Y, MasTEr 1NALCATOr reeq IOr NECUrs NON-sS1NKnoLred

domains, http://osint.bambenekconsultina.com/manual/necurs.txt

falgpyukcuk.com,254.56.19.27,ns g7 .markmonitor.com,64.124.69.5
0/162.88.60.13|162.88.60.15|162

domains,http: //osint.bambenekco

fgyirai.com,249.200.241.24,ns1l. «markmonitor.com,64.124.69.50|

[
162.88.60.13|162.88.60.15|162.8
domains,http://osint.bambenekcao I s ‘ a u o ru n W
fkeysmpxjacg.com,255.8.126.121, u |ns7.markmonitor.com,64.124.69

.50|162.88.60.13|162.88.60.15|1

domains,http://osint.bambenekca

ggtnrxqj.com, ,nsl.ggtnrxqgj.com| om/manual /necurs.txt
hfjrlydjpponowznlg.com,255.128. 195 £4%; NS MarKmoN1TOr: COM|NSZ:MarKNoNITOr: COM| NSy MarKmon1tor: CoM| NS4 MarKmonltor: Com|ns>: Markmonlitor:con|nsu.markmon1tor.com|ns7 .markmonitor.com, 64
.124.69.50|162.88.60.13|/162.88.60.15/162.88.60.17|162.88.61.15|162.88.61.17|162.88.61.19,Master Indicator Feed for necurs non-sinkholed
domains,http://osint.bambenekconsulting.com/manual/necurs.txt

isctdtaulbpoprun.pw,47.178.27.3

domains,http://osint.bambenekcc

lkvxmbtxsbigp.com,255.192.197.9 om|ns7.markmonitor.com,64.124.
69.50|162.88.60.13|162.88.60.15

[
domains, http: //osint.bambenekcc
pdunaidaipniilvejgf.com,255.128 vx m xs I ‘ O m itor.com|ns7.markmonitor.com, 6
4.124.69.50/162.8B.60.13|162.BE L

domains,http://osint.bambenekec

rmtojtl.com,252.232.245.123,nsl 7 .markmonitor.com,64.124.69.50
|162.88.60.13|162.88.60.15|162.

domains, http://osint.bambenekconsurtangscumrmanuary MECULs e AT
tgbngsgadiglxiovnc.com,251.16.126.250,nsl.markmonitor.com|ns2.markmonitor.com|ns3.markmonitor.com|ns4.markmonitor.com|ns5.markmonitor.comn|ns6.markmonitor.com|ns7.markmonitor.com, 64
.124.,69.50|162.88.60.13|162.88.60.15|162.88.60.17|162.88.61.15|162.88.61.17|162.88.61.19,Master Indicator Feed for necurs non-sinkholed

domains, http://osint.bambenekconsulting.com/manual/necurs.txt

vayvlpg.con,,nsl.vayvlpg.com|ns2.vayvlpg.com, 170.122.134.164,Master Indicator Feed for necurs non-sinkholed domains,http://osint.bambenekconsulting.com/manual/necurs.txt
wdsauxqtnga.pw,42.194.255.160,nsl.honeybot.us |ns2.honeybot.us,208.100.26.234|208.100.26.241,Master Indicator Feed for necurs non-sinkholed

domains, http://osint.bambenekconsulting.com/manual/necurs.txt




WHY VISUALS?

Turn Messy Data into Meaningful
Information




WHY VISUALS?

Turn Messy Data into Meaningful
Information

Help Us Quickly Analyze Threat
Hunting Data
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HELPFUL VISUALS

Force-Directed Graph

Timelines.of First Seen Queries VS Domain Registration
Timelines of Domain Queries
Timelines'of Queries From Network Captures

Signature Patterns Built From Queriés In Network Capture Files




FORCE-DIRECTED GRAPHS
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« ..% ..  Description
OpenGraphiti is a free and open source 3D data visualization engine for data scientists to visualize
semantic networks and to work with them. It offers an easy-to-use API with several associated s, o
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QUERY TIMELINES

Query Volume for google.com
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PAITERN MAICHING




WHAI MAKES A
VISUAL USEFUL?




QUESTIONS WE ASK OURSELVES

When showing quantities, what will make the visual clear?

1 Query Volume for humoronoff.top
600
400




QUESTIONS WE ASK OURSELVES

Am | placing the datain an appropriate context?

force directed graphs: intuitive for networks
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O UBTOSWEAKORSENES e

 'f3 ;'f:.'f:  - JJf--5f- E Multiple Domains
K How.;c:an '|

i Aug 2, 2018
A google.com — 212,734,369
: o 445

.reduce visual clutter ? "~ -

. clarify primary information ? et

4 '. . highlight notablé content?




QUESTIONS WE ASK OURSELVES

How can‘l assess change and rates of change ?

Queries on Different Days to Same Domain Reveal Patterns, Assessed
Change, and Rates of Change.

We See This On Domains Which Show a Sudden Spike (the assessed change)
and How Many Queries There Were On The Spike (or if.it ever happened)

Query Volume for vodaless.net

Aug 30, 2018

Low Query Traffi — 201
\"\"} uy rairic Spike :




VISUAL EXAMPLES OF
ATTACK CAMPAIGNS




EMOITET

Arrival Installation Routines

(1) Malspam with URL (3) EMOTET
Subject is Invoice / (7) List running processes
Payment notification () Get System and OS info

User clicking the URL in
malspam leads to

N b SeApblata . \Local\Microsoft\
Windows\<file name>.exe

g
(9) Send info to CnC

A

(2) Doc with malicious
macro.
- Executes powershell

command fine to Q (10) Create Auto-start registry

download payload (5) Delete Zone.ldentifer - HKCU\%regrun
ADS (if without admin rights)

Send modules to perform other routines

NV
(6) Creates Service L™ (11) Execute modules received from CnC
(if with admin rights) a. Update copy
D. Spammer module
C. Credential Stealer module
d.

a. With admin rights Network propagation module

b. Without admin rights
Service name / Regrun value is same

as <file name:>




FORCE DIRECTED GRAPH EMUTET [PS AND DOMAINS

Emotet_ domams txt Emotet_ips.txt

1 atakentegitimkurumlari.com 1 12.182.146.226
2  gadanie-lidia.ru 2 186.71.61.91
3 vodaless.net 3 181.142.74.233
. ec|atpro .com 4 71.202.205.235
5  weliketomoveit.ca 9 185.150.131.55
-6  fundacionafanic.com 6 37.120.175.15
) 7 69.17.170.58
7 eeodlewnia.pl 8 24917117217
8 simcon.ca 9 69.193.199.50
9  wifismyip.com 2 i~
10 r200nsulting.net How do you identify relatlonshlps between domams and IPs?
'1 ownhive.com 12 79.78.160.225
'2 gnatyshyn.pl ‘13 73.178.169.180
'3 soportek.cl 14 129.89.95.241
4 ipinfo.io 15  73.27.38.128
5 goprorent.pl 16 129.89.95.110
|6  irontech.com.ir 17 96.95.159.237
|7  msftncsi.com 18  24.40.239.62
18  krufgqsp.com 19 71.8.1.188
19  collectorsway.com 20 71.71.3.84
’0 webmounts.co.ke 21 199.120.92.245
21 brokbutcher.com 22  186.71.61.91
’2  ocyoungactors.com 23  181.142.74.233




FORCE-DIRECTED-GRAPH : EMOTET IPS AND DOMAINS




FORCE-DIRECTED-GRAPH : EMOTET IPS AND DOMAINS
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crcunagcvxrus Jet.

#35204.172.181

o www.intercedscholars-cl.com.

9 s'-ne l' o -..

© ,-]2{ 25 X\glm‘ﬁq@ff%emmagewms org:
wwinl R

E&Hlbu

oca

rice.com.
X.com.

OWWW.IS ’»x £O
www.n woﬁ

“omerta.cx

security.com.

@ globallsuppservices.com.

® baltmaxi.com.
@ filmvivace.info.

“ belastingkantoar.date.

¢ mail belastingkantoor.date.

©5.188.231.13



TIMELINES




2018-08-16 - EMOTET INFECTIONS WITH ZEUS PANDA BANKER ON 2018-08-15 & 2018-08-16

ASSQCIATED FILES:

2018-08-14-thru-16-Emotet-malspam-9-email-examples.zip 420 kB (420,083 bytes)
2018-08-15-Emotet-infection-traffic-with-Zeus-Panda-Banker.pcap.zip 1.4 MB (1,352,380 bytes)
2018-08-16-Emotet-infection-traffic-with-Zeus-Panda-Banker.pcap.zip 4.2 MB (4,225,183 bytes)
2018-08-14-thru-16-malware-associated-with-Emotet-infections.zip 1.2 MB (1,152,372 bytes)

NOTES:

¢ Still seeing Zeus Panda Banker caused by Emotet, very similar to what | posted earlier this week on 2018-08-14.
e This ties into a recent Unit 42 blog | wrote |last month, Malware Team Up: Malspam Pushing Emotet + Trickbot.

EMOTET LINK INFECTION CHAIN

. ENABLE
‘ PN DOC MACROS - -
$a o
\"'@"’ -> "*\/
MALSPAM WEB LINK WORD DOC EMOTET FOLLOW-UP

MALWARE

EMOTET ATTACHMENT INFECTION CHAIN

ENABLE
peelh MACROS
MALSPAM WORD DOC EMOTET FOLLOW-UP

MALWARE

Shown above: Flow chart lypical Emotet rmalspam infections.
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10
205
216
218
219
413
424

426
A30

Time Source Destination Protocol Length Info

0.546015 10.8.15.103 195.162.24.96 HTTP 354 GET /WellsFargo/Smallbusiness/Aug-15-2018 HTTP/1.1
0.760924 195.162.24.96 10.8.15.103 HTTP 615 HTTP/1.1 301 Moved Permanently (text/html)
9.769095 10.8.15.103 195.162.24.96 HTTP 355 GET /WellsFargo/Smallbusiness/Aug-15-2018/ HTTP/1.1
1.529418 195.162.24.96 10.8.15.103 HTTP 1231 HTTP/1.1 20@ OK (application/msword)

27.170271 10.8.15.103 201.148.107.187 HITP 122 GET /FAm4elY HTTP/1.1

27.474371 201.148.107.187 10.8.15.103 HTTP 537 HTTP/1.1 301 Moved Permanently (text/html)
27.478109 10.8.15.103 201.148.107.187 HTTP 99 GET /FAmd4eZY/ HTTP/1.1

29.4101387 201.148.107.187 10.8.15.103 HTTP 236 HTTP/1.1 20@ OK (application/octet-stream)
99.976226 10.8.15.103 03.88.93.99 HTTP 828 GET / HTTP/1.1

100. 770968 03.88.93.99 10.8.15.103 HTTP 342 HTTP/1.1 20@ 0K (text/html)

1A ARRTAR 12 R 15 14 03 A” Q2 Q9 HTTP R?R GFT / HTTP/1 1

GET /WellsFargo/Smallbusiness/Aug-15-2018 HTTP/1.1

Accept: text/html, application/xhtml+xml, */*

Accept—-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: akademia.gnatyshyn.pl
DNT: 1
Connection: Keep-Alive




No.

213
214
215
216
217
218

Time

26.840344
27.169656
27.169859
27.170271
27.170273
27.474371
27.478109
27.478110
27.781664

27.781668
27 782303

Source

10.8.15.103

201.148.107.

10.8.15.103
10.8.15.103

201.148.107.
201.148.107.

10.8.15.103

201.148.107.
201.148.107.
201.148.107.

1M ] 15 143

187

1387
187

Destination

201.148.107.187

10.8.15.103

201.148.107.187
201.148.10/7.187

10.8.15.103
10.8.15.103

201.148.107.187

10.8.15.103
10.8.15.103
10.8.15.103

207 1A 147 187

Protocol Length
TCP 66
TCP 60
TCP 60
HTTP 122
TCP 31%)
HTTP 537

HTTP
TCP
TCP

TCP
TCP

Info

49205 - 80 [SYN] Seq=0 Win=8192 Len=@ MSS=1460 WS=256 SACK_PERM-=
80 - 49205 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460
49205 - 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0

GET /FAm4elZY HTTP/1.1

80 - 49205 [ACK] Seq=1 Ack=69 Win=64240 Len=0

HTTP/1.1 301 Moved Permanently (text/html)

GET /FAm4eZY/ HTTP/1.1

80 - 49205 [ACK] Seq=484 Ack=114 Win=64240 Len=0

80 - 49205 [PSH, ACK] Seq=484 Ack=114 Win=64240 Len=424 [TCP sec

BO - 49205 [PSH, ACK] Seq=908 Ack=114 Win=64240 Len=1345 [TCP s¢
AQ72AS - RA TArkl an:114 Ark=2753 Win=~RA4A24Q4 | en—A

GET /FAm4elZY HTTP/1.1

Host: soportek.cl
Connection: Keep-Alive




(O N 2. bash

python process_pcap.py 2018-08-15-Emotet-infection-traffic-with-Zeus-Panda-Banker.pcap

duncanfalk.com
psychedelicsociety.org.au
, gnatyshyn.pl

. soportek.cl




FROM ONE NETWORK CAPTURE

Viewing the first seen or registered DNS date along with the time of email delivery

psychedelicsociety.org.au

duncanfalk.com email
soportek.cl email
gnatyshyn.pl email

Jul Oct Jan Apr Jul Oct Jan Apr Jul Oct Jan Apr Jul Oct Jan

"1-:-&"'



Detalls for psychedelicsociety.org.au

This domain is currently in the Umbrella block list Umbrella Investigate Risk Score: 45 @

This domain is associated with a Trojan attack called Emotet

DNS queries

[ .
-
)
i -
S
w
Y
g —
)
-
o
(7p)
=
Q

T.Aug 3.Aug S.Aug 7.Aug 9. Aug 11.Aug 13.Aug 15.Aug 17.Aug 19.Aug 21.Aug 23.Aug 25.Aug 27.Aug 29. Aug

Site is new and probably compromised, has a large spike in queries
Current Status

First Seen 2018/07/14 10:19

First Queried 2018/07/14 10:19
Categories Malware

Attacks Emotet
Threat Types Trojan
Whitelist NONE

Popularity




Detalls for duncanfalk.com

This domain is currently in the Umbrella block list Umbrella Investigate Risk Score: 60 @

This domain is associated with a Trojan attack called Emotet

DNS queries

=
(o)
<
7]
o
5 50
-
o
7))
=
Q

2. Aug 4. Aug 6. Aug 8. Aug 10. Aug 12. Aug 14. Aug 16. Aug 18. Aug 20. Aug 22. Aug 24. Aug 26. Aug 28. Aug 30. Aug 1. Sep

Current Status

First Seen 2015/10/16 14:51
First Queried 2016/09/19 04:39

Categories Malware

Attacks Emotet

Threat Types Trojan




Latest URLs hosted in this domain detected by at least one URL scanner or malicious URL dataset.

7/68
8/68
7/68
10/69
8/70
1/68

"1-:-&"'

2018-08-27 19:49:33
2018-08-23 20:12:54
2018-08-22 05:55:13
2018-08-19 05:38:51
2018-08-17 18:24:57
2018-08-10 04:49:12

http://psychedelicsociety.org.au/wp-content/plugins/woocommerce/includes/ce8bGv.htmi

http://psychedelicsociety.org.au/

http://psychedelicSGaintaaass =
i ‘Known bad URLs

https://psychedelicsociety.org.au/3mw

http://psychedelicsociety.org.au/wp-content/uploads/2018/07/noSpd4.php




@~ € (O www.psychedelicsociety.org.au Q, Search

Australian Psychedelic Society vs Events Knowledge
3 ;
. ‘- e S N .
% Yt = ’ . ' a X
3 . The Australlan Psychede.llc Socuefy is an . e i
o . organi’satlon seeklng to connect Australia® s *
’ psychedelrg communlty to beneﬂt,.enjoy and”’

-+ . *contribute to their-culture iha safe and - ' .
£ e R : supportive 9nvrronmefnt. ; e e

.
SN L : ~ ' ' %
- : 5 5 . .
. - »

arypdik C3F v t:&bo char”

Upcoming Events Become a member APS News

AIMS

Advocate: For the interests of the psychedelic community.
Represent: Provide an informed and balanced public voice for the psychedelic communit




msfincsi.com
microsoft.com
myexternalip.cam

fundaciconafanic.com

siaraya.com
ipinfo.io
ipify.org

Apr
2015

chamberstimber.com
fufu.com. mxl
lhesocmlmdlar\ in
wellkatomovelt ca
eclatpro. oom
r2consultmg nei
brokbumher com
gnalyc;hyn pl
kabiledans. oom
amedion. net
kermain -valley com
simcen. ca
tonysmarm%erwce co.uk
elactdebraconraq.com
sanc.ir
duncanfalk. com
ponraltworkshop com
vodaless. nel
anysre. net
nebula-ent. com
techwide. nel
tagtea. com
misico. oom
clubvolvoitalla it
identrust. com
invizza. oom
wifismyip. com
nisekolou rgmde net
soponek cl
alberguetaull com
lurbobulck‘; net
trustsoﬂ ro
posmvebusunessmages com
abovecreaﬂve com
healthdataknowledge com
IXSiS. com
amexx sk
eeodlewma pl
|pgca com
planeﬂerguson net
canevazzn oom br
|ronhech -com tr
cranmorelodge co uk melissakiss.com
santafetails. oom goprorent.pl
grupoembatec com ownhive.com

Jul Oct Jan
2016

shopthepcmegranate.com sandearth.com gadanie-lidia.ru stewartandgreenltd.com
astraclinic.com hilalkentasm.ccm organicprom.ru primeralano.org
| |
Apr Jul Oct Jan Apr Jul
2017

Viewing the first seen DNS date of I0Cs

businessnowindia.com

sawamobilbengkulu.web.ic

ocyoungaciors.com
kirkB86.1op
webmounis.co.ke
collectorsway.com
adonissanat.ccm
dpsoft.es

Oci Jan
2018

psychedelicsaciety.org.au
krufggsp.com
grampotchayatportal.club

thectrl24.com
atakentegitimkurumlari.com

Apr Jul




PAITERNS
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® Wireshark - Follow TCP Stream (tcp.stream eq 0) °'201 8-06-05-Emotet-malspam-infectioﬁ-traffic.pcap

4=

GET /ups.com/WebTracking/PX-5748789735663/ HTTP/1.1 i
W | tcp.stis Accept: text/html, application/xhtml+xml, *x/x X vl Do
No. Accept-Language: en-US
— 3 User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko S=256 SACK PERM=1
4 Accept-Encoding: gzip, deflate 0 MSS5=1460
5 Host: www.pod.siaraya.com
— DNT: 1 | e
s ——g~ Connection: Keep-Alive llll—
8 HTTP/1.1 208 OK n=1074 [TCP segment of a reassembled PDU]
9|  pate: Tue, @5 Jun 2018 17:52:53 GMT 0
10 Server: Apache Len=1074 [TCP segment of a reassembled PDU]
11 X-Powered-By: PHP/5.3.29 0
12 Cache-Control: no-cache, no-store, max-age=@, must-revalidate Len=5370 [TCP segment of a reassembled PDU]
12 Pragma: no-cache n

Frame Content-Disposition: attachment; filename="2TX53437800424385.doc"

Ethern Content-Transfer—-Encoding: binary . P,

- | ccep-Alive: timeout=5, max=106 Is there a pattern in events from network traffic”

Transn Connection: Keep—-Alive
Transfer-Encoding: chunked

Hype] Content-Type: application/msword [

vyvvyvyvwyy

I R S T —— DD T% e e e e e e e enenenenna :
vv'._vl 01 IIIII.IGIIdGIIdIIIIIIlllIIIIIIIIIllllllllllllllllllll.llIIIIIIIIIIIIIII.IIIIIIIlllllIlllllllllllllllllllIIIII
= fg . T e T
L ¢ I P Ternnnn U 2 eaenn TP " r S Weernnn, Weernnn. Wesurnn. Wesurnnn
40 6f - - =
Z 9 gq 2 client pkts, 67 server pkts, 3 turns.
el ;a Entire conversation (105 kB) E Show and save dataas ASCII E Stream O »
' Find:
| 78

Help Filter Qut This Stream Print Save as...



;| 2018-06-05-Emotet-malspam-infection-traffic.pcap

® XNECE Q @@= EF || Q Q QIF

Time Source Destination Protocol Length Info

6 0.438379 10.6.5.102 103.18.246.76 HTTP 353 GETN/ups.com/WebTracking/PX-5748789735663/ HTTP/1.1

8.901247 103.18.246.76 IUA? | there a pattern in events from network traffic?' application/msword)
30.739410 10.6.5.102 45.3 Al

31.536961 45.35.108.146 10.6.5.102 HTTP 2277 HTTP/1.1 200 OK (application/octet-stream)
418.066116 10.6.5.102 217.160.20.223 HTTP 7117 POST / HTTP/1.1

63.733795 10.6.5.102 217.160.20.223 HTTP 733 POST / HTTP/1.1

428.766096 217.160.20.223 10.6.5.102 HTTP 1053 HTTP/1.1 200 OK (text/html)
429.262788 10.6.5.102 138.68.13.161 HTTP 325 GET /whoami.php HTTP/1.1
429.760982 138.68.13.161 10.6.5.102 HTTP 224 HTTP/1.1 200 OK (text/html)

433.928710 10.6.5.102 138.68.13.161 HTTP 525 POST / HTTP/1.1
ARA _KRAARD 128 AR 12 1A 10 A 5 102 HTTP 28R _HTTP/1 1 200 NK__(t+avt /html)

"'ﬂf"'
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‘ "In process_pcap():

»Ho,‘f;

Domains:

ﬁgi.techwide.net
<. 37 D slag@yaocom
o 5. ¥ 2t AR ok ek e SR o e oK K e O oK K

.
.....

-,
. - .
. . ™ -

R TRk W

S 0 0000000000006 S

O

¢ YIP's:
. 65.41.38.155

‘¥

: 00

106

: 00

114
14

100

100

:01:
100
100

101

100
100

00

147
100
105
100
02
:00:

@
ald

15

04

15

027737
.0667679
.528993
.0665922
. 057943
292
:552
: 20.
29.
:00.
.232961
48 .
32.
Aram)
35.
38.

148178
820192
409612
524945
192444

174649
020427
582902
426778
802216

Ghetese

##################################################
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o

B=l1IN N N IIIMLQ'IVIIII RBEIIE N v MWD Wi N L\.V\

I T e e T R LS T TS S TR TR L a T

Times In Between Events




Is there a pattern in events from network traffic?







Open with Preview

Video showing the commonalities in timing in Emotet pcaps




W‘ ' ACCOUNT CHECKING ACTIVITY FROM
TRI c KB OT TRICKBOT BACKCONNECT PROXY

TRICKBOT o
BANKING
TROJAN CANG PAYLOAD
SERVER

SC—
C—
SC—
SC—

b
R

A study of IOCs from Trickbot

e a NITIAL INFECTION VICTIM

BACKCONNECT MODULE
SERVER SERVER

e ACCOUNT CHECKING
VIA LOGIN FORMS










’Node: 76.12.219.172
Degree: 1

IP: True D

Node: 76.12.219.173
Degree: 2
IP: True

O—e







»184.168221.86

® cpanel scomemphisin.com
® webdisk wichitaksseo com

i H""“' m«.um
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S aupa e Com
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e h e b 2 St rﬁ o
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50153 203:'2

: “ks.tzzw 112 5 50.63.202.25
e 50,63 e 50.6320271
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®larcdo i dseo com
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> n
= ngf”‘ o

AR Enenglislischodls arg
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Comparison of all the IOCs and their relationships used in this presentation from Emotet, Trickbot and Emotet
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