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▸ Finding Maliciousness 

▸ Why Build Visualizations 

▸ Visualizations and Findings



RESEARCH
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WEBSITE COMPROMISE



RATS

Remote Access Trojans



WHAT IS THERE TO VISUALIZE?
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COMPROMISED DOMAINS
DEPENDS ON THE TYPE OF ATTACK



PHISHING DOMAINS
DEPENDS ON THE TYPE OF ATTACK



COMMAND & CONTROL DOMAINS (DGAS)
DEPENDS ON THE TYPE OF ATTACK



DEPENDS ON THE INFECTION METHOD
SPAM



DEPENDS ON THE INFECTION METHOD
WEBSITE COMPROMISE



DEPENDS ON THE INFECTION METHOD
EXPLOIT KITS



REACH
SIZE and SCALE



FEATURES FROM THE IOCS 



 FINDING 
MALICIOUSNESS



ANALYZING DGAS TO FIND THE C&C

How do you find the ‘bad’ domains in a list of domains?



EXAMPLE OF C&C CONTACT
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C&C CONTACT  - DOMAIN FLUX
▸ Large amount of changing DGA domains 

▸ Not all are registered - lots of noise to dig through 

▸One of the DGAs will be the C&C with a hosted IP address



PASSIVE DNS
▸ DOMAIN NAMES:
▸ C&C communications
▸ DGAs - resolving and NX domains  

▸ IP ADDRESSES:
▸ Hosting IPs  

▸ NAMESERVERS, EMAIL REGISTRANT:
▸ WHOIS Information 

▸ HASHES OF MALICIOUS BINARIES:
▸ Dropped by RATS
▸ Contained in Spam
▸ Dropped by compromised websites or malvertising



95.31.22.193 

Tracking Hailstorm Spam 
USING PASSIVE DNS 

What else is at the only IP you know about?



95.31.22.193 

What else is at the only IP you know about?



What else is at the only IP you know about?



What else is at the only IP you know about?



What else is at the only IP you know about?



What else is at the only IP you know about?



What else is at the only IP you know about?



What else is at the only IP you know about?



What else is at the only IP you know about?



What else is at the only IP you know about?



What else is at the only IP you know about?



OSINT
WHERE DO YOU GET DATA TO LOOK AT?



There are lots of places, but you might have to learn how to do web scraping



There are lots of places, but you might have to learn how to do web scraping



There are lots of places, but you might have to learn how to do web scraping



There are lots of places, but you might have to learn how to do web scraping



DOMAINS FROM A PCAP

GITHUB.COM/JPYORRE/NETWORK_ANALYSIS

And you may want to pull domains and IP’s out of PCAPs with python to do it fast



VirusTotal is free, but a paid account provides a lot more data







FEEDS



hfjrlydjpponowxnlq.com
Some threat feeds are free, some cost a little. Many will provide free access to researchers

isctdtaulbpoprun.pw

lkvxmbtxsbiqp.com



WHY VISUALS?
▸ Turn Messy Data into Meaningful 

Information



WHY VISUALS?
▸ Turn Messy Data into Meaningful 

Information 

▸ Help Us Quickly  Analyze Threat 
Hunting Data



HELPFUL VISUALS



▸ Force-Directed Graph 

▸ Timelines of First Seen Queries VS Domain Registration 

▸ Timelines of Domain Queries 

▸ Timelines of Queries From Network Captures 

▸ Signature Patterns Built From Queries In Network Capture Files

HELPFUL VISUALS



FORCE-DIRECTED GRAPHS





Video of OpenGraphiti in action



Video of OpenGraphiti in action



QUERY TIMELINES



PATTERN MATCHING



WHAT MAKES A  
VISUAL USEFUL?



QUESTIONS WE ASK OURSELVES
When showing quantities, what will make the visual clear?



Am I placing the data in an appropriate context?
force directed graphs: intuitive for networks

QUESTIONS WE ASK OURSELVES



QUESTIONS WE ASK OURSELVES

How can I … 
. reduce visual clutter ? 

. clarify primary information ? 

. highlight notable content ? 



QUESTIONS WE ASK OURSELVES
How can I assess change and rates of change ? 

▸ Queries on Different Days to Same Domain Reveal Patterns, Assessed 
Change, and Rates of Change. 

▸ We See This On Domains Which Show a Sudden Spike (the assessed change) 
and How Many Queries There Were On The Spike (or if it ever happened) 

Low Query Traffic
Spike



VISUAL EXAMPLES OF 
ATTACK CAMPAIGNS



EMOTET
A study of IOCs from Emotet



FORCE-DIRECTED GRAPH : EMOTET IPS AND DOMAINS

How do you identify relationships between domains and IPs?



FORCE-DIRECTED GRAPH : EMOTET IPS AND DOMAINS

Finding the relationships



FORCE-DIRECTED GRAPH : EMOTET IPS AND DOMAINS

Finding the relationships



Finding the relationships



TIMELINES





Get the PCAPs







Programmatically getting domains from a PCAP



FROM ONE NETWORK CAPTURE

Viewing the first seen or registered DNS date along with the time of email delivery



Site is new and probably compromised, has a large spike in queries





Known bad URLs



The site was probably immediately compromised



Viewing the first seen DNS date of IOCs



PATTERNS



Is there a pattern in events from network traffic?



Is there a pattern in events from network traffic?



Times In Between Events}Is there a pattern in events from network traffic?



Is there a pattern in events from network traffic?



Are there patterns?



Video showing the commonalities in timing in Emotet pcaps



TRICKBOT
A study of IOCs from Trickbot



GRAPHS



Finding the relationships



Finding the relationships



Finding the relationships



Finding the relationships



TIMELINES



Viewing the first seen DNS date of IOCs



PATTERNS



Video showing the commonalities in timing in Trickbot pcaps



HANCITOR
A study of IOCs from Hancitor



TIMELINES



Viewing the first seen DNS date of IOCs



FORCE DIRECTED 
GRAPH



Finding the relationships



Finding the relationships



Finding the relationships



Finding the relationships



Finding the relationships



PATTERNS



Video showing the commonalities in timing in Hancitor pcaps



RELATIONSHIPS 
BETWEEN ATTACK 
INFRASTRUCTURE



Comparison of all the IOCs and their relationships used in this presentation from Emotet, Trickbot and Emotet



Emotet

Hancitor
Trickbot

Comparison of first seen for all the IOCs used in this presentation from Emotet, Trickbot and Emotet



Comparison of query volume from domains used in this presentation from Emotet, Trickbot and Emotet



Website: https://pyosec.com 

Code:      https://github.com/jpyorre

THANKS!

@AScarf0 @joshpyorre

https://pyosec.com
https://github.com/jpyorre
https://pyosec.com
https://github.com/jpyorre

