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Cryptocurrency’s meteoric rise

• In less than one year we saw 
the crypto market cap go from 
26B to north of 835B

• The crypto market is going 
mainstream, but it is still in the 
wild west stage

• Under regulated, highly volatile, 
and full of malicious actors 
looking to score it big and stay 
anonymous 





CryptoMining

CryptoCurrency Mining



Mining = Computers running 
calculations



Most miners are Open Source



GPU:  
748 MHash/s

CPU:  
15 MHash/s

GPUs Rule the Game



https://www.cell.com/joule/fulltext/S2542-4351(18)30177-6



Mining = Computers running 
calculations



https://theoutline.com/post/4561/bitcoin-is-consuming-as-much-energy-as-the-country-of-ireland?zd=1&zi=h2y2gi3b





Same power 
Use as  
Iceland!



The primary currency 
in cryptomining



https://www.lastline.com/blog/cryptojacking-cryptomining-and-the-rise-of-monero/

Domains requested by malware - All but one are Monero



Why Monero?



1:



=
"The currency is interchangeable and untraceable in the same way that an 
ounce of 24 carat gold and be swapped with another ounce of 24 carat gold”

1:



=
“They are of equivalent value and have no historic traceability of prior 
transactions.”

1:



It’s Booming2:



It’s CPU-Friendly!3:













https://krebsonsecurity.com/2018/03/who-and-what-is-coinhive/
For a great read on the history:



…We Run Ads…



we run ads…
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An Interesting Idea 
Gone



An Interesting Idea 
Gone Bad

















https://publicwww.com/websites/%22coinhive.min.js%22/



AUTHEDMINE





A Quick Example





HACKERS!!!!

What do they want???





Ransomware





Estimated $1.5B Gross Revenue Per Year







Ransomware on a SmartTV :O



Ransomware 
requires 
Infrastructure



Ransomware 
requires 
Work









Patient Zero Hit

Defense Signatures Built 

Target Expansion

Wide-Scale Prevalence

Monitor Adaption Based on Results

Domain Registration, IP, ASN Intel., Public / Private Announcements

Reconnaissance and Infrastructure Setup

Anatomy of a Cyber Attack





There could be a better approach



CryptoJacking:
Malicious Cryptocurrency Mining



DevilRobber ~ 2011

LittleSnitch

Pixelmator
BitTorrent

Trojanized Package GitHub

BitCoin GPU Miner



ZeroAccess Botnet ~ 2012

$560k of electricity vs $2.1k of profit per day





https://blog.malwarebytes.com/threat-analysis/2018/01/rig-exploit-kit-campaign-gets-deep-into-crypto-craze/



May, 2017







DOUBLEPULSAR 
ETERNALBLUE

Supposedly



3/14/17: Microsoft Patches Released
Windows 7, 8.1, 10, Server 2008, Server 2012, Server 2016 and Vista



3/14/17: Microsoft Patches Released
Windows 7, 8.1, 10, Server 2008, Server 2012, Server 2016 and Vista

But…



https://www.proofpoint.com/us/threat-insight/post/adylkuzz-cryptocurrency-mining-malware-spreading-for-weeks-
via-eternalblue-doublepulsar

May, 2017



• Observed One weekend after WannaCry 
• Using EternalBlue and DoublePulsar to install the cryptocurrency miner 

‘Adylkuzz’ 
• Possibly pre-dates the WannaCry attack by about two weeks 
• Potentially minimized WannaCry victims by disabling SMB





https://www.proofpoint.com/us/threat-insight/post/smominru-monero-mining-botnet-making-millions-operators

January, 2018



• Since the end of May, 2017 
• Using EternalBlue to infect new systems 
• Twice the size of Adylkuzz, based on hashing power 

• Mined an average of $8,500/week (1/31/2018)



526,000  
Windows  
Hosts



https://www.hackread.com/winstarnssmminer-monero-mining-malware-crashes-pc/

May, 2018





etc…



1: Disable most AV



2: Launch a system process, svchost.exe, inject malicious code into it.



3: Computers crash when their owners terminate the malware.



PROFIT!!!
!!!



$28,000 as of late May, 2018

https://blog.360totalsecurity.com/en/cryptominer-winstarnssmminer-made-fortune-brutally-hijacking-computer/



https://blog.malwarebytes.com/cybercrime/2018/02/state-malicious-cryptomining/



CryptoJacking



End Users

Threat Actor
Compromised Website 
or Webserver with Embedded 
Cryptomining script

Cryptomining

Visiting Website

Compromise



Example of 
visiting 

cryptojacked
domain

Embedded mining 
script from Coinhive

Embedded mining 
script from Coinhive





worker.min.js



worker.min.js

















THIS FILE

CONTAINS THIS:

WHICH DOWNLOADS THIS







Another Example

























Protection



Browser  
Anti-Virus 
DNS 
Enterprise



In Your Browser











Anti-Virus





DNS









Looking at the web interface:



Looking directly at the logs:









Sinkhole/Block



EDIT THIS

ADD THIS



EDIT THIS

ADD THIS



EDIT THIS

ADD THIS





Enterprise



Worldwide distribution on cryptojacking activity



Top Countries affected by cryptojacking





Co-occurrences





Current Malware 
Distribution Point

Next Malware 
Distribution 
Points



Malicious domains associated 
with phishing and browser 
redirect

CryptoJacked domains serving 
Coinhive miner script

Another source for the 
mining script









New Umbrella 
security category: 
Cryptomining

Automatically block:

§ Cryptomining pools and web miners
§ Sites using JavaScript exploits

§ Sites that drop miner programs 
on users’ machines



@joshpyorre

Thank you!


