Detectlng Phlshlng usmg Visual Similarity
TdLOS

Previously:

erin chack O

Y

ME: i'm only afraid of two things:
public speaking and ghosts

[later, on stage]

CROWD: BOOOOOOO00
ME: oh no

Josh Pyorre, Security Researcher May 27, 2025




Detecting Phishing using Visual Similarity

Outline

* Current Tools & Techniques  Beyond Images

* Web Crawling  HTML Similarity

* Creating Datasets * Scraping Text from Images

* Distance & Similarity * Text Classification with LLMs
* Grouping Images * Research

* [esting Detection * Alerting

e Action

k



Current Tools & Techniques

Services
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URLScan.io

Crawling
Threat detection
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URLScan.io

% urlscan.io/pricing/phishingfeed|/ (h v @ g} d'_‘ =
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Threat detection

urlscan.io Phishing URL Feed

urlscan.io detects thousands of suspicious, malicious and phishing URLs every day. Our organic g
phishing URL detection is able to pinpoint these attacks and associate them with one of the 680+ ph'Shmg URL Feed
popular brands that we track. The feed of these detected URLs is available to our customers to ingest

Targeted Brand Information
Brand name
Brand country & industry vertical

Phishing Page Information
Phishing page metadata
Phishing domain metadata
Phishing IP metadata

X Contact Sales

> B

Brands

Here are just some of the brands that we track, please contact us if you would like to know whether we are also tracking your brand!
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Current Tools & Techniques

Detection Methods

Threat hunting
User reporting
Various Products



Command and Control Server (C2)

Threat Hunting

Act as Server

T
2

PN

<iframe src="http://far.IAAS.NEWS/?Diw=OMITTEDURI" width="263" hecight

"257"></iframe:

Act as Client

hXXp://www.fullcircleliterary.com/ Capture Webcann
hXXp://danielpsheehan.com/areas—of- Remote Shell
expertise/educator/ucsc-2016-rulers- st et RAT Infected PC
of—-the-realm Upload File Running RAT Server

Program

NXXp://danielpsheehan.com/
NXXp://www.cafemuseroyaloak.com/
nXXp://kdsross.com/about-us/ 8, Amazon Sign In
NXXp://usdiagnostics.com/index.php/ ¢«
certification—-testing/uscreen-cup
hXXp://psychologywiththal.com/ amazon
2015/09/30/life-span—-development- : :

personality/ PhIShlﬂg
hXXp://

thefecaltransplantfoundation.org/ Email (phone for mobile accounts)
what-1s-fecal-transplant/ customer@amazon.com
nXXp://optimalwellnessaz.com/about/
NXXp://optimalwellnessaz.com/about/
NXXp://chworks.org/real—-estate-

Sign in

Password Forgot your password?
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Threat Hunting....

ntpss/innovapakistan .com/inventoreet/i.exe

© (6 (=

13i03 Coonle WVwusiotal
PART DF INNOVAPAKISTAN.COM

[ i comaine curany i the mbreta bhack st ae matnare U R L An a I yS | S

a Bccurity Categaries: Malware

DETAILS FOR https:/finnovapakistan.com/inventoreetsi.exe

(1) 15 security vendors flagged this URL as malicious (> Reanalyze C Search X Graph & API
Subdomains

httpiobyqgriuzu. cracknight. ruldHJwW1831a23jm7q=9250124086 ‘ Last Analysis D

Name First Seen Category _
Ibbyqgriuzu.cracknight.ru 8 months ago

mall..Innavapaklstan.com 02772027 UH:4 AM Malware
text/ntmi

wwwi. nnovapakistan.com 02/05/2021 02:23 AM Malware

Community Score

DETECTION DETAILS COMMUNITY

Query Querles Unique Visitrs ) Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an AP| key to automate checks.

" DNS Queties & DamanEvents £ ) DNS Changes 10/09F2C23 - 171/08/2023

Max. Cuoree: 22 Security vendors' analysis (0 Do you want to automate checks?

alphaMountain.ai | é Antiy-AVL I ) Malicious

Avira ') Malware BitDefender ') Malware

CROF ') Malicious CyRadar ') Malicious
ESET Phishing ESTsecurity Malicious
Forcepoint ThreatSeeker | & Fortinet Malvare

G-Data ! W Lionic I ) Malicious
Event History = Security Categories w— DNS Changes v Query History

& >
Seclookup ! & Sophos ') Malware
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Current Tools & Techniques

User Reporting Products

. @ ronescaves veny 3 e par Prong a o~ (R (v

- We Catch the Phish

. Others Miss.
@ Report Phishing
Say goodbye 1o phishing, BEC, and CenAl emal attacks. Our Acaptive Al automatically learns

;: Trustifi Products Industries Resources Commpany Tools Q Login > Geta C

Security Services
for Companies

Stopping 99% of phishing attacks missed by
other email security solutions.

Get aDemo-
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User Reports
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What do we have to do?

Crawl Websites
Take Screenshots

Build Datasets
Find Similar in...

Images
HTML

Text
Infrastructure




Web Crawling

Crawler Architecture

Selotium s an embrells propect enCapauisting & warkty of 100k and Rearies mabing
W0 DrowWSe” SAOMAtion. Sclervum SpOCT Cally Proveoes an rrasir JCture for ™
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® + Detect Phishing with Similarity Searching python url_crawlerv2.py urls.txt
SUCCESS: https://pyosec.com
SUCCESS: https://google.com
SUCCESS: facebook.com
Results saved to output_20240828_2315/results.html
O = Detect Phishing with Similarity Searching |}

Demo of three websites being crawled, after which, | am left with the screenshots
and a results.html file

Name ~  Date Modified Size  Kind
e facebook.com.jpg Today at 23:15 14 KB JPEG image
B google.com.jpg Today at 23:15 15 KB JPEG image

Bl pyosec.com.jpg Today at 23:15 22 KB JPEG image




Thumbnail

URLSs
Screenshots

https://google.condSuccess

facebook

Commech wih ends and e
WO aOund you 0N Faceook

facebook.com St at US
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Thumbnail | URL Status

Failed to gencrate thumbnail hitps//docs goosle convpresentation'd e 2PACK - 1y Qzm IS hactob Th a9 YOOVl s XRC9sFeU 6RLAKHLULXENIUINWNIs Y DRI SOODI T IV X A M pub Tstantsfalse& loopsfalse S delaymss= 3000 Failed
Failed to gencrate thumbnail hitps./taplink cc/abhdttit Failed
—— =

' : http./avionhcalthcare v/ Success
—= —= k

hitp./ paramoantpius com Success

Thumbnail hitps./ur Suooess
Failed to gencrate thumbnail hups/idocs google comypreseatation'd/'e 2PACXK - | VRSO lzvEIXLuawShXN I bLOOz WIFTdS-k_ 408 ¢ZIxvICmsdUTBRpig Vb yWIEQHKKDIIRJondké/'pub Istant=false K loop=false & delayms= 3000& slide=id p% 3E Failed
Failed to gencrate thumbaail hutps/idocs google conypreseatation'd/e/ 2PACX- 1 vR Lew YITCFY Dy Y y8kVg9R 1 (BH 1 je6SDOZHT4ZPSInI9OCY CsNN 2uc T1zipgakiq BSvADFTgHW 3l wili/pub Mstant=false & loop=false & delayms=3000 Failed
0‘“va0 org
N

gL ayurvato e .0rp/ Success
Thumbnail hitp.//gentleskinhealthlic org/ Success
Failed to gencrate thumbnail hiips. ks, wfalsed T m‘ﬁmlls delay 3! & s k:_L:J % 3 - i B - : Lot Failed
Failed to gencrate thumbnail https/Toodblogspotungcieberate blogspot com’m= 1 Failed
Failed to gencrate thumbnail hups/idocs google comy p'cwnuu' e 2PACK- 1vSuWITtMywpFAIW Uygs DisVIUPIBHOZmBIKFHTCEZAZVOAIRAIOnDSco WOy ‘111\)\.{1[101111[111\) pubstant=false&loop={alse & delayms=3000 Failed
Failed to gencrate thumbnail Janc ohi : | 5 | ' : : Failed
Failed to gencrate thumbnail s= 3000& slide =i Failed

Failed to gencrate thumbnal Failed

' .
- . - - . - -
.I saimia :




Issues/Obstacles
when Crawling
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Crawl errors

Thumbnail http://gentleskinhealthllc.org/

https://docs.google .com/presentati

Failed to generate thumbnail start=false&loop=false&delayms

Failed to generate thumbnail https://foodblogspottingeleberate.b

Failed to generate thumbnail https://docs.google.com/presentati

Failed to generate thumbnail http://ancient-thunder-0448 .chinne

Thumbnail | URL Status

Thumbnail http://gentleskinhealthlic.org/ Succcss

Failed to generate thumbnail https://docs.google.com/presentati

Failed to generate thumbnail https://cncws .classicfircarms.com/

Thumbnail http://conscioushealthcafe.com/ Success

Thumbnail http://conscioushealthcafe.com/
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Fixed with more info

‘ Thumbnail ‘ URL ‘ Status HTFP Status Code

hotmail-105506.weeblysite.com Success 200
jpyorre.com Success 200

‘ Failed to generate thumbnail ‘ mapdiwhf7.nnnn.cu.org | Failed none

web3autofix.pages.dev Succcss 200
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| Thumbnail | URL ‘ Status HTI‘P Status Code

hotmail-105506.weeblysite.com |Success (200

|pyorre.com Success [200

Stopped at Error

web3autofix.pages.dev Success |200
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Use Selenium
' Thumbnal | = URL [Status [HTTP Status C

Read Text Pr——
A

Your connection is not private

THis SOMamn IS Diocked due 15 a phishing theeat

hotmail-105506.weeblysite.com [Success |200

Attackers might be trying to steal your information from domain.com (for example,

passwords, messages, or credit cards). Learn.more

NETERR_CERT_COMMON_NAME_INVALID

Back to safety

This server could not prove that it is domain.com; its security certificate is from

|pyorre.com Success [200

*.kinsta.com. This may be caused by a misconfiguration or an attacker intercepting

your connection

Click through 2585 Umbrella

his domain is bocked due ie a phishing threat

web3autofix.pages.dev Success (200

PROFIT!
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hotmail-105506.weebl

Ipyorre.com



A

Bypass Security

t s domain.com; it

asco. Umbrella
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Build a System and use custom DNS

& Summary Hour (average) v
»_ Console
urlcrawler (Uptime: 39 days 21:07:18 Notes (&
4 Haroware (Up d ) =
| -Ini
& Cloud-init i Status running
£ Options 2 HA State none
Task History B Node athena
@ Monitor {l; CPU usage 0.89% of 1 CPU(s)
Backup &w Memory usage 85.63% (5.14 GiB of 6.00 GiB)
13 Replication & Bootdisk size 50.00 GiB

) Snapshots
= IPs No Guest Agent configured
U Firewzl Ir

s’ Permissions

In my case, | built a VM with custom networking and DNS to bypass my security

45
4
35
3 _
25

32
2
15 -
1 .
05
I L L |
2024-11-06 2024-11-06 2024-11-06 2024-11-06 2024-11-06 2024-11-06 2024-11-06 2024-11-06 2024-11-06 2024-11-06 2024-11-06 2024-11-06
21:08:00 21:14:00 21:20:00 21:26:00 21:32:00 21:38:00 21:44:00 21:50:00 21:56:00 22:02:00 22:08:00 22:14:00
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Use Selenium

Read Text [ Thumbmail | URL [ Status [HTTPStatus Code

- H.
hotmail-105506.weeblysite.com H .

A

Your connection isn't private

Attackers might be trying to steal your information from domain.com (for example,
passwords, messages, or credit cards)

Click through

web3autofix.pages.dev Success

PROFIT!
.possibly for real this time
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Users > jpyorre > DATA > Speaking_writing > Detect Phishing with Similarity Searching > GITLAB > detecting-phishing-with-similarity-searching > webcrawler > multi,
48 class Webdriver(object):

124 def handle_insecure_connection(self):
126 try:
131 if warning_present:
AW GUTOHLCN VA A s M AAMALN
139 time.sleep(1) # Sleep only after performing this action
140
141 # Click on ‘Proceed to site' link if it's clickable
142 proceed_Llink = WebDriverWait(self.driver, 3).until(
143 EC.element_to_be_clickable((By.ID, “proceed-1link"))
144 )
145 proceed_Llink.click()
. 146 print(“Clicked through the warning.")
147 time.sleep(1) # Sleep only after proceeding
148
149 except Exception as e:
150 print(f"No 'Your connection is not private' warning detected or unable to find elements: {e}")
D 151
152 def handle_dangerous_site_warning(self):
153 ““"Handle 'Dangerous site' warning (phishing, malware, etc.).""“

Some of the code showing that you can look for any text
and tell selenium to click the link.

160 print(“Detected 'Dangerous site' warning.™) ’

161 .& .
162 # Click on 'Details’' button if it's clickable Ag :l
163 details_button = WebDriverwait(self.driver, 3).until( @or
164 EC.element_to_be_clickable((By.ID, “details-button™)) v/ e
165 ) & Ry
166 details_button.click() . - &
167 time.sleep(1) # Sleep only after performing this action ‘ ’é‘
168 b

169 # Click on 'this unsafe site' link if it's clickable l\‘?

170 unsafe_link = WebDriverWait(self.driver, 3).until( P - ¢

171 EC.element_to_be_clickable( (By.XPATH, “//alcontains(text(), ‘this unsafe site')]"™)) 8

172 )

173 unsafe_Llink.click() .'

174 print(“Clicked through the ‘Dangerous site' warning.")

175 time.sleep(1) # Sleep only after proceeding

176

177 except Exception as e:

178 print(f“No 'Dangerous site' warning detected or unable to find elements: {e)}")

179

180 def handle_dismiss_warning(self):

181 “““Handle 'Dismiss this warning and enter site'."™™™

182 try:

183 # Check if the “Dismiss this warning and enter site™ button is present

184 dismiss_button = WebDriverWait(self.driver, 3).until(

185 EC.element_to_be_clickable((By.XPATH, “//buttonicontains(text(), ‘Dismiss this warning and enter site')]"))

.+ P launchpad D O0A0 WO « :
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Adobe Document Cloud
To read the document, please enter with the valid email credentials
that this file was sent to.

Sign in with Outiook

Sign in with Office365

What is phishing?

Orseress thes wawning and ermer site

VERIFICACION

O Warning

Suspected Phishing

This webdsite has been reported for potential phishing

Learn More

™ Made With Brizy

- \’
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palacec1irwoos.shop

Verify you are human by completing the action

Stopped at Captcha
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% github.com/browser-use/browser-use

[0 README 33 MIT license &2 Security

() Browser Use

Enable Al to control your browser

y4qd @ Discord 1.9 (@ [o10s " SNl =l s ) Follow @Gregor | ) Follow @Magnus &Y/ Weave

@ Browser-use is the easiest way to connect your Al agents with the browser.

® See what others are building and share your projects in our Discord! Want Swag? Check out our Merch store.

‘% Skip the setup - try our hosted version for instant browser automation! Try the cloud .




® 9P © CaptchaGame.com | Test Yo

« » O s captchagame.com

CaptchaGang) |

=

44

Score: @
Correct Answers: ©
Current difficulty: 1

Time left: 33 seconds

M6 5SZG6

« g\browser py

9

- |



® 9P © CaptchaGame.com | Test Yo x + v

- » (% captchagame.com 4 1 DA

CaptchaGame

Score: @
Correct Answers: 0
Current difficulty: 1

Time left: 33 seconds

8ZRSSH

o [




C @ - 2captcha.com - ) O H & > .E

ulil Order captchas: types and prices

= .
0) ZCaptcha Captcharecognition service Workforus APl Software Blog ¢l Signin

Normal CAPTCHA % Howtosolve (& Demo $0.5-81
: reCAPTCHA V2 ® Howtosolve (B Demo S1-82.99

f\\\ - ~ hCaptcha & How to solve ®) Demo $299
Captcha solving service Captcha entry work Arkose Labs captcha (FunCaptcha) & Howtosolve $2.99-$50
(/> APIclients: Python, FHP, Java, more Captcha typing job
() #1captcha solver on GitHub (O Work from home GeeTest CAPTCHA % Howtosolve () Demo 3299
4% 2417 tech support oy Earn money without registration fees
88 Use the API key in the software ", Daily payment Cloudfiare Turnstile & Howtosolve (3 Demo $1.45

e

Show more
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To speed things up, | run about 20 docker-based crawlers at once, on one VM

josh@athena:~/multi_selenium-as-a-service-docker$ docker-compose ps

1a01a7abf2ed4_multi_selenium-as-a-service-docker_chrome_1

multi_selenium-as-a-service-docker_api_1
multi_selenium-as-a-service-docker_api_10
multi_selenium-as-a-service-docker_api_11
multi_selenium-as-a-service-docker_api_12
multi_selenium-as-a-service-docker_api_13
multi_selenium-as-a-service-docker_api_14
multi_selenium-as-a-service-docker_api_15
multi_selenium-as-a-service-docker_api_16
multi_selenium-as-a-service-docker_api_17
multi_selenium-as-a-service-docker_api_18
multi_selenium-as-a-service-docker_api_19
multi_selenium-as-a-service-docker_api_2
multi_selenium-as-a-service-docker_api_20
multi_selenium-as-a-service-docker_api_3
multi_selenium-as-a-service-docker_api_4
multi_selenium-as-a-service-docker_api 5
multi_selenium-as-a-service-docker_api_6
multi_selenium-as-a-service-docker_api_7
multi_selenium-as-a-service-docker_api_8
multi_selenium-as-a-service-docker_api_9
multi_selenium-as-a-service-docker_hub_1

/opt/bin/entry_point.sh  Exit 143

flask run
flask run
flask run
flask run
flask run
flask run
flask run
flask run
flask run
flask run
flask run
flask run
flask run
flask run
flask run
flask run
flask run
flask run
flask run
flask run

TS ESSSSEESESSSEEETSTETSTS

0.0.0.0:5002->5000/tcp, : : :5002->5000/tcp
0.0.0.09:5015->5000/tcp, : : :5015->5000/tcp
0.0.0.0:5004->5000/tcp, : : :5004->5000/tcp
0.0.0.0:5008->5000/tcp, : : :5008->5000/tcp
0.0.0.0:5019->5000/tcp, : : :5019->5000/tcp
0.0.0.0:5007->5000/tcp, : : :5007->5000/tcp
0.0.0.0:5012->5000/tcp, : : :5012->5000/tcp

0.0.0.0:5014->5000/tcp, ::
0.0.0.0:5013->5000/tcp, ::

0.0.0.0:5018->5000/tcp, ::
0.0.0.0:5001->5000/tcp, ::
0.0.0.0:5009->5000/tcp, ::
0.0.0.0:5010->5000/tcp,::
0.0.0.0:5005->5000/tcp, ::
0.0.0.0:5016->5000/tcp, ::
0.0.0.0:5006->5000/tcp, ::
0.0.0.0:5011->5000/tcp, ::
0.0.0.0:5017->5000/tcp, ::
0.0.0.0:5003->5000/tcp, ::
0.0.0.0:5000->5000/tcp,:::
/opt/bin/entry_point.sh Up Chealthy) 4442/tcp, 4443/tcp, 0.0.0.0:4444->4444/t¢cp

:5014->5000/tcp
:5013->5000/tcp

:5018->5000/tcp
: 5001 ->5000/tcp
: 5009->5000/tcp
:5010->5000/tcp
: S005->5000/tcp
:5016->5000/tcp
: 5006->5000/tcp
:5011->5000/tcp
:5017->5000/tcp
1 5003->5000/tcp
: S000->5000/tcp




= Detect Phishing with Similarity Searching python url_crawler_multi.py 100.txt

processing docs.google.com/presentation/d/e/ZPACK-1vQzmT fShxetobTbZx9gYaVgL -gXRCIgFel_6RLdk1jIL
XKNSUTNAWNEtWYDLXS0Q09XT j378VSXZiErM/pub/?start=fal sebamp; loop=falselc .

arocessing docs. soogte.cmpressmeainwezma-msenae [T JOESN'T USE Much of the VMs resources

GmsdU7BRpig Vb _wW3fB8gHKkDI1RJondk6/pub/?start=fal sekloop=falseldelay =

processing foodblogspottingeleberate.blogspot.com/7m=1 815 ' = | g g
processing conscioushealthafe. co NERINRRNNEEY WY 'V V

NN vV |
processing synongmei.com IIIIIIIIIIII

FAIL: https://foodblogspottingeleberate.blogspot.com/7m=1 2024-0904 2024-09-04 2024-09-04  2024-09-04 2024-09-04 2024-09-04 2024-09-04 2024-09-04 2024-09-04 2024-09-04 2024-09-04  2024-03-04

FAIL: https://docs.google.com/presentation/d/e/2PACX-1vRSrI1zvEl FXLuanShXN1bLCOZNIF7dS -k_408_eZ) 1206:00  12:11:00 12'16'00 12:21:00  12:26:00  12:31:00  12:36:00  1241:00  12:46:00  1251:00 125600  13:01:00 130600  13:11:00
xvTGmsdU78Rpig._Vb_vI3f8gHKKDI LR Jondk6/pub/7start=fal se&loopefal sebdel ayms«30008s1 i dewid. pX3E I
FAIL: https://docs.google.com/presentation/d/e/2PACK-1vQzmTfShxetobTbZx9gYOAVgL -gXRCIgFeU_6RLdK1 ® Total . RAMusage
FJILXKNUTNIWN YD1 xS0Q09XT J378VSXZ1 Er/pub/7 start=fal sefamp ; Lloop=fal sefamp ; delayms=3000

processing functionhealth.health

processing ww. jmggldu.cn
processing riversonhealthcare.com

SUCCESS: http://conscloushealthcafe. com/

processing urxedz.com
SUCCESS: http://synongmel.com/

processing docs.google.com/presentation/d/e/ZPACX-1vRIYinXYdCv2 7aNesZVRZP7bL tRVaqpOF35GSS_J39UbM

ntCRipPiPYU-10npIQgY6nXRbhnI06dSrl/pub/?start=Ffal sefomp ; Loop=Ffal selamp ; del ayms=3000
SUCCESS: http://www. jmggldu.cn/

processing ww.xgngaxb.cn
SUCCESS: http://riversonhealthcare. com/

processing docs.google.com/presentation/d/e/ZPACX-1vQy7F2ZND-wQoupdi4XS3EtuSENFNB6GE1nnzCIOpq7Mnj
h4V3aYu75aTi 2YZ FCduUX1 px- FHLUGEGdo/pub/? start=fal sebomp ; Loop=fal selamp ; delayms«3000

FAIL: https://docs.google.com/presentation/d/e/ZPACK-1VRIYIiNXYdCv27wNesZVRZP7bL tRVaqpOF35GSS_J39
UbMntCR1pPiPYU-10npIQQY6nXRbhNI06dSr1/pub/?start=fal sefamp ; Loop=fal selamp ; del ayms«3000
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Crawler Distribution

| Web Crawling | Creating Datasets | Distance & Similarity | Grouping | Testing & Detection | Beyond Images | Research | Alerts | Actions



 d D G
PhISATanK oo .ome e me e '
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A APHNSh Yerify APhnh Phih Search Sl

FAQ Dewvelopars Mallng Lnts My Accsest
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¢ aescription’: "Unknown City, United States (Domain: q-r.to)’,

Found a phishing site? Get started now "NMlat': 37.7%1

-'-drf'.' . . s ’ ’ -y

e 1 8 CoRaberstive : lon': -97.822},

Is it & phinh? . “ & . ' ' ' '
S : — { "description’: 'Kansas City, Umited States (Domawn: replit.app)’,
"lat’: 39.1027,
Recent Submissions : . to | ' ' 4 C77R
LOCEIR SUDIMSSIONS : . lon': -94.5778},
*ip! Sign_in or reqgister (free! fast!) to venfy these Read the FAQ
cted phishes

{ 'description’': 'Unknown City, United States (Domain:

"firebaseapp.com)’,
‘tat” : 37.51,

LN . A« LOVO ,

'lon': 103.8503},

{ "description’: "Unknown City, United States (Domain:

‘google.com)’

"lat": 37.751.
"lon": -97.822},

description’: 'Boardman, United States (Domain: ngrok.app)’,
'lat': 45.8234,

‘lon': =119,7257},

{ "descrmiption’: "Unknown City,
‘lat’: 48.858Z,
‘lon": 2.3387%,

{ "description’: "Unknown City, Australia (Domain: dreamwp.com)',
"lat’': =33.494,

New to Ph "lon': 143.2104} .

: Wk mailing lists. { "description’: 'Singapore,
‘lat’: 1.2868,

"Tamm?

France (Domain: ovh.ca)',

Singapore (Domawn: grefghdf.com)’,
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OUSENT Q1O MALXOIOUS CURRENT
ENTRES DATASEY DETECTIONS

Find Phishing URL Locations
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URLs Per Country

United States 1148 URLs
oy 27 URLa

)‘-_--JH_--

| Web Crawling | Creating Datasets | Distance & Similarity | Grouping | Testing & Detection | Beyond Images | Research | Alerts | Actions



1 «n-’r! e Iead_ am (Cries.jpg)
Hong Kong 25 URLs

Russia: 16 URLs [ e R S - :
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The Netherlands: 13 URLs v varril L : AT
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Bulgaria: 2 URLs
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Vietnam: 2 URLs

Belgium: 2 URLs

Portugal: 2 URLs

Nepal: 1 URLs

Slovakia: 1 URLs
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America’s Cyber Defense Agency search

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

Topics v Spotlight Resources & Tools v News & Events v Careers v About v

Home [/ NewsgkKE

ALERT

Threat Actors Targeting Cybersecurity Researchers

Last Revised: April 14,2021

Google @ and Microsoft = recently published reports on advanced persistent threat (APT) actors targeting

cybersecurity researchers. The APT actors are using fake social media profiles and legitimate-looking websites to lure
security researchers into visiting malicious websites to steal information, including exploits and zero-day
vulnerabilities. APT groups often use elaborate social engineering and spear phishing schemes to trick victims into

running malicious code through malicious links and websites.
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br igllt s iing Resources J Login Start Free Trial

IP238.19.114.91

(m} o

Proxies P 24.11.78.247 Unlocker Browser

Premium proxy infrastructure . Say goodbye to blocks and

100% ethically sourced IPs. ) : 65 AFTCHAS with a single AP

v

Products Resources - Data for Al Contact sales Log in Start Free Trial

Functions Scrapers Datasets SERP API

Run your scrapers as fully-hosted Extract parsed data on-demand Get fresh, valicated datasets Quick and easy search engine

serveriess functions with dedicated scraper APIs, om any it scraping on demand Starts fron Starts from L Starts from
Residential Proxies $5.88/GB Scraper APls 550 $0.7/k req ' Dataset Marketplace $500/mo

hitps./ /yourtarget.com . Searts from Starts from Starts

Datacenter Proxies $0.42/GB Scraping Browser $5.88/GB Custom Detasets $300/mo

Starts ko Starts feoer Stans figer

ISP Proxie ' ion ™ Inss ‘
SP Proxies $10.5/GB Scraping Functions $2.7/1k req Retail Insights $1,000/mo

Starts rom e Starts from
r

Mobile Proxies $5.88/GB Web Unlocker $2.1/1kreq

Starts from

SERT RS $2.1/1kreq
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Your own Proxy

Docker-Compose

context: ./privoxydocker
contalner_name: privoxy
restart: always
Vo Lumes:

- . /privoxydocker/logs/privoxy:/var/log/privoxy
- ./privoxydocker/privoxy.conf:/etc/privoxy/config:ro

— "1080:1080"

- 192.168.1.5
— 192.168.1.3
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Creating Datasets

Building a Malicious Dataset
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Data Sources

Some are better than others
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generate  |http://p6.zbjimg.com/task/2010-12/03/519808/4c18l
thumbnail

tatus Codes

e HTTP 404: 9405 occurrences

« HTTP 200: 4 occurrences - ‘eed
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To quickly remove screenshots that won't work, | will introduce
some of the main ideas behind locating similar screenshots.

The information in this portion of the presentation will be used In
various ways throughout the many different similarity analysis
Technigues.




e A
The primary algorithm and technique behind all similarity

detection is Levenshtein. I'll be demonstrating using it as
jwell as various hashing comparison mechanisms that use
¥it under the hood of their own processes.
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Currgatly. yahoo!/

Th

Sign in to Yahoo Mail

using your Yahoo account

Username, email, or mobile

Stay signed in Forgot username?

@ AT&T

Sign in
to access AT&T Mail and

Currently.com

UserID*

PLA N word *

s form is protected by reCAPTCHA and the Google Privacy Policy anc
Terms of Service apply.

yalivuv.Lulll ylliall.CuUlll VULIVUN.VUILITT AVUI.CUIL T

Stay signed in

Forgot username?

Create an account

Yahoo makes it easy to enjoy what matters most in your world.

Best in class Yahoo Mail, breaking local, national and global news, finance, sports, music, movies and more. You
Enter password to finish sign in

Password Next

TermsPrivacy

X

Yahoo works best with the latest versions of the browsers. You're using an outdated or unsupported browser an
version now.

More Info

Processing file: ./009-288-49.weeblysite.com.txt
Home | 009-288-49

Shopping Cart

You don't have any items in your cart.

Checkout

Continue Shopping

Accepted here

Sign into access AT&T Mail andCurrently.com
This form is protected by reCAPTCHA and the Google Privacy Policy and Terms of Service apply.
Sign in

Back to Cart

009-288-49

Secure checkout by Square

| Distance & Similarity | Grouping | Testing & Detection | Beyond Images | Research | Alerts | Actions


http://andCurrently.com
http://aol.com

e If you take a very long string, you will get a much larger Levenshtein distance.

Levenshteln Distance of 717



http://andCurrently.com
http://aol.com

If you take a shorter string, like these two URLs, you get a smaller one,
but using it on a URL is probably not a good use case.

©

Levenshtein Distance of 14




pHash

The open source perceptual hash library

Download

Support Licensing Apps

What is a perceptual hash?

|
A perceptual hash is a fingerprint of a multimedia file derived from various features from its content. | lSI I Ig

Unlike cryptographic hash functions which rely on the avalanche effect of small changes in input

are similar.

leading to drastic changes in the output, perceptual hashes are "close"” to one another if the features
What is pHash? I I I A I I

Relevance of Perceptual Hashing

Perceptual hashes must be robust enough to take into account
transformations or "attacks" on a given input and yet be
flexible encugh to distinguish between dissimilar files. Such

attacks can include rotation, skew, contrast adjustment and
different compression/formats. All of these challenges make

perceptual hashing an interesting field of study and at the
forefront of computer science research.

News and Updates:

04.23.2013 pHash 0.9.6 released. Fix some
compilation errors and warnings, as well as
updates to the automake files to support
building on Gentoo.

11.23.2012 pHash 0.9.5 released. Fix
compilation problem with using deprecated
FFmpeg functions.

10.20.2011 Cumulix 1.0 Cumulix Iis an
extremely fast and scalable cloud-based image
search and retrieval system based on pHash Pro
and Neo4).

pHash is an open source software library released under the

GPLv3 license that implements several perceptual hashing -
algorithms, and provides a C-like API to use those functions in O aSS I y I I l ag eS

your own programs. pHash itself is written in C++.

pHash 0.9.6 Released

04.23.2013 pHash 0.9.6 fixes some compilation errors and
warnings, as well as updates to the automake files to support

building on Gentoo.

That's great but what is it good for?

Potential applications include copyright protection, similarity
search for media files, or even diqgital forensics. For example,
YouTube could maintain a database of hashes that have been
submitted by the major movie producers of movies to which they
hold the copyright. If a user then uploads the same video to
YouTube, the hash will be almost identical, and it can be flagged
as a possible copyright viclation. The audio hash could be used to
automatically tag MP3 files with proper ID3 information, while the

text hash could be used for plagiarism detection.

Have another use for pHash? Let us know!
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Adobe Document Cloud
To read the document, please enter with the valid email credentials
that this file was semt to.

El Sign in with Outiook

)|  Sign in with Office365 SHA256:
] Son i wan Ot b 84926feadda/dfeb59777ab0ed4bdcco0a97 7bbe

-
Adobe Document Cloud

To read the document, please enter with the valid email credentials
that this file was sent to.

[ od Sign in with Outlook
- Sign in with Office365

lad Sign in with Other Mail

. SHA256;
R — 3b4cd30a1f1d85b28601641afde0437516985418
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PHASH is different than SHA256.
PS> HA256 makes a longer hash, but a very small
change in the hash means a drastically different
file.

84926feadda/dfeb59777ab0edbd4ccb0a9/ 7bbe"
3b4cd30a1f1d85b28601641afde043/7/516985418

| evenshteln Distance




(¢

aavYsc1dbads95d485
aacs d595ad

| evenshteln Distance

I



Enter you maiibox password to
proceed

e59832669b9%ac699

Levenshtein: 14

TQ%NetZero '

/”

SIGN IN WITH YOUR CORRECT CREDENTIALS,

3517399334 ccccce
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Enter you mailbox password to
proceed

Adobe Document Cloud
To read the document, please enter with the valid email credentials

Leven S htei n : 1 4 . that this file was sent to.

0]  Sign in with Office365

Sign in with Outiook

E Sign in with Other Mail

Levenshtein: 14 %, Levenshtein: 7

;&tzero ‘

.
Adobe Document Cloud

To read the document, please enter with the valid email credentials

SIGN IN WITH YOUR CORRECT CREDENTIALS, T
that this file was sent to.

g Sign in with Outiook
P Sign in with Office365
L Sign in with Other Mail

Select your email provider 1o view Document

CopyRight 2021 Adobe.
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Adobe Document Cloud
To read the document, please enter with the valid email credentials
that this file was sent to.

‘ El Sign in with Outiook
§] Sign in with Office365

i Sign in with Other Mail

Levenshteln: 7

Setting a Threshold

-
Adobe Document Cloud

To read the document, please enter with the valid email credentials
that this file was sent to.

P Sign in with Outiook
P Sign in with Office365
P Sign in with Other Mail

Select your email provider 1o view Document

CopyRight 2021 Adobe.
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Grouping Images

Using the threshold
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© signup-swellnetwork.net quialitsuzoxm.shop

DocuSign

Sgnature Required

-t et e e Wt - —- s e

-y Bt hw G
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© signup-swelinetwork. net

advertisedszp.shop

QuIaItsSuZoxm. shop

DocuSign

Signature Requered
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Here’s the initial process of grouping that | did using Python.
It jJust output a text file with the file locations that matched a group

all together.

However, all images are in groups, including images that don’t
i |OOK like anything else (making a group of 1).
ol :':.::: can see that | have 1,507 groups

- - —.‘-'“

0|‘.

--- -.‘0.—0-- "‘.-.‘ - sq.. ™ -.‘-g.qqp. D g

'—'r[

~—q— ‘ h fﬁ’—h‘ - - ’/-- .-q-‘ —.'—-...N‘--.

wu/LIL ot JOriscen setput 20 t."".;Y“"" o . - N e

- -. amamnm f. ..qv - P ‘-f'...;‘- \\\\\ ;—:‘f-.d:f,-.'---.~\_ ™ ™ P e F'-' . -—.'”-\"A‘MJ,M. Pt
el “ R _A* L/ursscen PSR AII L ¥« COR,. _/! - 1L .

4 -. .— - _ -. --- ..-- - - .. -.' .'-“ "‘.“.l.m‘ ’;’:T;'q.,'o‘;-.- ;;;-'.: . -....-. ’. '—.. .- ~;'..—.‘-._ .---“-'.-
ni .\l'. ' 71 0’. “ put 20060006 23 ' ! o o - § :
-: ':-'v.‘.(...’.’t. ...—'—.-_- p) — --w-:‘:..o‘.:._’-’-.‘.-'.u-p:p..‘-" \_:-_. -—.p_—;_-.OQ‘-: — ..-. 0.-‘-"—1.-“ _.-'”..-.?::...-..-—..- -—_a-
.-- _—-.5‘.'0. - ”’---, - ‘5'00- ---),-A.w w.ﬂ'w":.— _\.&---- & H-sc ..—.-- ‘ -.-J A4 k .—-\vl-.-..-- -
.-'-( - .- ..-- .-- - .{' ' ...:- i..- .... -‘ f. '.. .. ..-..:'.‘. -...' :.- ;:. - ' ' ‘..' ‘- .: ‘. --.- --—-— - ...' -. ."

----- .--
Sreep 2@
- e . ” .--- ap— r-.. P —— ---.-----'..-.-- -- -~-.. o -..--- [ra—— ‘- ---.“---.‘-“-.
'-l: —".'.C.. -_—— . ....'.-- .? .- ‘--.. ‘ - - .' -‘.J.-...- ---- ‘J;..- ).‘-’ - -I--mf...—. ----L-. . -l . -.‘-- /.,-l... ... ".

.:.:. - - - - .
.. LACion

- ;-.‘ e e - - - -
_ pealicicus e
- '

- a
.:I:. -—.‘ .'.T“ - —.’-.- -
«/malicious da
- .'. - .‘.'... - '..."---
.':‘—.‘~‘.'oﬂ. - e .~
.. - .
|-'ﬁ: —-“ l ".oc‘ - - T - -
.
«o/malicious datase
- - W -—— - -
. ‘. .‘ ‘ ’.. o - e
-'-"- -o 5.0'.-. - "..‘,'. -
- . ’
et :‘—.“‘-'.Po » e - -
.. -l
.-lﬁ; -.‘ l '-- - - Q - - -
:

.
- ' ] . (% ’ ' 12
'-lj S — e ——— ‘...”.'..-,... !..:‘--..-"---. - -p“' ”-"“.-' .- .. “.-.——. — ‘-- o‘.—--..-..J . - ..:. .---‘ /*‘-\_‘ \“ -
|°|'\‘ 147 ' . 4 : -, [ ;" : . l'. - y f’ . A ’ l.
. 7—.--0-.-- '"'---‘ -\-- 00— -.-‘,-A.W W-w 'v-. - - /-F..- ‘-- -t P...o,--q-v— f’ --‘..~.
wo/Malicious St Jeriscen oetput 20 2R ib-anh ]l baservices. "r'-°3' 0|. or L1
e e T I e T o Sl -\a-".-'.--." 5‘"1\' o .‘ -
wu/MaLAL L : 'a riscan_ - i SRCRC L . o0 . - i r L 1A
:“.‘ ‘ "o- - - .-.. T - P.“- PR SN N ,.s-‘*‘:-:-.,..-- ‘p.o'.. PRI & o - - ..- ) \d’ p"ﬂ.-*- _—— ."..
- CAONS Solad urisie ‘._,'-." w MW EArs ___: O .cj TN T A
: _.‘ '_ —_— - ”'. —. ; — r-_._-_.'-_ -‘-g-._--'?.m e ‘ ._.“ -‘-__ ., --- .--V- --“-*“o "s-
e ' - : T -~ : Sz o lj T ' -’
--. :-_b-’.....-. '—'-.--‘ - "... —--' ’-‘-m' u-, w ..‘ ..-- .o - .- ‘..,.-. - ) ‘“ A---A')AA-'.
" ' . t/erlscan_oetput 20 XS/ pd f 11 Les faw S 0 TR TS
- "".-'. - "’..'. - ~. b . -‘, -A.ﬂ-.ﬁ vhﬁ *-.. ﬁ 0 -\”’ .' .’-w--. P,- A A" o ‘—‘- Pv. .\ \-A-'o_-. .-‘ -
MY, 18 TS ) : 7y ... d ot s, < y " ¥ 1 '

0 - - . |
:‘-.‘~"0Pa e et e T e POl gyt “fﬂ..r‘. N e e~ ‘-‘v-‘ - /p ' ‘J’.“'-‘."’f ,WI‘J".‘"/#\‘
we/malicious dataset/urliscan_setput 200 AN/ g larnete e OtV Jpet Te)T




recrawled_phishwarnings_output

- The process |s still gomg to be too tedious

= manapeens | CAN S€Arch for each image in the grouped results text
= mmmancnss 111€, then delete them manually. | need a better/faster way

September 9, 2024 at 15:22 JPEG image
September 9, 2024 at 1521 JPEG image
September 9, 2024 at 1521 JPEG image
September 9, 2024 at 1521 JPEG image
September 9§, 2024 at 1521 JPEG image

28KB JPEG image

KOO'M @ o o Opmmm\ JPEG image

28KB JPEG image

M . @ DA @ - - 43KB JPEG image

various wallets issues | JPEG image
on Secure JAIRL. RO 08

| 44KB PEGimage
Server.

4 bytes JPEG image
RIS 15 007 40 009 Dl 0 570t500d Ik ¢SMTRSS & Fomene Susshiios 22KB JPEG image

S2KB JPEG image
72KB JPEG image
28KB JPEG image
SUPIRITION ¥, U4 @t 19°19 28KB JPEG image
September 9, 2024 at 1518 4KB JPEG image
September 9, 2024 at 1518 28KB JPEG image
September 9, 2024 at 1517 14KB JPEG image
September 9, 2024 at 15577 20KB JPEG image
September 9, 2024 at 15577 22KB JPEG image
September 9, 2024 at 1577 17 K8 mw
September 9, 2024 at 15716 108 KB




The JavaScript library
for bespoke data
visualization

Create custom dynamic visualizations

with unparalleled flexibility

- What is D37 Examples
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L_et’s build the malicious dataset!
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Signature Required

Confrm that iy mgortart Doc umert mans

syl 30 My Wort [ mul abowe
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Testing Detection

cenirum @ AT&T

Pfihladeni do ¢ -
- to access ATAT Mall and Currently.com
WO 2@ N N0 Lah ame v 12 0NN

* MGlete se /st 1rowvy 8 plpednd vyulnt Erier your logm ety correctly 10 update emad
AU R MO DINMAOV Y

URL: centrum-100492 . weeblysite.com URL ' atittt-104045 weeblvsite.com
PHASH: b5119e6061c3cbe1 PHASH: bd1fgfzd(§:vc3coéo |
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Malicious Dataset
Upload ZIP File: | Browse... | No file selected. ‘Upload |
Thumbnail URL PHASH A Record City Country
GWML“—» attttt-104045.weeblysite.com bd1f9f2d61c3c060 74.115.51.54 Unknown City United States
= ATaT
to access ATAT 3'3.?3% Currently.com
Enter your login detad correctly to update emai
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e [ hen, | tested two screenshots. The other one that’s similar and another non-similar
Q’ screenshot.

.

%1 jpyorre@dievortox:~/DATA/Speaking _writing/Detect Phishing with Similarity Searching/GITL...

+ webcrawler git:(main) x |

Favorites
% Dropbox
‘.. Desktop
! jpyorre
) DATA
e

-+ webcrawler git:(main) x python test_screenshotsnst_malicious_db.py
Matching images found:

imilar PHASH in DB: bd1f9f2d61c3cl




Crawl & Detect Test

v SR
| - - y

v I output_20240924_2303 loday at 23:04
B attttt-104045 weeblysite.com.jpg [oday at 23:04
(=] cemrum-1wAQZ.W'eeblysite.com.jpg foday at 23:03
B metsmkwalet.gitbook.io.jpg loday at 23:04
Bl pyosec.com.jpg Today at 23:03
R urls.ta roday at 23:02
& @ pyosec.com... \ ' Open with Preview

PYOSEC Posts  Research Presentptionn  Meas Medis  Conmtact

Security Research

101 /7 selected. 3.04 '8 avallable
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Visualizing Image Similarity Detection

: Malici C { Di -
Detections Detnst. [ etacacns 1 “Force”

Directed

= AT&T

o Detections

CLICK HERE TO RE-VALIDATE YOUR
ACCOUNT

Weicome! Pleate sign-in below.

= ATaT

Sign n
10 acoess ATAT Mall and Currently.com

OGN et ROy 5 DA e

:._'—5 ATET cenirum

n
10 access ATET Mall and Currently.com
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Beyond Images

HTML Similarity

OCR

Using LLMs

Text Content Similarity
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HTML Similarity

B 009-288-40weetd, O © 009-288-48 weebiysite com jpg

. NETY )
B pyosed COm 2o
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+ html_comparison_test

4 N\
'Y X « > | £ Search ) O B8 @ o8
@ @ fuzzy_similarity_of_html.py X >~ @D -

1 from simhash import Simhash

P
/O 3 def generate_simhash(file_path):

4 with open(file_path, 'r') as f:
Z_o 5 ~ content = f.read()

6 return Simhash(content)

7
ﬁ’> 8 # Generate Simhash for each file

9  filel_simhash = generate_simhash('7txhjdncdbixdco3c.square.site.txt"')

0 10 # file2_simhash = generate_simhash('009-288-49.weeblysite.com.txt"')

B:I 11  file2_simhash = mntq_sm:lﬂ'msec.cu.txt' I

12
13  distance = filel_simhash.distance(file2_simhash) # Compare the Hamming distance between the two Simhashes

This video shows comparing two html files with ‘simhash’.

Simhash takes large amounts of text and makes a small hash out of it that is
similar to PHASH. It also has a hamming function, which basically just uses
Levenshtein to check the distance between the hashes. It’s effective though at finding
files that have similar content.
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Scraping Text from Images

Optical Character Recognition (OCR)

Thumbnail Image PHASH A Record City Country Added Text

United 2024-10-25  ATT S ater Sign into access ATT Mail and Currentlyco m

attmailaccount22.weebly.com ed97960396496996 146.112.61.108 San Jose States 06:23:54 Indicates required field

2024-10-25 S ATT Signin to access ATT Mail and Currentlycom User ID

atdikg.taplink.ws d7658c9a939a989¢ 146.112.61.108 San Jose 06:23:54 Password

a SS ATT Sign in to access ATT Mail and Currentlycom User ID
Address 9

United 2024-10-28

internationaldomaierepresentationmainserstexts4.pages.dev = e59832669b%ac699 146.112.61.108 San Jose States 05:57-30

Enter you mailbox password to proceed Remember me

Unknown United 2024-10-28  1ONOS webmail login Email Address Passwrd This form is
City States 05:57:31 protected by reCAPTCHA and the Google Privacy Policy and

ionos-webmail-105551.weeblysite.com f7732a98cc8ccca2 74.115.51.54

United 2024-10-28

papaya20688090.brizy.site f5d320d88b7c8b2c  146.112.61.108 San Jose States 05:57:32

VERIFICACION P Made With Brizy

Unknown 2024-10-28 2 REAGAN Email Address Passwrd This form is protected by

mail-105085.weeblysite.com f77323331833ccBc 74.115.51.55 City 05:57:32 reCAPTCHA and the Google Privacy Policy and apply
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009-288-49.weeblysite.com
7txhjdncdblxdco3c.square.site

= ATaT

Sign in
to access AT&T Mail and
Currently.com
Signin

to access ATET Mail and
Currently.com

OCR: AII Q Signin to access Al Il Mail and Currentlycom User ID

HTML - OCR: SS ATT Sign In to access ATT Mail and Currentlycom Email Passvvord

HTML:
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Text Classification with LLMs
1. Easy mode




I’m going to send an entire html file and ask for a score to a locally hosted LLM

that behaves much like ChatGPT (sending it via python)
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0009 x4 jpyorre@dievortex:~/Deskiop/Mmi_comparison_test
A Juicy prece of HTWL code!

As o cybersecurity expert, 1'11 analyze the content and provide a phishing likelihood score based on vorious foctors.
Mere's why:

1. **Unwsual poth dato**: The SVG path dota contains umusual chorocters ond formatting, which could be on ottempt to obfuscote or hide malicious code.
2. *"Multiple uninoan closses®®: (lasses like cko__footer-text’, m «methods , and others are not vnll known or -idely used, which might indicote a custom-made phishing tesplate.

3. **Unusual div nesting®®: The HTML structure (s cong raSCript code.

4. **Unknown script togs*®: The presence of unknomn kout/ 3s/weko . 04961910119200140413. Js "> </script> ") couls
:”u
"\«

¢ the presence of malicious code,
S. *""Lock of tronsparency®®: The code does not provid

However, 1 must note that some of these foctors might

puld need to onalyze the entire website, including the s
¢ code, network traffic, ond user interactions,

**Recommendotions:**

1. **Verify the mebsite’s authenticity*®: Ensure you' }/ omilior URLs, and legitimote bronding.
2. ""Be coutious with unknown scripts®®: Avold execut L i
3. **Use a reputable ontivirus software®®: Run reguld &; ) S T

- ,

=
The response |s akin to a new analyst who IS overly excited and under-experienced
IN this work

[+ PSS had b are An bha alda Af »

0009 x4 jpyc

When | remove the superfluous text commentary to keep just the score and run

it again, | get a different score. This LLM is too generalized and can’t produce
consistent results.




2.Better modes

Zero-Shot Classification

OmniParser
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has been written by the Hugging Face team.

Model description

BART is a transformer encoder-decoder (seq2seq) model with a bidirectional (BERT-like) encoder

and an ry

noising function, and (2) learning a model to reconstruct the original text.

BART is particularly effective when fine-tuned for text generation (e.g. summarization, translation)

but also works well for comprehension tasks (e.g. text classification, question answering).
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Zero-shot-classification

sequence_to_classify = "one day I will see the world"

candidate_labels = ['travel', 'cooking', 'dancing']

classifier(sequence_to_classify, candidate_labels)
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For my test, | gave it 5 keywords. They aren’t super specific, but just to use against
any text | send to it. You can change this in the code (at end of presentation)

# Load the zero-shot classification model
classifier = pipeline('zero-shot-classification', model='facebook/bart-large-mnli', device=device)
labels = ["login", "banking", "security", "phishing", "phone'"]

# Define request body model
class TextData(BaseModel):
. text: str

# Route to classify text
@router.post("/classify")
async def classify_text(data: TextData):

classified_data = classifier(data.text, labels)
return {"labels": classified_data["labels"], "scores": classified_data["scores"]1}

'OCR text': 'VERIFICACION ss ',

‘login': 0.6300058364868164
‘phone’: 0.2010927051305771
‘banking': 0.10679445415735245
‘phishing': 0.015628859400749207

'date_added': '2024-10-16T06:26:55.021364"
‘phash': 'f5d320d88b7c8b2c"

'a_record': '146.112.61.108"

‘city': 'San Jose’

‘country': 'United States'

‘url': 'papaya20688090.brizy.site’




009-288-49.weeblysite.com
T

Currently.com

OCR Classification: HTML Source Classification:
login: 0.8000938296318054 login: 0.8146952986717224
security: 0.12101650983095169 security: 0.09933193027973175
phone: 0.05189700424671173 phone: 0.053744859993457794
banking: 0.016330692917108536 banking: 0.017227377742528915

phishing: 0.010662009939551353 phishing: 0.015000510029494 762
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Parsing the Ul

And getting better OCR Results



1l

[0 README & Code of conduct &3 CC-BY-4.0 license &3 Security

OmniParser: Screen Parsing tool for Pure Vision Based
GUI Agent

OmniParser & < like Follow ® Microsoft

LicenseE »  Image-Text-to-Text % Transformers &% Safetensors  blip-2  visual-question-answering @ Inference Endpoi

# [Project Page] [Blog Post] [Models] Model card Files and versions Community

OmniParser is a comprehensive method for parsing user interface screenshots into structured and easy-to-
understand elements, which significantly enhances the ability of GPT-4V to generate actions that can be
accurately grounded in the corresponding regions of the interface. »i [Project Page| [Blog Post| [Demo]

Model Summary

OmniParser is a general screen parsing tool, which interprets/converts Ul screenshot to structured
format, to improve existing LLM based Ul agent. Training Datasets include: 1) an interactable icon
detection dataset, which was curated from popular web pages and automatically annotated to
highlight clickable and actionable regions, and 2) an icon description dataset, designed to associate

each Ul element with its corresponding function.

This model hub includes a finetuned version of YOLOV8 and a finetuned BLIP-2 model on the above

dataset respectively. For more details of the models used and finetuning, please refer to the paper.
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OmniParser for Pure Vision Based General GUI Agent §

OmniParser is a screen parsing tool to convert general GUI screen to structured elements.

Upload image X image Output
Parsed screen elements
Box Threshold 0.05 . s Text Box ID 0; AT&T
Text Box ID 1: Sign in
0.01 c*'— ] Text Box ID 2: Complete the process by sign-in to AT&T Mail Any form

Text Box ID 3: of incorrect email/passcode will be marked as spam and
Text Box ID 4: emall will be deleted

Text Box ID 5: Emall

Text Box |D 6: Password

IOU Threshold

O
s
<]
3 >

001 ¢

Submit N
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Text similarity from the OCR text

UPLOAD GEO CURRENT GEO MALICIOUS CURRENT

HOME URLS ENTRIES DATASET DETECTIONS

DISCOVERY DOCUMENTATION

Text Similarity Detections

Text Similanty Threshold: |20 Modify Thresholkd

| BT BT * Indicates required field BT ID or Email address
| * Pass™**rd*™

SIGN IN BT * Indicates required field BT ID or Email address * Password * SUBMIT...

BT Group * Indicates required field BT ID or Email address * Passwo*d * SIGN IN...

Maicious hem: DB
o

el BT Login * Indicates required ‘

Maicious Rem: DB: 92066488016000064
o MM e e —_—— _

Maikcious em: DB: aldS6ac06ad13ac0
a r
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Malicious ltem

Malcious ltem
@

Malcious ltem
®

k

Malcious Item
@

Malcious ltem
@

Research

Campaigns over Time

: DB: 1565ce8a81342139

: DB: boc3c31¢92606d92

| [— p— — [— p— ) P— ] ] p—] p— pe— — e | [e— pe—] p— f— p— o ov] (— f— oy po— () =}

2022-Q922-W022-1022- D23 Q023 0Q23-AB23-023-AN23-Q023-TD23-MW23-AV23- W23-102)- WD 24-T024
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[A) readme.md

This repository contains code created as part of work on
detecting phishing using visual similarity.

Note: this is a work in progress. | will continue working on streamlining
everything so it's easier to run.
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