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Previously:



A few things first

I’m not a scientist

Also not a mathematician

More like an artist who likes to brute force through a problem using 
Python (Security Researcher)



Finding Bad Things  
in the Network



(Slide contains a video of streaming traffic) 

Notes for the viewer: analyzing network traffic requires skills and can be prone to errors. It can also be 
tedious and time-consuming. If you're looking at your network traffic, it's difficult to find bad activity. 
However, we have tools to reduce that - IDS, various network analysis tools.



Notes for the viewer: How do you find the one bad thing in all that traffic?



Attribution

Notes for the viewer: Building context while leading into the topic. Let’s talk about Attribution



Emotet

Epoch4

Notes for the viewer: 
If we see a suspicious URL in our network, what does it mean?



URL

HASH for the dropper

Notes for the viewer: 
When that URL leads to a suspicious file, what is that file?



HASH for the dropperRelated Samples

Notes for the viewer: 
We can look at the file and find relationships with other similar files



Notes for the viewer: 
We can look at the file and find relationships with other similar files



Copy the HASH for one of the files

Notes for the viewer: 
We can continue looking using various third party tools to find other relationships, attributing to a 
campaign



Notes for the viewer: 
We can continue looking using various third party tools to find other relationships, attributing to a 
campaign



Compromised websites

Notes for the viewer: 
We can continue looking using various third party tools to find other relationships (URLs in this 
case), attributing to a campaign



Notes for the viewer: 
We can also follow, in more detail, the hosting infrastructure to gain attribution - or ownership 
based off that infrastructure use. In this case, I found a sample that calls out to an IP address.



Notes for the viewer: 
We can also follow, in more detail, the hosting infrastructure to gain attribution - or ownership 
based off that infrastructure use. In this case, I found a sample that calls out to an IP address.



Notes for the viewer: 
We can then look at that IP using third party services or other intelligence to find additional 
relationships.



Notes for the viewer: 
We can then look at that IP using third party services or other intelligence to find additional 
relationships.



Notes for the viewer: 
And we can map those relationships if needed to get an even clearer picture of attribution.



Notes for the viewer: 
The MITRE ATT&CK Framework is a well-known method of tracking attribution across multiple 
levels of a malware or attack campaign.



Notes for the viewer: 
The MITRE ATT&CK Framework can be used to trace tactics and techniques to various known 
threat actors.



Notes for the viewer: 
The MITRE ATT&CK Framework can be used to trace tactics and techniques to various known 
threat actors.



There are books about 

doing this kind of thing



Levels of Attribution
Threat 
Actors Campaigns

Malware Ransom Spam

Extortion State Financial

APT 
Groups Individuals governments

Etc…

Etc…

…Or just 
what’s in your 

network

Notes for the viewer: 
Attribution is up to you. Are you interested in what group is targeting your network? Or maybe you 
just want to know if that URL is related to some malware family. Or maybe you simply want to 
know what is happening in your network and that’s enough.



The Infection Chain

Notes for the viewer: 
A quick summary of the common path of infection on a system, before we get into a bunch of 
PCAP analysis.



Email

Link
Office Doc 

With Macros

Powershell
Install Additional 

Components C2

Emotet

Attachment Macros
Cobalt Strike, etc…

Images from: https://isc.sans.edu/forums/diary/Emotet+infection+with+Cobalt+Strike/28824/

Notes for the viewer: 
Using Emotet as an example: Comes in as email, leading to a URL to download additional 
components, and typically ending up in Cobalt Strike and Ransomware infection.



Email

Link
Office Doc 

With Macros

Powershell
Install Additional 

Components C2

Emotet

Attachment Macros
Cobalt Strike, etc…

Images from: https://isc.sans.edu/forums/diary/Emotet+infection+with+Cobalt+Strike/28824/

Notes for the viewer: 
Using Emotet as an example: Comes in as email, leading to a URL to download additional 
components, and typically ending up in Cobalt Strike and Ransomware infection.



Email

Link
Office Doc 

With Macros

Powershell
Install Additional 

Components C2

Emotet

Attachment Macros
Cobalt Strike, etc…

Images from: https://isc.sans.edu/forums/diary/Emotet+infection+with+Cobalt+Strike/28824/

Notes for the viewer: 
Once traffic starts, you typically see a second-stage download over HTTP (although it might be 
over SSL), and then C2 communication over SSL



Email

Link
Office Doc 

With Macros

Powershell
Install Additional 

Components C2

Emotet

Attachment Macros
Cobalt Strike, etc…

Images from: https://isc.sans.edu/forums/diary/Emotet+infection+with+Cobalt+Strike/28824/



Common Signature Detection 
Methods

Notes for the viewer: 
Let’s cover the most common signature-based detection methods



IDS Rules



This is a video showing: 
A PCAP file is replayed through Suricata IDS. The PCAP contains network traffic associated with 
Emotet C2 traffic. The video shows an IDS rule catching the C2 activity.



Notes for the Viewer: 
Here is a close up of Suricata running and catching the C2 activity.



Notes for the Viewer: 
The top text is the rule that captured the C2 activity, and the bottom is the PCAP.



Notes for the Viewer: 
The IDS rule looks for POST



Notes for the Viewer: 
And it looks for the user agent



YARA Rules
Notes for the Viewer: 
Another method of signature-based detection.



Notes for the Viewer: 
YARA rules are typically used to find data within static files, like HTML or binaries



Notes for the Viewer: 
I found a project that uses YARA against network traffic.



• Write a YARA rule:

Notes for the Viewer: 
I created a YARA rule based off the IDS rule to capture the Emotet C2 traffic shown in the Suricata 
example.



This is a video showing: 
The same PCAP file is replayed through YARAPCAP. The video shows the YARA rule catching the 
C2 activity.



Visibility

Notes for the Viewer: 
One more piece of context: Visibility is difficult because most traffic is SSL

SSL



Email

Link
Office Doc 

With Macros

Powershell
Install Additional 

Components C2

Emotet

Attachment Macros
Cobalt Strike, etc…

Likely Encrypted

Email/Encrypted

Maybe HTTP Endpoint

Notes for the Viewer: 
With SSL, you are most likely to see only the initial second-stage GET request over HTTP (maybe)



IcedID Dropper -> Cobalt Strike 

Notes for the Viewer: 
With SSL, you are most likely to see only the initial second-stage GET request over HTTP (maybe)



IcedID Dropper -> Cobalt Strike 

Notes for the Viewer: 
With SSL, you are most likely to see only the initial second-stage GET request over HTTP (maybe)



https://www.netresec.com/?page=PolarProxy https://www.netresec.com/?page=PolarProxy

Notes for the Viewer: 
Many solutions exist for decrypting your networks SSL traffic for analysis. Most companies won’t 
give you access to that data, just decrypting it for use against their security products. If you are 
doing this yourself though, there are several options. Here I talk about using PolarProxy to MITM 
your SSL, writing out clear text PCAPs. It forwards the traffic to the destination still encrypted. It’s 
a free method to provide visibility into your network. Proxifier is a Windows proxy solution that will 
send all traffic through a proxy. There are options available for OSX and Linux as well.



Can we build a signature
Using network Timing?



Video showing the initial thing that gave me this idea. Comparing multiple similar PCAPs for 
Hancitor malware and how the timing of network transactions is similar.



Video showing the initial thing that gave me this idea. Comparing multiple similar PCAPs for 
Emotet malware and how the timing of network transactions is similar.



Video showing the initial thing that gave me this idea. Comparing multiple similar PCAPs for 
Trickbot malware and how the timing of network transactions is similar.



Finding Patterns

Notes for the Viewer:  
Beginning the process of trying to find patterns that can be used to create a signature.



Dropper Downloads

Notes for the Viewer:  
We’ll start by looking at dropper downloads.



Two Separate 

icedID Downloads


Similar Transactions

2052 transactions

1107 transactions

Notes for the Viewer: Two similar PCAPs



Similar byte lengths

1107 transactions

2052 transactions

Notes for the Viewer: They have similar byte lengths



Similar timing, at least in the beginning

(The GET request)

2052 transactions

1107 transactions

Notes for the Viewer: Looking at the time in between transactions, there are some 
similarities



Similar timing, at least in the beginning

(The GET request)

2052 transactions

1107 transactions

Big Small Larger LargerSmall Smaller Smaller

Notes for the Viewer:  
I’m seeing a pattern - maybe this is a direction to go…



Beaconing

Notes for the Viewer:  
Let’s look at C2 beaconing



Cobalt Strike Beaconing, Sample 1

Cobalt Strike Beaconing, Sample 2

Notes for the Viewer:  
Two similar PCAPs with CobaltStrike beaconing



Cobalt Strike Beaconing, Sample 1

Cobalt Strike Beaconing, Sample 2

Notes for the Viewer: Looking at the time in between transactions, there are some similarities



Emotet and Trickbot beacon 1:

Emotet and Trickbot beacon 2:



Emotet and Trickbot beacon 1: Emotet and Trickbot beacon 2:

Notes for the Viewer: Looking at the time in between transactions, there are some similarities



Benign vs Malicious

Notes for the Viewer:  
What if we add in some benign network traffic? 



Benign .exe Download

Notes for the Viewer:  
This is a download of a small .exe that is benign, but was created to be used in testing to look like a potential 
dropper download.



Benign .exe Vs Malicious Dropper Download

Benign:

Malicious:

Notes for the Viewer: The similarities break down earlier in the network traffic.



The Process(es)

Notes for the Viewer: Let’s discuss the process that I’ll use to figure out timing and build a signature.



Challenges

Notes for the Viewer: 
There are a few challenges in the process.



Finding the Part I’m Interested in…

Notes for the Viewer: 
Challenge 1: Finding the bad thing I’m interested in and isolating it.



Acquiring Relevant Threat Traffic

Notes for the Viewer: 
Challenge 2: Acquiring the relevant traffic, as in what’s relevant to the risks in my network? What’s 
current? Etc… this website, as well as others can be very useful in accomplishing this.



Once I have a Viable PCAP



Notes for the Viewer: 
I’ve finally got a PCAP file that contains just a portion of the bad traffic I want to build a signature from.



Isolated Trickbot POST from a larger PCAP

TrickBot 1

Notes for the Viewer: 
I’ve finally got a PCAP file that contains just a portion of the bad traffic I want to build a signature from. 
I’m not worried about having multiple POSTs. It doesn’t have to be perfect. I just don’t want ‘clean’ 
traffic in there.



Averages

Notes for the Viewer: 
We’ve looked at the time in between network transactions - now let’s try getting the average of all of those 
times. The idea is that some PCAP files will contain possibly thousands of transactions while others 
contain maybe only a few. 



Calculate time in between transactions

Notes for the Viewer:  
1: Get the microseconds between transactions.



Get all the Microseconds of those times

Notes for the Viewer:  
2: and put them in a list



Get all the Microseconds of those times

This is the whole PCAP

Notes for the Viewer:  
This list is the entire length of the PCAP.



Find the Average

Notes for the Viewer:  
3: Calculate the average of all of those microseconds.



Again with Another PCAP



Isolated Trickbot POST



TrickBot 2 (20201229_trickbotpost.pcap)

TrickBot 1 (20200930_trickbotpost.pcap)
PCAP 1:

PCAP 2:

Notes for the Viewer:  
Compare two similar PCAPs, both with a very different number of total transactions (I called them queries 
for some reason)



Average:

Average:

TrickBot 2 (20201229_trickbotpost.pcap)

TrickBot 1 (20200930_trickbotpost.pcap)
PCAP 1:

PCAP 2:

Notes for the Viewer:  
The average is not close out of context with other data that we’ll see in a the next few slides, but for now 
they’re somewhat close…



Emotet GET requests

Notes for the Viewer:  
Trying with Emotet GET requests



https://app.any.run/tasks/08d9292f-e1df-432f-a89b-48d95588d8e8/

Notes for the Viewer:  
I took a bunch of Emotet samples from the same campaign.



8559dde7-764a-47ab-844e-9e1881a99e9a.pcap

	 Average between queries: 144,443

	 Total Queries: 16 

76efeed5-e608-49de-81f6-4f5356c4641a.pcap

	 Average between queries: 9,747

	 Total Queries: 5450


ad85a-cebc-4425-b428-7a1707d8d80e.pcap

	 Average between queries: 5,574

	 Total Queries: 5 

d74dfa64-f9bc-4696-b4f3-a66f329e0b27.pcap

	 Average between queries: 3,804

	 Total Queries: 3425


Notes for the Viewer:  
I took a bunch of Emotet samples from the same campaign. Some are close, while the first isn’t.



Compare Against Random Traffic

Notes for the Viewer:  
Let’s put some random traffic in the mix



Multiple Flows of Random Traffic

One Flow from this Traffic

Notes for the Viewer:  Use a full PCAP with many network flows, and also take one flow from that PCAP to use.



Notes for the Viewer:  
The two Trickbot averages of times in between look a lot closer now to each other than they do with the 
random traffic. Maybe this is a good direction to go?



Find a sample of something I know is bad:

https://www.malware-traffic-analysis.net/2022/04/25/index.html

Notes for the Viewer:  
Trying again with another sample to see I get similar results. This time a GET request for Emotet.



https://www.malware-traffic-analysis.net/2022/04/25/index.html

Notes for the Viewer:  
Trying again with another sample to see I get similar results. This time a GET request for Emotet.



2022-04-25-Emotet-epoch4-infection-with-spambot-traffic.pcap

Notes for the Viewer:  
Take the whole PCAP, and just grab the part I want (the flow containing the GET request)



Another PCAP with similar activity

2022-04-20-Emotet-epoch4-infection-with-spambot-traffic.pcap

Notes for the Viewer:  
Grab the part I want (the flow containing the GET request) from a similar, but different PCAP



The GET request: Not Really Matching

Notes for the Viewer:  
They aren’t matching very well this time. Maybe this isn’t the best direction



Cointegration

Notes for the Viewer:  New attempt, Cointegration. The idea behind it: 
Drunk guy and a dog are walking the same direction. They look like they might be together. That’s correlation, but then if they start to 
drift apart, maybe they aren’t together. So their timeline looks to be the same, but if they aren’t going the same direction, they aren’t 
cointegrated. If they do continue walking together, eventually it can be assumed that they are together, aka cointegrated.



Notes for the Viewer: Conintegration example #1, just to understand. 
Google searches over one year for ‘Russia’ and ‘Ukraine’. They look like they’re together. The bottom graph 
(called ‘the spread’) primarily stays on 0, showing they are also cointegrating. So the searches correlate 
AND cointegrate



Notes for the Viewer: Conintegration example #2, just to understand. 
Google searches over one year for ‘Twitter’ and ‘Elon Musk’. They look like they correlate, but the spread 
doesn’t quite show a relationship since it’s not primarily staying on 0. So the searches correlate but do not 
cointegrate



Notes for the Viewer: Cointegration example #3, just to understand. 
Google searches over one year for ‘Turkey’ and ‘Russia’. They don’t look like they’re lining up, suggesting no correlation. The 
spread however primarily stays on 0, showing they are cointegrating. So the timelines are similar/matching.



Notes for the Viewer: Conintegration example #4, just to understand. 
Google searches over one year for ‘5G’ and ‘Covid 19’. Timelines line up and the spread stays on 0. Unfortunately, google 
searches for 5G and Covid 19 cointegrate and correlate.



Two identical PCAP files 
They should cointegrate



Identical PCAP files: 100% Cointegration 

p-values identical



Two different PCAP files 
They should not cointegrate



Two different PCAP files: No Cointegration 

p-values not close

Notes for the Viewer:  
Two pcaps that seem similar, but are actually following different timelines. They likely won’t cointegrate. 
There is likely too much going on in these since they are full packet captures with all the flows.



But now there’s a method to start finding 
similarities



Two different PCAP files 
With similar traffic



Two PCAP files: Similar Traffic 

Notes for the Viewer:  
two separate PCAPs that are doing similar activity. It’s benign - just GET requests to Microsoft domains



Transactions per Second

7 Time Items 7 Time Items

Two PCAP files: Similar Traffic 



Two PCAP files: Similar Traffic 

p-values are closer



Problems with Cointegration



Problems with Cointegration: The Time Value

Notes for the Viewer:  
Two time-series of different lengths - I can’t use them. I tried normalizing by calculating percentages, but 
that didn’t quite work because then it’s not enough data points to do the cointegration tests.



Problems with Cointegration: The Time Value

Notes for the Viewer:  
We can run the cointegration test on the timelines, but it’s a bit messed up using seconds for the time. And having drastically different timeline lengths 
can cause some confusion. Here though, you can see that the p-value’s don’t match, so at least we have that.



Short Sample Size



Problems with Cointegration: Short Sample Size



Problems with Cointegration: Short Sample Size



Time Resolution

Notes for the Viewer:  
It’s important to consider what resolution to look at (Minutes, seconds, microseconds)



At the ‘Minutes’ Resolution

Notes for the Viewer:  
It’s important to consider what resolution to look at (Minutes, seconds, microseconds)



At the ‘seconds’ Resolution

Notes for the Viewer:  
It’s important to consider what resolution to look at (Minutes, seconds, microseconds)



At the ‘microseconds’ Resolution

Notes for the Viewer:  
It’s important to consider what resolution to look at (Minutes, seconds, microseconds)



Normalize

Notes for the Viewer:  
It helps to normalize the times



Normalized: Time a Transaction Occurred

Notes for the Viewer:  
I rewrote the time to 2000-01-01, 00:00 to normalize



Normalized: Time Between Transactions

Notes for the Viewer:  
And then calculated the times in between starting from that normalized start time.



Combo of the two
Transaction 1

Transaction 2

Transaction 3
Transaction 4

Transaction 5

Transaction 6

Transaction 7

Transaction 8

Transaction 9
Transaction 10

Transaction 11

start at zero

436,260 ms between
436469 ms between
436616 ms between

436693 ms between

436844 ms between

436875 ms between

815424 ms between

815734 ms between

815840 ms between
815892 ms between



Signature Creation

Notes for the Viewer:  
Now we’ll take various parts of what’s already been shown to start developing a signature that can be 
applied to find specific network traffic



1: Separate all the flows



2: Operate against each flow individually



2: Operate against each flow individually
1:
2:
3:
4:
5:
6:
7:



Calculate Percentages



Notes for the Viewer:  
network traffic is not all the same. Here, I’m looking at two PCAPs. A lot more transactions in one. Also a 
lot of 0 time in between traffic. Not super useful. One PCAP has 572 packets 



Notes for the Viewer:  
The other PCAP has 52 packets



Notes for the Viewer:  
Here, I’m looking at two PCAPs. A lot more transactions in one. Also a lot of 0 time in between traffic. Not 
super useful. 



Notes for the Viewer:  
Here, I’m looking at two PCAPs. A lot more transactions in one. Also a lot of 0 time in between traffic. Not 
super useful. 



A little off

Similar traffic Times Similar traffic Times

Notes for the Viewer:  
One interesting thing in these percentages of the time in between packets as they relate to the total time of 
the whole flow is that they are fairly similar, despite being different. Maybe it’s because this is SSL and it’s 
just following the pattern of SSL traffic, which might be similar no matter what kind of flow it’s on. 



Add a little chaos

By Rounding things
Notes for the Viewer:  
I want to work with integers, not floats because I want the comparison to be a little ‘looser’ - so I’m 
converting to ints and rounding them. 



2022-07-07-Emotet-infection-with-Cobalt-Strike:

Notes for the Viewer:  
They are sometimes just below or above 100, but that’s because I round them.



Now we can find exact matches

Which isn’t really Useful



Percentages and Distance

Levenshtein Distance

Notes for the Viewer:  
I need my search to be even more ‘loose’/less precise. So now I’m exploring Levenshtein Distance. This is 
typically used for word searches.



Levenshtein Distance

Notes for the Viewer:  
Levenshtein Distance is typically used for word searches - how many changes between two words shows 
how close they are.



GET REQUESTS

Notes for the Viewer:  
Before applying Levenshtein Distance, let’s make a static signature. Start by putting the percentages into 
a text file to be read by the test_signature script



Check Signature Against the PCAP it was created from

Notes for the Viewer:  
Still from a video showing the process of detecting an exact match (no Levenshtein - just a perfect match 
of percentage signature to percentages in a PCAP.



What about a similar bad PCAP?

Notes for the Viewer:  
We need to try it on something that is not exactly the same.



Our Signature PCAP

Our Suspicious PCAP



Check Signature Against similar bad PCAP

Notes for the Viewer:  
Still from a video of signature and using Levenshtein Distance to compare two similar PCAPs. The 
percentages are different, but we have a partial ratio that is somewhat close, suggesting a relationship.



What about a similar benign 
PCAP?



Check Signature Against similar benign PCAP

Notes for the Viewer:  
Using a benign .exe download that is designed to look like a malware dropper



Check Signature Against similar benign PCAP

Notes for the Viewer:  
It doesn’t match too well to the emotet dropper download, which is good!



Multiple Flows in a PCAP



Notes for the Viewer:  
Running a PCAP containing a GET request for an Emotet dropper to a compromised wordpress account.



Notes for the Viewer:  
Each flow is separated from the PCAP and the signature is run against them, one at a time. Higher 
matches are shown. The PCAPs with partial ratios of 72 and 74 are a match for Emotet Dropper 
downloads



Audio?

Notes for the Viewer:  
This image shows that music is another thing I do, and security is a creative process. Just to think outside 
the box, can we convert time to audio and use something to identify it, much like the app ‘Shazam’ is used 
to identify a song by listening to part of it?



https://willdrevo.com/fingerprinting-and-audio-recognition-with-python/

https://github.com/worldveil/dejavu

Notes for the Viewer:  
I found a great post about fingerprinting audio, along with a framework I could modify/play with.



Notes for the Viewer:  
Stills from a video showing how Shazam identifies music.



Notes for the Viewer:  
Stills from a video showing how Shazam identifies music.



https://github.com/WarrenWeckesser/wavio http://pydub.com/

Notes for the Viewer:  
I take the microseconds in between and make them a frequency in an audio file using wavio and pydub



Notes for the Viewer:  
Still from a video: Here’s what it sounds like when I convert the microseconds in between to different 
frequencies, each played for .02 seconds. The windows: Spectrum analysis for each file



Same Malware Sample/ 
Different Environments

Notes for the Viewer:  
Let’s see what happens when malware is run in different environments, where bandwidth might make the 
timing differ. Will we still see a signature match?



Notes for the Viewer:  
I went on malwarebazaar and found a copy of Agent Tesla



https://app.any.run/tasks/e9aeecd4-dd3f-4cf1-8275-9d505c1c3631/#https://bazaar.abuse.ch/sample/ec1786896698e0cf4b23990a420a19df9d8eade5fc0f786aa980d50b026ac13f/

Notes for the Viewer:  
and then I found that someone had already run it on any.run



Download sample

https://app.any.run/tasks/e9aeecd4-dd3f-4cf1-8275-9d505c1c3631/#https://bazaar.abuse.ch/sample/ec1786896698e0cf4b23990a420a19df9d8eade5fc0f786aa980d50b026ac13f/

Notes for the Viewer:  
I downloaded the sample



Download PCAP

https://app.any.run/tasks/e9aeecd4-dd3f-4cf1-8275-9d505c1c3631/#https://bazaar.abuse.ch/sample/ec1786896698e0cf4b23990a420a19df9d8eade5fc0f786aa980d50b026ac13f/

Notes for the Viewer:  
And I downloaded the PCAP



any.run: 192.168.100.82 -> 80.85.156.9
POST /fe33l/inc/0dccbb2f367788.php

Notes for the Viewer:  
Here is just the traffic from that machine to any hosts



Run on My System

Notes for the Viewer:  
I then ran the same malware sample on my own malware analysis system for about 5 minutes while 
collecting the traffic on my gateway



Me: 192.168.1.99 -> 80.85.156.9
POST /fe33l/inc/0dccbb2f367788.php

Notes for the Viewer:  
Seeing the same type of traffic



Shazam it!



Create an audio file from the any.run PCAP



Create an audio file from my PCAP



Identify Threat (AKA Shazam it)

Notes for the Viewer:  
Video still after running the mp3 file through the audio recognition script and it identifies the ‘song’ it’s a 
part of.



Same, but signature method based off 
percentages

Notes for the Viewer:  
Repeating this process, but using the quicker and more practical signature method we’ve been building 
during this presentation.



Notes for the Viewer:  
Video Still: We have both PCAPs, one from the any.run analysis and one from my own.



Notes for the Viewer:  
Video Still: We generate a signature from a PCAP that has just the POST data from Agent Tesla



Notes for the Viewer:  
Video Still: and we put that signature in our signatures.json file.



Notes for the Viewer:  
Video Still: Then we run the detection and get back some partial ratios for each flow in the larger PCAP 
from the malware run on my system.



Notes for the Viewer:  
Video Still: Opening these files gives me the same network POST traffic pattern.



Going Further
• Using Third Party API’s


• Domain/IP Reputation & 
Relationships


• Analysis of Components within 
the PCAPs



The Future
• Run on streaming traffic


• Learn to program in something 
faster


• Build a web or API service to send 
PCAPs



Code

https://github.com/jpyorre/

@joshpyorre@infosec.exchange
Mastodon:

@joshpyorre
Twitter:

https://pyosec.com
Website:

https://pyosec.com

