
BIGGER THAN YOU THINK
YOUR CLOUD IS

WHAT IS THIS CLOUD?



SOMEONE ELSE’S COMPUTER_

SOMEONE ELSE…



OBVIOUS CLOUD THINGS

▸ File Storage 

▸ Documents 

▸ Dropbox, Box, AWS Servers, VPS, etc…

MAYBE NOT AS OBVIOUS

▸ Email 

▸ AD Information 

▸ DNS



▸ Third Parties 

▸ Hospitals/Medical 

▸ Law 

▸ Contractors

ALSO ‘THE CLOUD’

EXAMPLE COMPANY: XYZ, INC.

▸ Started in 1950 

▸ Stores everything in the back room 

▸ 1980: Computers. Transferring things to disk. 

▸ 1990: Start storing on local file servers 

▸ 2000: Starts storing on remote file servers. 

▸ Outsourcing data storage to other companies 

▸ Outsourcing data and information storage to services



EXAMPLE COMPANY: XYZ, INC.

▸ Uses a contracting company for services
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EXAMPLE COMPANY: XYZ, INC.
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THIRD-PARTY BREACHES

BRONX LEBANON HOSPITAL 
VIA IHEALTH

MAY, 2017



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

HOW IT HAPPENED

▸ Misconfigured Rsync backup server 
hosted by iHealth 

▸ Discovered using Shodan

MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

▸ 7,000 people between 2014-2017 

▸ Names & home addresses 

▸ Addiction Histories 

▸ Religious Affiliations 

▸ Mental Health & Diagnoses 

▸ HIV Status 

▸ Sexual Assault Reports 

▸ Domestic violence Reports

WHAT WAS TAKEN



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

WHAT THEY DID WRONG

▸ Bronx Lebanon Outsourced Backups 
without Audit 

▸ IHealth Collected Backup Data in an 
Insecure Manner



"AT THIS TIME, IHEALTH BELIEVES THAT THE ISSUE HAS BEEN 
CONTAINED,” 

“IHEALTH HAS NO INDICATION THAT ANY DATA HAS BEEN USED 
INAPPROPRIATELY."

iHealth

MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

HOSPITAL MITIGATIONS

▸ Audit their Cloud Providers 

▸ Perform regular searches for their 
data using tools like Shodan 

▸ Perform Vulnerability Analysis 

▸ Encrypt their data



MAY, 2017: BRONX LEBANON HOSPITAL CENTER (NY)

IHEALTH MITIGATIONS

▸ Secure Connections 

▸ Perform Regular Searches Using 
Tools Like Shodan 

▸ Conduct Vulnerability Analysis 

▸ Require Data Encryption

NHS PATIENT DATA 
VIA SWIFTQUEUE

AUGUST, 2017

https://www.thesun.co.uk/tech/4274225/anonymous-hacker-claims-to-have-stolen-the-nhs-medical-records-of-1-2million-brits/



AUGUST, 2017, SWIFTQUEUE DATABASE HACK

HOW IT HAPPENED

▸ Exploited Vulnerabilities in SwiftQueue’s Software

AUGUST, 2017, SWIFTQUEUE DATABASE HACK



AUGUST, 2017, SWIFTQUEUE DATABASE HACK

NHS/SWIFTQUEUE

▸ Hacker: 1.2 Million NHS Patient Records 

▸ Company: 32,501 Patient Records

AUGUST, 2017, SWIFTQUEUE DATABASE HACK

WHAT WAS TAKEN

▸ Names 

▸ DOB 

▸ Phone Numbers 

▸ Email Addresses



AUGUST, 2017, SWIFTQUEUE DATABASE HACK

NHS MITIGATIONS

▸ Require Certain Levels of Security from Vendors 

▸ Encrypt Data

AUGUST, 2017, SWIFTQUEUE DATABASE HACK

SWIFTQUEUE MITIGATIONS

▸ Follow General Security Best Practices 

▸ Encrypt Data 

▸ Perform Vulnerability Analysis 

▸ Keep Systems up to date



A COUPLE OTHER DATA BREACHES

DROPBOX
2016/2012

https://www.hackread.com/hackers-stole-dropbox-passwords/



AUGUST, 2016, DROPBOX

HOW IT HAPPENED

▸ 2012 Breach 

▸ Old Credentials (emails and hashed 
passwords) 

▸ Users noticed spam emails from email 
accounts used only for DropBox access 

▸ Stolen Password Used to Access 
Employee Account

AUGUST, 2016, DROPBOX

WHAT WAS TAKEN

▸ 2016 

▸ 68,680,741 Account Emails and Hashed 
Passwords 

▸ 32 Million Passwords used bcrypt 

▸ The Rest Used SHA1, but with a salt



AUGUST, 2016, DROPBOX

DROPBOX RESPONSE

▸ Suggested Two-Factor 

▸ Added New Automated Mechanisms to 
Detect Suspicious Behavior 

▸ Created a Page to Check Active Logins 

▸ Required Password Resets

AUGUST, 2016, DROPBOX

TAKE-AWAYS

▸ Enable Two-Factor or more 

▸ Check Active Logins 

▸ Change Password Often



ASHLEY MADISON
JULY, 2015

https://krebsonsecurity.com/2015/07/online-cheating-site-ashleymadison-hacked/

JULY, 2015, ASHLEY MADISON DATA BREACH

HOW IT HAPPENED

▸ Impact Team 

▸ Databases were accessed 

▸ Website may have been vulnerable 

▸ Could have been malware



JULY, 2015, ASHLEY MADISON DATA BREACH

WHAT WAS TAKEN

▸ 27.5 Million Users Affected 

▸ Real Names 

▸ Addresses 

▸ Credit Card Numbers 

▸ Sexual Fantasies

JULY, 2015, ASHLEY MADISON DATA BREACH

WHAT WAS TAKEN

▸ Internal Company Servers 

▸ Employee Account Information 

▸ Company Bank Account Data 

▸ Salary Information 

▸ Employee Emails



JULY, 2015, ASHLEY MADISON DATA BREACH

TERRIBLE RESPONSE

▸ Lots of Denial 

▸ 60 GB of data confirmed on Aug 18 

▸ Released on bittorrent, shared in the Dark 
Web

JULY, 2015, ASHLEY MADISON DATA BREACH



JULY, 2015, ASHLEY MADISON DATA BREACH

EQUIFAX
SEPT, 2017



SEPT, 2017, EQUIFAX DATA BREACH

WHO IS AFFECTED

▸ 143 Million Customers

CLOSE TO HALF

SEPT, 2017, EQUIFAX DATA BREACH

▸ Vulnerable Web App on a US Website 

▸ Old Apache Struts Vulnerability

HOW IT HAPPENED



SEPT, 2017, EQUIFAX DATA BREACH

WHAT WAS TAKEN

▸ Names 

▸ Birth Dates 

▸ Phone Numbers 

▸ Email Addresses 

▸ Credit Card Info from 209,000 Customers 

▸ Dispute Docs with PII for 182,000 
Customers 

▸ SSN’s

SEPT, 2017, EQUIFAX DATA BREACH

WHAT WAS TAKEN

▸ Names 

▸ Birth Dates 

▸ Phone Numbers 

▸ Email Addresses 

▸ Credit Card Info from 209,000 Customers 

▸ Dispute Docs with PII for 182,000 
Customers 

▸ SSN’s

Everything you need  
for Identity Theft!



SEPT, 2017, EQUIFAX DATA BREACH

▸ Attackers had access mid-May to July 2017 

▸ Breach discovered July 29 

▸ Three executives (including CFO) sell a bunch 
of stock after discovery 

▸ We find out about it Sept 7!

POOR RESPONSE

SEPT, 2017, EQUIFAX DATA BREACH

WHAT ARE YOUR OPTIONS?

▸ Free Credit Monitoring  

▸ …from Equifax



SEPT, 2017, EQUIFAX DATA BREACH

POOR RESPONSE

SEPT, 2017, EQUIFAX DATA BREACH

POOR RESPONSE





myspace.com: 
Email Addresses, Usernames, Passwords

Using data from https://haveibeenpwned.com/



LinkedIn: 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/

Dropbox: 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/



tumblr: 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/

adobe: 
Email addresses, Password hints, Passwords, Usernames

Using data from https://haveibeenpwned.com/



rivercitymediaonline.com: 
Email addresses, IP addresses, Names, Physical addresses

Using data from https://haveibeenpwned.com/

Onliner Spambot : 
Email Addresses, Passwords

Using data from https://haveibeenpwned.com/



THIRD PARTY COMPROMISE?

HOW DO YOU PROTECT YOUR DATA AGAINST

GENERAL SECURITY STUFF



TRADITIONAL MODELS

▸ Firewall 

▸ IDS 

▸ Server Configuration 

▸ AntiVirus 

▸ Cloud Security 

▸ Vulnerability Analysis

TRADITIONAL MODELS

▸ Firewall 

▸ Block External Access on Ports 

▸ Secure Connections between Locations



TRADITIONAL MODELS

▸ IDS 

▸ Searching for known threats on the network 

▸ Reporting what you are at risk for

TRADITIONAL MODELS

▸ Server Configuration 

▸ Separating databases from web front-ends 

▸ Securing the connections between servers 

▸ Keeping software updated 

▸ Limiting Access 

▸ Penetration Testing



TRADITIONAL MODELS

▸ AntiVirus 

▸ Keeping it updated

TRADITIONAL MODELS

▸ Cloud Security 

▸ Using Services/Companies 

▸ Auditing



TRADITIONAL MODELS

▸ Vulnerability Analysis 

▸ Scanning your environment 

▸ Looking for Vulnerabilities

SECURING ‘YOU’



MAPPING TO TRADITIONAL MODELS

▸ Firewall 
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MAPPING TO TRADITIONAL MODELS

▸ Firewall 

▸ Freeze Your Credit 

▸ Keep your computer patched



MAPPING TO TRADITIONAL MODELS

▸ IDS 

▸ Sign up for services like haveibeenpwnd.com 

▸ Set up Google Alerts 

▸ Automatic Shodan Searches (Using API)

MAPPING TO TRADITIONAL MODELS

▸ Server System Configuration 

▸ Use disk encryption & Strong password 

▸ Frequent offline backups (on an encrypted drive) 

▸ Disable unneeded services 

▸ Lock System 

▸ Keep it up to date



MAPPING TO TRADITIONAL MODELS

▸ AntiVirus 

▸ Be wary of clicking on links in suspicious emails 

▸ Don’t install without thinking first 

▸ Send that attachment to VirusTotal if unsure

MAPPING TO TRADITIONAL MODELS

▸ Cloud Security 

▸ Enable two-factor authentication for all Cloud Services 

▸ Use additional encryption 

▸ Utilize Cool Products







SECURING YOUR VENDORS

SECURING YOUR VENDORS

▸ Research the Company 

▸ Talk to them about security 

▸ How do they store your data? 

▸ When must they report a breach? 

▸ Give them only what you have to 

▸ Look into Cyber Insurance












