











2 Surgical Dermatology Group notifies patients after
TekLinks hacked




received notice from its cloud hosting and server management provider, TekLinks,

of a security breach at its Birmingham facility that hosts our server.




learned that external hackers had gained

access to our server




Chinese Hackers Must Pay $8.9 Million for Law Firm
=8 Data Theft

The hackers




broke into the email accounts of senior lawyers

whose firms were
hired to advise on corporate mergers and aquisitions




MAY, 2017




The search engine for

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account Getting Started




Abuse:

| Has patient been hit/kicked/slapped or forced to have sex , or is a victim of
|neglect : yes
| Suspected Physical Abuse : no
| Suspected Sexual Abuse :
| Suspected Neglect : no
Abuse Reported : no
| Case Accepted by ACS/APS : no
| Comments: patient was physically abused by _ She was raped by her
[
|

|SUBSTANCE ABUSE HISTORY:
|Substance Abuse Hx:

| Alcoho
|Use - 14 Years
| Cannabis: i weekly , Last Used - 4 hour(s) ago , Age of First
|Use - 14 Years 0l , Administration - Smoking.
Cocaine: $50-100 - weekly , Last Used - 4 hour(s) ago , Age of First Use -
ears Old , Route of Administration - Smoking and Nasal (isniffingi).
ithin the last (6) months, describe triggers/precipitants to use:-

liness.
Within the last (6) months, describe pattern of substance use, during a

ypical week: drinks alcohol, use coca!e, cannabis dependence.

Longest Period of Abstinence:

Conditions Contributing to Ab

employed

good family support.

Is Patient currently on Methadone Maintenance: no.

Describe Perceived Negative Consequences of Substance Use: stop medications

legal problems.

Describe Perceived Positive Consequences of Substance Use: Patient reports "
i enjoy it".

years,
nence: strong motivation to be clean




“AT THIS TIME, IHEALTH BELIEVES THAT THE ISSUE HAS BEEN
CONTAINED,”

“IHEALTH HAS NO INDICATION THAT ANY DATA HAS BEEN USED
INAPPROPRIATELY."




AUGUST, 2017




Anonymous
hacker claims to have stolen private
data on up to 1.2million NHS patients
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A COUPLE OTHER DATA BREACHES

2016/2012










We are the
We have taken over all systems in your A jon domains,
all customer information databases, soufce col P ] ial records, emails
% v g

We will release all customer record:

sexual fantasies, nude pictures, and conversa
transactions, real names and addresses, and
Avid Life Media will be liable for ffaud and

Shutting down AM and EM will cost yo{

JULY, 2015







Avid Life Media has failed to take down Ashley Madison and Established Men.
We have explained the fraud, deceit, and stupidity of ALM and their members.
Now everyone gets to see their data.

Find someone you know in here? Keep in mind the site is a scam with thousands
of fake female profiles. See ashley madison fake profile lawsuit; 90-95% of
actual users are male. Chances are your man signed up on the world's biggest
affair site, but never had one. He just tried to. If that distinction matters.

Find yourself in here? It was ALM that failed you and lied to you. Prosecute
them and claim damages. Then move on with your life. Learn your lesson and make
amends. Embarrassing now, but you'll get over it.

Any data not s ed with key 6ES50 3F39 BA6A EAAD DBID ECFF 2437 3CD5 74AB AA3S
is fake.




l ashleymadison.tgz

L avid.tgz

L dba.tgz

|l design.tgz

ll dev.tgz

laal misc.tgz

[ mobile.tgz

lu noel.biderman.mail.7z

| noel.biderman.mail.7z.asc
Ll product.tgz

qa.tqz

SEPT, 2017

343 GB
57.78 MB
210.0 MB
337.1 MB
534.0 MB
3443 MB
863.6 MB
13.74 GB

0.84 kB
203.3 MB
32.69 MB

Have

Download

CRC BB QR QR Q< Q<
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‘ trustedidpremier.com

Details for trustedidpremier.com

SEARCH IN GOOGLE
‘ SEARCH IN VIRUSTOTAL

Classifier prediction: suspicious Umbrella risk score: X3

DNS queries

DNS queries/hour

12. Aug 14. Aug 16. Aug 18. Aug 20. Aug 22. Aug 24. Aug 26. Aug 28. Aug 30. Aug

Details for www.equifaxsecurity2017.com

SEARCH IN GOOGLE
SEARCH IN VIRUSTOTAL

Classifier prediction: suspicious

DNS queries/hour

12. Aug

14. Aug 16. Aug 18. Aug

equifaxsecurkty2017.com
equifaxsecurlty2017.com
equifaxsecurmty2017.com
equifaxsecuroty2017.com
equifaxsecurrity2017.com
equifaxsecurtity2017.com
equifaxsecurtiy2017.com
equifaxsecurty2017.com
equifaxsecuruty2017.com
equifaxsecuryty2017.com
equifaxsecusity2017.com
equifaxsecutity2017.com
equifaxsecuurity2017.com
equifaxsecuvity2017.com
equifaxsecuyrity2017.com
equifaxsecuzity2017.com
equifaxsecvurity2017.com
equifaxsecwrity2017.com
equifaxsecxurity2017.com
equifaxsecyrity2017.com
equifaxseecurity2017.com
equifaxsegurity2017.com
equifaxsekurity2017.com
equifaxsercurity2017.com
equifaxsesurity2017.com
equifaxseucrity2017.com
equifaxseurity2017.com
equifaxsevurity2017.com
equifaxsewcurity2017.com
equifaxsexurity2017.com
equifaxsgcurity2017.com
equifaxsicurity2017.com
equifaxsmcurity2017.com
equifaxsocurity2017.com
equifaxsrcurity2017.com
equifaxssecurity2017.com
equifaxsucurity2017.com
equifaxswcurity2017.com
equifaxwecurity2017.com
equifaxxsecurity2017.com
equifaxzsecurity2017.com
wwwequifaxsecurity2017.com

20. Aug

DNS queries

22. Aug 24. Aug 26. Aug

equifaxsecuritty2017.com
equifaxsecuritu2017.com
equifaxsecuritx2017.com
equifaxsecurity0017.com
equifaxsecurity017.com
equifaxsecurity0217.com
equifaxsecurityl017.com
equifaxsecurity2-17.com
equifaxsecurity20-17.com
equifaxsecurity20017.com
equifaxsecurity2007.com
equifaxsecurity201.com
equifaxsecurity20117.com
equifaxsecurity20127.com
equifaxsecurity2013.com
equifaxsecurity2015.com
equifaxsecurity2016.com
equifaxsecurity2017.net
equifaxsecurity20176.com
equifaxsecurity20177.com
equifaxsecurity20178.com
equifaxsecurity2017com.com
equifaxsecurity2018.com
equifaxsecurity20lw.com
equifaxsecurity2027.com
equifaxsecurity2037.com
equifaxsecurity2057.com
equifaxsecurity207.com
equifaxsecurity2071.com
equifaxsecurity20917.com
equifaxsecurity2097.com
equifaxsecurity2017.com
equifaxsecurity20q7.com
equifaxsecurity21017.com
equifaxsecurity2107.com
equifaxsecurity2117.com
equifaxsecurity217.com
equifaxsecurity22017.com
equifaxsecurity2217.com
equifaxsecurity23017.com
equifaxsecurity2417.com
equifaxsecurity2817.com
equifaxsecurity2917.com
equifaxsecurity2ol7.com
equifaxsecuritv2pl7.com

Umbrella risk score: (£

28. Aug 30. Aug

eequifaxsecurity2017.com
equifax3ecurity2017.com
equifaxaecurity2017.com
equifaxcecurity2017.com
equifaxcsecurity2017.com
equifaxdecurity2017.com
equifaxecurity2017.com
equifaxescurity2017.com
equifaxesecurity2017.com
equifaxqgecurity2017.com
equifaxrecurity2017.com
equifaxsacurity2017.com
equifaxsaecurity2017.com
equifaxsceurity2017.com
equifaxscurity2017.com
equifaxsdcurity2017.com
equifaxsdecurity2017.com
equifaxseaurity2017.com
equifaxseburity2017.com
equifaxsec5rity2017.com
equifaxseccurity2017.com
equifaxsecerity2017.com
equifaxsecirity2017.com
equifaxsecqrity2017.com
equifaxsecrity2017.com
equifaxsecruity2017.com
equifaxsectrity2017.com
equifaxsecu2ity2017.com
equifaxsecubity2017.com
equifaxsecueity2017.com
equifaxsecuirity2017.com
equifaxsecuirty2017.com
equifaxsecuity2017.com
equifaxsecupity2017.com
equifaxsecuraty2017.com
equifaxsecureity2017.com
equifaxsecurety2017.com
equifaxsecurhty2017.com
equifaxsecuri4y2017.com
equifaxsecuridy2017.com




EQUIFAX

K Member Center Login l About Equifax Investors Online Dispute Contact Us

Have a Promo Code? Click Here

Think your business is safe from a data
breach? Think again.

“More than ever before, your employees and customers are at great risk for identity theft and
fraud. Over 165 million data records of U.S. residents have been exposed due to data breaches
since January 2005 - Privacy Rights Clearinghouse"

2

* Take Action Today: :: E-mail us at: psol@equifax.com 9 Or call us at: 1-866-510-4211

Data Breaches are on the rise. Be prepared. Hear what our valued cutomers are saying
about our services.

You'll feel safer with Equifax. We're the leading provider of data breach services, serving more than 500 organizations with security

breach events everyday. In addition to extensive experience, Equifax has the most comprehensive set of identity theft products and Thank you both very much for the time and

effort you provided to assist us in
managing our incident. | was vel

customer service coverage in the market.

'"--have i been pwned?

Check if you have an account that has been compromised in a data breach

4,729,225,727 54,521

pwned websites pwned accounts pastes paste accounts




Home Notifyme Domainsearch Who'sbeenpwned Passwords APl About Donate B

Pwned websites

Breached websites that have been loaded into this service

Here's an overview of the various breaches that have been consolidated into this site. Each of these has been dumped publicly and is
readily available via various sites on the web. This information is also available via an RSS feed.

A
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#jmyspace

NevEase

myspace.com:

Email Addresses, Usernames, Passwords

Total Breaches

Jul 1, 2008
— 359,420,698
600M
400M
200M A /\—‘LJ
. ~— Nu_ AN\ L. .

2008 2010 2012 2014 2016

Using data from https://haveibeenpwned.com/




LinkedIn:

Email Addresses, Passwords

Total Breaches

May 5, 2012
— 164,611,595

600M

400M

200M ‘\x
0 - [ G

2008 2010 2012 2014 2016

Using data from https://haveibeenpwned.com/

Dropbox:

Email Addresses, Passwords

Total Breaches

Jul 11,2012
— 68,648,009

600M
400M

200M

2008 2010 2012 2014 2016

Using data from https://haveibeenpwned.com/




tumblr:
Email Addresses, Passwords

Total Breaches

Feb 28, 2013
— 65,469,298

600M
400M

200M -

2008 2010 2012 2014 2016

Using data from https://haveibeenpwned.com/

adobe:

Email addresses, Password hints, Passwords, Usernames

Total Breaches

Oct 4, 2013
— 152,445,165

600M
400M

200M -

2008 2010 2012 2014 2016

Using data from https://haveibeenpwned.com/




rivercitymediaonline.com:
Email addresses, IP addresses, Names, Physical addresses

Total Breaches

Jan 1,2017
— 393,430,309

600M
400M

200M

2008 2010 2012 2014 2016

Using data from https://haveibeenpwned.com/

Onliner Spambot :

Email Addresses, Passwords

Total Breaches

Aug 28, 2017
— 711,477,622

600M
400M

200M

2008 2010 2012 2014 2016

Using data from https://haveibeenpwned.com/




AOW DO YOU PROTECT YOUR DATA AGAINST
THIRD PARTY COMPROMISE?




Firewall

IDS

Server Configuration

AntiVirus
Cloud Security

Vulnerability Analysis

Firewall
Block External Access on Ports

Secure Connections between Locations




IDS
Searching for known threats on the network

Reporting what you are at risk for

Server Configuration
Separating databases from web front-ends

Securing the connections between servers

Keeping software updated

Limiting Access

Penetration Testing




AntiVirus

Keeping it updated

Cloud Security

Using Services/Companies

Auditing




Vulnerability Analysis

Scanning your environment

Looking for Vulnerabilities




Firewall

IDS

Server Configuration
AntiVirus

Cloud Security

Vulnerability Analysis

Firewall

Freeze Your Credit

Keep your computer patched




IDS
Sign up for services like haveibeenpwnd.com
Set up Google Alerts

Automatic Shodan Searches (Using API)

System Configuration

Use disk encryption & Strong password

Frequent offline backups (on an encrypted drive)

Disable unneeded services
Lock System

Keep it up to date




AntiVirus
Be wary of clicking on links in suspicious emails
Don't install without thinking first

Send that attachment to VirusTotal if unsure

Cloud Security

Enable two-factor authentication for all Cloud Services
Use additional encryption

Utilize Cool Products




Anatomy of a cyber attack

O Reconnaissance and o Patient zero hit O Target expansion
infrastructure setup

O Wide-scale expansion
O Domain registration,

IP, ASN Intel O Defense signatures built
O Monitor adaption

based on results

Cisco Umbrella

Anatomy of a cyber attack

Patient Zero

Monitor adaption Target
based on results expansion

Domain registration,

Wide-scale
IP, ASN Intel x

We deliver the value to you ~ “™

Reconnaissance and

Defense
infrastructure setup

signatures built

Attack Kill Chain




Cisco’s Secure Internet Gateway Vision

Threat intelligence, cross-product analytics, APIs, and integrations

2EPE@@Be®®

DNS-Layer Proxy File Sandbox 3rd-Party CASB  App visibility Inbound New
inspection controls  and control* inspection*  product*

L@_J

I
L] e o5

‘dsde’ Cisco Umbrella Leveraging Cisco’s global footprint Fuwre

Easiest security product
you'll ever deploy

a http://signup.umbrella.com

Umbrella
9 Point your DNS: Start blocking in minutes
208.67.222.222 D ()

,' "
Done . I
1 \
.
k
|

‘dsde’ Cisco Umbrella




SECURING YOUR VENDORS

R

Research the Company
Talk to them about security
How do they store your data?
When must they report a breach?
Give them only what you have to

Look into Cyber Insurance




Vendor Management

lllllllllllll

Topics for Discussion

Vendor management best

practices

Assess the cybersecurity of
vendors

Recent regulatory developments

nnnnnnnnnnnnnnn




Why have a Vendor Management Program?

Legal Obligations
Vendor oversight may be
legally required (more on
this later). Companies
interested in cross-border

to acceptable mechanisms
under international

may require oversight of
subcontractors.

Reasons to have a
transfer must pay attention I Vendor

Management
regimes. Finally, contracts | Program

Corporate Success
While you can delegate authority,
you cannot delegate
accountability. Vendors help
provide efficiencies that your
organization might not be able to
\.\ execute, but vendors must

'\\ achieve expected performance.

Fiscal Oversight
Assessing vendors initially and
throughout relationship helps
establish expectations and
identify problems quickly, which
will help cut costs of reacting to
any issues.

=FOLEY

FOLEY & LARDNER LLP

Best Practices

Comprehensive inventory

Catalog all third parties with
whom the company has a
relationship

Risk-based segmentation

Triage vendors to make sure
— the most effort is devoted to the
highest risks

Governance framework

Establish owners and give the
group the decision-making
authority to escalate as
problems arise

Due Diligence

Questionnaire should be
tailored to activity and type of
data collected

=FOLEY

FOLEY & LARDNER LLP




Assessing the Cybersecurity of Vendors

= Accept the risk or require remediation

= |dentify and assess critical, downstream vendors or
subcontractors

= Retain all assessment data, decisions, and records
= Ongoing monitoring:

Performance ; Independent

+ ROI +» Desk audits * Third party

» New technology * In person reports
assessment « Certifications

« Status « Standards
assessment +«S0C2

=FOLEY

FOLEY & LARDNER LLP

Managing Vendor Contracts

Ideally, management of contracts involving or affecting sensitive or
regulated data should be:

= Centralized

= Avoid bifurcated process for reviewing data security agreement and
the underlying service agreement

= Repetition helps refine approach and improve skill
= Risk-based

= Tiered approach to allocation of review resources may save
expenditure of resources, however, cannot be based on "dollar
value of the contract”

* Involve a multi-disciplinary review process

= Security team review important step — not only expertise, but also
ability to spot interplay with other arrangements, products, etc.

= Need review by attorney(s) with expertise in security

=FOLEY

FOLEY & LARDNER LLP




Managing Vendor Contracts:
Eating the Elephant

= |dentify your organization's full scope of dependencies on third-
party service providers or vendors that collect, access, process,
disclose, transmit, or host sensitive or confidential data

= Develop formal privacy and data security vendor management
processes, such as:

~ Vendor due diligence process (consider a "disclosure" form for vendors to complete prior to
review of service agreement)

-~ Standard contract terms that complement the organization's privacy and information
security programs

- Review process with multi-disciplinary team with adequate training regarding standards and
risk areas

~ Vendor oversight and contract enforcement (consider contract termination procedures to
ensure data returned or destroyed; annual review process to validate security warranties;
review of arrangements after security incident, etc.)

- Maintain vendor contact information and ensure key vendors are represented and included
as part of incident response team

=FOLEY

FOLEY & LARDNER LLP

Most Recent Regulatory Developments

Implement written policies / procedures designed to ensure the
security of information systems and non-public information that
are accessible to, or held by Third-Party Service Providers.

OCC issued Bulletin 2017-21 as a supplement to the OCC’s 2013 risk

OcCC management guidance related to third party relationships. Bulletin
Bulletin addresses 14 FAQs related to (i) interpretations of Bulletin 2013-29's
2017-21 scope and content, including applicability to bank relationships with fintech
/, companies; (ii) opportunities for banks to collaborate with each other to
(June 7, manage third party relationships: and (iii) outside resources that banks
2017) may use to augment third party risk management capabilities.

=FOLEY

FOLEY & LARDNER LLP 8




Thank You

CONTACT US:

Jennifer Rathburn
jrathburn@foley.com

Joshua Pyorre
jpyorre@cisco.com

ATTORNEY ADVERTISEMENT. The contents of this document, current at the date of .
publication, are for reference purposes only and do not constitute legal advice. Where .
previous cases are included, prior results do not guarantee a similar outcome. Images of

people may not be Foley personnel. FOLEY & LARDNER LLP
© 2017 Foley & Lardner LLP




